KABMHET MUHHUCTPOB TATAPCTAH PECIIYBJIMKACHI

PECITYBJIMKU TATAPCTAH MUHUCTPJIAP KABMHETHBI
PACHHOPAKEHHUE BOEPBIK
29.12.2018 r.Kazans Ne 3768-p

B mensx oGecrieyeHusl eIMHOr0 MOAXOJA K OINpEJeNeHHI0 yrpo3 0e30macHOCTH
NIEPCOHANIBHBIX JAHHBIX, aAKTyaJlbHBIX IIPH 00paboTKe MNepCOHANbHBIX IaHHBIX B
MHGOPMALMOHHBIX CHCTEMAaX IePCOHANBHBIX NAHHBIX OPraHoB roCcy/IapCTBEHHON BJIACTH
Pecrry6nuku Tartapctad B OpraHoB MECTHOTO CaMOYTIPaBJIEHUS MyHULIMIIATBHbIX paiioHOB
U ropojckux okpyros PecmyGnuku TarapcTal, ¢ y4eTOM TOJIOKEHHUH JacTH 5 craTthu 19
®epepainpHOro 3akona ot 27 uoist 2006 rona Ne 152-03 «O nepcoHaTbHBIX AaHHBIX:

1. YrBepauth npunaraemoe IlonoxeHue 00 ONpeNeTCHMH aKTyalbHBIX YIPO3
6e30MacHOCTH TIePCOHATBHBIX JAHHBIX NIPH UX 06paboTke B MHPOPMALMOHHBIX CHCTEMAX
nepcoHanbHbIX AaHHbIX Pecy6nuku Tataperan (nanee — [Tonoxenue).

2. VicroNTHUTENBHBIM OpraHaM rocyfapcTBeHHOH BiacTh PecryOmuku TartapcTaH u
[OJBEOMCTBEHHBIM WM OpraHM3allMsM [IpU  ONpeleNleHuH yrpo3 0e30macHoCTH
[epCOHANBHBIX JaHHBIX, AaKTyalbHBIX IpH 00paboTKEe MEPCOHANBHBIX NAHHBIX B
HCIIONB3yeMbIX HHPOPMALIHOHHBIX CHCTEMaX MePCOHANBHBIX NAHHBIX, PyKOBOACTBOBATECS
[TonoxxeHuem.

3. PekOMEHIOBaTh rocyJapcTBeHHbIM opranam PecrmyGimku TatapcraH, He
SBJISIOIIMMCS. MCIIONHUTENbHBIMA OpraHaMH TOCY/JapCTBCHHOH BIACTH Pecmy6auku
TarapcTaH, opraHamM MEeCTHOTO CaMOYIPaBIeHUS MyHUIUTATBHBIX paifOHOB U TOPOJICKUX
okpyroB Pecry6muku TarapcraH, MOABEIOMCTBEHHBIM WM OpraHM3allHiM, 2 TaKxKe
OpraHusalusM, B yCTaBHOM (ckyaOYHOM) Kanuraje KOTOPhIX J0JIA (Bknam) PecrmyOnuku
TatapcTan ¥ (WiIM) MyHHIMNATBHBIX 0Opa3oBaHMH Pecniy6nuku TaTtapcTaH COCTaBIIAET
50 mpoleHTOB 1 6ojiee ¥ PacroNoKEHHBIM Ha TEPPUTOPUH Pecniybnuku TartapcraH, npy
ompe/ieNieHuH yrpo3 6e30macHOCTH [epCOHAIBHBIX JaHHBIX, aKTyalbHbIX TIpH obpaboTke
[ePCOHANBHBIX IaHHBIX B HCIONB3yeMbIX HH(pOPMAIMOHHBIX CHCTEMaX IEpCOHATBHBIX
NIaHHBIX, PyKOBOACTBOBAThCs [1on0KEHHEM.

4. KOHTpO/Jb 3a WCIOJHEHHEM HACTOSIIEro pacrnopshKeHWsi BO3JIOKHTE  Ha
MuHHECTEPCTBO HH(OpMATH3aLMK U CBA3HU Pecmybmuku TarapcTad.

- .

[IpeMbep-MUHHCTD | _ ' ] )
Pecry6nuku Tataperan | = " o) A.B.Jlecomms



YTBepXKIaeHO
pacnopskeHueM
Kabunera Munuctpon
Pecnybnuku Tarapcran
oT _29.12,2018 Ne. 3768-p

[Tonmoxxenne
00 omnpezieIeHHHU aKTyalbHBIX YIpO3 0€30IIacCHOCTHU MePCOHANBHBIX JAHHBIX MTPH MX
0o6paboTke B MHPOPMALIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JTaHHbBIX
Pecny6nuku TaTtapcran

1. O0ue nmomoxeHus

1.1. Hacrosimee Ilonoxxenue omnpenensier nmnepeyeHb yrpo3 0O€30MaCHOCTH
NEPCOHANIBHBIX  JIaHHBIX, aKTyaJbHbIX IpU 0OpaboTKe MepcoHaNbHBIX JAaHHBIX
B HHPOPMAIIMOHHBIX cucremax NEPCOHANBHBIX  JaHHBIX, IKCIUTYaTUPYEMBIX
HCIIOJHUTEIBHBIMU OpraHaMu rocyapcTBeHHOM Binactu Pecnybnuku Tarapcran (nanee —
Oprasel), IpU OCYIIECTBICHUH UMH COOTBETCTBYIOLIUX BUIOB JEATEIBHOCTH, C YYETOM
co/iepKaHus TEPCOHAJIbHBIX JaHHBIX, XapaKTepa U Ccroco0oB UX 00paboTku. YKa3zaHHBIH
nepeyeHb YTOYHSETCS 110 MEpE BbISBIIEHHS HOBBIX Yrpo3 0€30MacHOCTH MepCOHAJIbHBIX
JaHHBIX U UX UCTOYHUKOB, Pa3BUTHS CIIOCOOOB U CPEJICTB UX peanu3alliH.

1.2. Hacrosimmee  [lonoxkeHue  He  peryJupyeT  OTHOIIEHHS,  CBsI3aHHBIE
¢ obecriedyeHHeM 0e30MaCHOCTH MEPCOHANBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBIIEHHOM
NIOpsIZIKE K CBEJICHUSIM, COCTABIISIOIIUM rOCYJapCTBEHHYIO TalHY.

1.3. Hacrosimee [Ilonoxenue mnpumensiercss OpraHaMu T@pH pelIeHUH HMH
CJIEYIOIIMX 3a/1a4:

onpezielieHue Yrpo3 0Oe30MacHOCTH NEepPCOHANbHBIX NaHHbBIX, AKTYaJbHBIX IIPH
00paboTKe MepcOHANBHBIX [aHHBIX B HHGMOPMAIMOHHBIX CHUCTEMAX II€PCOHAJIBHBIX
JAHHBIX;

aHaJIM3 3alUILEHHOCTH HWH(MOPMALMOHHBIX CHCTEM MEepPCOHAJBHBIX JaHHBIX OT
aKTyaJbHBIX yrpo3 0e30macHOCTH TMEpPCOHAJIBHBIX JaHHBIX B XOJ€ BBINOJHEHHS
MEepOMNpHUATHHN N0 HHPOPMALMOHHOM Ge30macHOCTH (3aluTe HHPOPMAIIHH );

MOJEPHHU3ALIMs CUCTEMBI 3allUThI IEPCOHANIBHBIX AaHHBIX B OpraHax;

NpOBEICHHE MEPONPUITUI 10 MHHUMM3AUMK M (WIM) HEHTpaIM3alud yrpo3
0e30MacHOCTH NePCOHANIBHBIX JaHHbIX;

NpeIOTBpallleHHe HECAHKIIMOHUPOBAHHOIO BO3/IEHCTBUSI HA TEXHUYECKHE CPEe/ICTBA
MH(QOPMALIMOHHBIX CHCTEM NIEPCOHANBHBIX JaHHBIX;

KOHTpPOJIb 332 00ECIIeYeHUEM YPOBHS 3aLUILEHHOCTH NEPCOHAIbHBIX TaHHBIX.

1.4. Ilpu ompeneneHuu akTyaJdbHBIX Yrpo3 0e30MacHOCTH MEePCOHANBHBIX JIaHHBIX
Opranbl pa3pabaTblBalOT MOZIENM Yrpo3 Oe30MacHOCTH MEepPCOHATBHBIX JIaHHBIX IS
9KCILUTyaTUPYEMbIX UMH WH(POPMALMOHHBIX CHUCTEM IEPCOHANBHBIX MTAHHBIX C YYETOM
COZIEP)KaHUsl TNIEPCOHAJIBHBIX JITaHHBIX, XapaKTepa U crnoco0oB MX 00pabOTKH, YCIOBHI U
ocobeHHOCTe! (PyHKIMOHUPOBAHHS WH()OPMALIMOHHBIX CHCTEM MEPCOHANBHBIX JAaHHBIX U
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COBOKYITHOCTH  YCJIOBUH M  (DaKTOpOB, CO3JAIOIIUX  aKTyallbHYI0  OIACHOCTh
HECAaHKIIMOHUPOBAHHOI'O JOCTYIA K MEPCOHAIbHBIM JaHHBIM, U IIPUMEHSIOT:

IPYNIIBl  aKTyalbHBIX  Yrpo3  0€30MacHOCTH  NEPCOHAIBHBIX  JaHHBIX
B MHGOPMAIIMOHHBIX CHCTEMaX TMepCOHAJIbHBIX aHHBIX, NPHUBEJEHHbIE B paszjene 6
Hacroswero [lonoxenus;

pPacIIMpEHHbIH IepedyeHb yrpo3 0e30MacHOCTH TMEPCOHAIBHBIX JaHHBIX B
MHPOPMALIMOHHBIX CHCTEMaX IEePCOHAIBHBIX JaHHBIX, PUBEIECHHbIN B NpUioxeHun Ne |
K HacToswweMy [lonoxenuro;

THUIIOBBIE BO3MOXXHOCTH HapylluTeNneld 0e30nacHOCTH MHPOPMALIUU U HampaBJIeHUs
aTak, MpUBEJIEHHbIE B MpUIIoKeHUH Ne 2 k HacTosemy [TonoxeHwuro.

1.5. Ilpu onpexneneHuy akTyalbHBIX yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX B
MHQOPDMALIMOHHBIX CHUCTEMax MEepCOHATBHBIX JaHHBIX OpraHbl pPyKOBOJACTBYIOTCS
TMOJIOKECHHUSIMH CIIEAYIOLIMX HOPMAaTUBHBIX MIPABOBHIX aKTOB:

@enepanbubiii 3akoH oT 27 wmiona 2006 roma Ne 149-®3 «O6 wunbopmarmy,
MH(OPMALIMOHHBIX TEXHOJIOTUSIX U O 3allUTe HHPOPMAIUNY;

@enepanbHbiii 3akoH or 27 wmrons 2006 roma Ne 152-03 «O nepcoHalbHBIX
JTaHHBIX»;

nocranoBienne IlpaBurenscrBa Poccuiickoit ®enepauum ot 21 mapra 2012r.
Ne 211 «O6 yTBepxneHUM NEepeyHsi Mep, HallpaBJIeHHBIX Ha OOecleYeHHe BBITOJIHEHHUS
obs3aHHOCTEH, TpexycMoTpeHHBIX DenepanbHbiM 3aK0HOM «O MepCOHANBHBIX JaHHBIX» U
NPHHATBIMH B COOTBETCTBMM C HUM HOPMAaTHBHBIMH IPAaBOBBIMH aKTaMH, OTepaToOpamu,
ABJISIOLIMMUCS TOCYAAPCTBEHHBIMH UJIM MYHHUIUTIATbHBIMH OPraHaMK»,;

nocra”osyieHue IlpaBurensctBa Poccuiickoit ®enepauuu ot 1 HosiOps 2012 r.
Ne 1119 «O6 ytBepxkaeHun TpeOOBaHMH K 3alllUTe MEPCOHAIBHBIX NAHHBIX IPH HX
00paboTke B MHHOPMAIIMOHHBIX CUCTEMAX MePCOHATBHBIX IaHHBIX);

npuka3 DenepanbHO CIyKObl M0 TEXHUYECKOMY M IKCIHOPTHOMY KOHTPOJIIO OT
11 ¢eBpans 2013 roma Ne 17 «O6 yrBepxaenuu TpeGoBaHuii 0 3amuTe HHGOPMAIIMU, HE
COCTaBJIAIONIEH TIOCYJapCTBEHHYK) TaiHy, cojepxalleidcs B TOCyJapCTBEHHBIX
UH()OPMAIIHOHHBIX CUCTEMAX);

npuka3z DenepanbHON CIyKObl M0 TEXHUYECKOMY M SKCIOPTHOMY KOHTPOJIO OT
18 despans 2013 roma Ne2l «O6 yrBepxkuenun CoctaBa HW  Comep)KaHuUs
OpPraHM3alMOHHBIX U TEXHUYECKHX Mep Mo obecrnedeHHIo 0e30MacHOCTH NEePCOHATBHBIX
NAHHBIX MPH UX 00paboTKe B UH(GOPMAILIMOHHBIX CUCTEMAX MMEPCOHAIBHBIX JaHHBIX);

npukaz ®enepanpHoil cnyx0Obl OGe3zomacHoctd Poccuiickoit ®Penmepauuu  OT
10 urons 2014 rona Ne 378 «O6 yrBepxkaenun CoctaBa U cofiep)KaHUsl OpPraHU3alUOHHBIX
M TEXHHUYECKUX Mep no obecrnieuyeHWro 0€30MacHOCTU MEpPCOHANbHBIX MAHHBIX TPH HX
00paboTke B MHPOPMAIMOHHBIX CHCTEMax MEePCOHAIBHBIX JAHHBIX C MCIIOJIB30BAHHEM
CpelCTB KpUNTOrpapuyeckoil 3ammTbel WHPOPMALUH, HEOOXOMUMBIX IS BBINOJHEHUS
ycraHoBleHHbIX [IpaButensctBoM Poccuiickoir ®enepanuu TpeOOBaHMH K 3aliuTe
[IEPCOHAIBHBIX JAHHBIX IS KOKI0I0 U3 yPOBHEH 3alUILIEHHOCTHY;

Mertonauka onpeneneHus akTyalbHbIX yIpo3 6e30MacHOCTH NMepCOHANIBHBIX JaHHBIX
npu uX 00paboTke B MHYOPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX JaHHbBIX, YTBEPKAEHHAS
3amectuTeneM aupexkropa denepanbHOM CIyXKObl MO TEXHUYECKOMY U IKCIIOPTHOMY
KoHTpomo oT 14 despais 2008 roxa;
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ba3oBast Mozienb yrpo3 6€30MacHOCTH MepCOHANBHBIX JTAaHHBIX MPH UX 00paboTke B
MH(GOPMALMOHHBIX CHCTEMax IIePCOHANBHBIX MIaHHBIX, YTBEP)KJEHHAs 3aMECTHTENIEM
nupekropa DenepalbHOM CIykObl MO0 TEXHUYECKOMY M 3KCIOPTHOMY KOHTPOJIO OT
15 depans 2008 roxa;

Meronnyeckue pekoMeHAalMu 10 cocTaBileHulo YactHol Mopenud yrpos
0e30macHOCTH MEepPCOHANIBHBIX JaHHBIX MPU UX 00paboTke B MH(MOPMALIMOHHBIX CHCTEMAX
NEPCOHANBHBIX JaHHBIX YYPEXACHHUH 3/IpaBOOXpaHEHMs, COLMAIbHON cdepbl, Tpyaa U
3aHATOCTH, pa3paboTaHHble MUHHCTEPCTBOM 3/IpaBOOXPAHEHUS U COLMAIBHOTO Pa3BUTHS
Poccuiickoii ®enepanun, cornacoBannbie ¢ MenepaibHON ClTy)KO0H M0 TEXHUYECKOMY U
9KCIIOPTHOMY KOHTpomo 22 nekabps 2009 roxa;

Mopnens yrpo3 THUMOBOW MEIULMHCKOW HWH()OPMALMOHHOW CHCTEMBI THIIOBOIO
nedyebHOro  MpodHIAKTUYECKOro  y4YpeXIeHus, paspaboranHas MHUHHCTEPCTBOM
3[paBOOXPAaHEHUs U COLMaJIbHOro pa3BuTusi Poccuiickoit ®enepauuu, corjiacoBaHHas C
DenepanbHOM CiTyk00M IO TEXHHYECKOMY H JIKCIIOPTHOMY KOHTpOMO 27 HOSOps
2009 ropna;

Mognens yrpo3 u  HapywuTens 0€30MaCHOCTH  MEPCOHAIBHBIX  JIaHHBIX,
0o0pabarpiBaeMbIX B THIOBBIX HH(OPMALMOHHBIX CHCTEMaX IE€PCOHAIBHBIX JIaHHBIX
OTpaciH, corjacoBaHHas ¢ PenepanbHON CIyKOOH MO TEXHUYECKOMY M IKCIIOPTHOMY
KoHTpoio, PenepanbHol cityx00# 6e3onacHoctu Poccuiickoii @enepaniuu u 0100peHHas
pemenreM cekuud Ne 1 HayuHo-texnuueckoro coBera MUHUCTEPCTBA CBSA3M U MacCCOBBIX
komMmyHuMKanui Poccuiickori @enepauun «HayuyHo-TexHUYeckoe M CTpaTermyecKoe
pasBuTHe oTpaciau» ot 21 anpens 2010 roma Ne 2;

PykoBonsimii  JOKyMEHT «ABTOMAaTU3MpPOBAHHBIE CHCTEMBI.  3allMTa OT
HECaHKI[MOHUPOBAHHOI'O J0CTyna K MHpopmauuu. Knaccudpukanus aBToMaTU3MPOBAHHBIX
CHCTeM M TpeboBaHUs 1O 3aliuTe HWHGOpMALMK», YTBEPXKAEHHbIM pelIeHHEM
npeacenarens I'ocynapcTBeHHON TexHU4YecKoW koMuccuu npu Ilpesunente Poccuiickoit
®enepanuu ot 30 mapta 1992 rona;

CneuunanbHple TpeOOBaHMS W PEKOMEHIALMM 10 TEXHUYECKOW  3alluTe
koHGuaeHuuansHo uHpopmauuu (CTP-K), yrBepxaeHHble pemenueM Koeruu
['ocynapcTBeHHOM TexHuveckoit komuccuu npu [Ipesumente Poccuiickoit ®enepanuu
Ne 7.2/02.03.01 r.;

Mertoauueckre pekOMeHJalMu 1o pa3paboTke HOPMATUBHBIX TMPABOBBIX AKTOB,
ONpPEJIENAIOMMX Yrpo3bl 0e30MacHOCTH IEePCOHANBHBIX JaHHBIX, aKTyalbHbIE IIPU
00paboTKe MNepCOHANbHBIX [aHHBIX B MHGOOPMAIMOHHBIX CHUCTEMaxX TePCOHAJIbHBIX
J@HHBIX,  JKCIUIyaTHPYEMBIX IIPH  OCYILECTBJIEHUU  COOTBETCTBYIOLLIMX  BHJIOB
NEATEIbHOCTH, YTBEpXKIEHHbIe pyKoBoAcTBOoM & Ilentpa ®@enepanbHON CIyXOBI
oe3onacHoctu Poccuiickoii ®eneparun (ot 31 mapra 2015 roma Ne 149/7/2/6-432).

1.6.B  Hactosimiem [lonoxeHMM  HMCHONB3YIOTCS  TEPMHHBI M [TOHSATHS,
ycraHoBleHHble DenepanbHbiM  3akoHOM oT 27 wmons 2006 roma Ne 152-®3
«O nmepcoHaNbHBIX AAaHHBIX», TPEOOBAaHUSAMH K 3alllUTe TMEPCOHAIBHBIX TaHHBIX TMPH HX
00paboTke B HMH(OPMALMOHHBIX CHUCTEMAaX MEePCOHANBHBIX MAaHHBIX, YTBEPXKIEHHBIMH
nocraHosnenueM IlpaBurenscrBa Poccuiickoit @enepauun ot 1 HOsOps 2012 r. Ne 1119
«O6 yTBepieHHH TpeOOBaHHWH K 3aIllUTe MEePCOHANBHBIX AaHHBIX MPH WX 00paboTke B
HHOOPMAllMOHHBIX CHCTEMaX IEepCOHATBHBIX [OaHHBIX», METONMKON onpeaeneHus
aKTyallbHBIX Yrpo3 0e30MacHOCTH NepCOHANBHBIX JaHHBIX MpU HX 00paboTke B
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MHGOPMAIIMOHHBIX CHUCTEMax MEepPCOHAIBHBIX JaHHBIX, YTBEPXKICHHOW 3aMECTUTEJIEM
nupextopa DenepanbHON CIyXObl MO TEXHUYECKOMY M JKCIIOPTHOMY KOHTPOJIO OT
14 despans 2008 roxa.

B nacrosmem [TonoxxeHun NpruMeHsIOTCS CleAYIOIIHe COKPAIEHHUS:

APM — aBromMaTH3UupOBaHHOE pabouyee MeCTo;

IMCT PT - TIocynmapcTBeHHass HHTETPUpPOBAaHHAs CHUCTEMa TeJIEKOMMYHHKALMA
Pecny6nuku Tatapcran;

WUCIT/AH — nHpOopMaLIMOHHAS CUCTeMa TIePCOHATBHBIX JaHHBIX;

1O — nporpammHoOe obecnieuenue;

[TOBM — nepcoHanbHas 3J1€KTPOHHO-BbIYUCIUTENbHAS MaiHa (APM);

peecTp — CTaHJapTHBIN peecTp OnepalluOHHONW CHCTEMBI;

TC — Texauyeckue cpeacTna.

2. Bnazenblipl ¥ oneparopsl HHOOPMAIIMOHHBIX CHCTEM MEePCOHATBHBIX AaHHBIX,
CEeTH nepeayy JaHHbIX

2.1. Bnapensuamu UCIIJIH u ux omepatopamu SBISIOTCS (elepalibHble OpraHbl
unu Oprassl.

2.2. Bnagensupt UCIIIH u wux omnepaTopbl pacrojiioxeHsl B Poccuiickoit
®enepauuu.

2.3. Kontponupyemoii 30H0it UCII/IH, ¢pyHkunonupyromux B Opranax, sBIsOTCS
30aHU M OTAEIbHbIE IOMEILIEeHHs, MpUHAIeKAIIUE WM WIH apeHIyeMble 3THUMH
Opranamu. Bce cpeacTtBa BBIYMCIMTENBHONM TEXHUKH, YYacCTBYIOUIME B 00paboTke
MepCOHAbHBIX JaHHBIX, PACIIONaraloTCs B Ipeienax KOHTpoupyeMoi 30H6l Oprana. Bre
KOHTPOJIUPYEMOM 30HBI HAXOIATCS JMHUU TMEepeJadyd AaHHBIX U TeJIeKOMMYHHKAIIMOHHOE
00opyZi0BaHHE olleparopa CBA3M (MpoBaiifepa), MCIOJb3yeMoe Ui UH()OPMALUOHHOTO
oOMeHa 1o ceTsM CBSi3W  OOLIEro  Moib30BaHWs  (CeTSM  MEXIYHapOHOTO
MH(OpPMALIMOHHOTO 0OMEeHa) U PacIoIoKeHHOE 3a MpeeiaMu Teppuropun Oprasa.

2.4. JlokanpHble  BBIYUCIIMTENIbHBIE CETH Mepenadd JaHHbIXx B OpraHax
OpraHU30BaHbI M0 TONOJIOTUH «3BE3/1a» U UMEIOT MOJAKIIOYEHHS K CJIETYIOIIUM CETIM:

BHEIIHUM CeTsM (CeTsM IpoBaiijiepa), MOJKIIOYEHHE K KOTOPHIM OPraHHW30BaHO
MOCPEJICTBOM TIPOBOAHBIX (MEIHBIX M ONTOBOJOKOHHBIX) KAaHAJOB CBS3W OIEPaTOPOB
CBs3H (IMpOBaiiiepoB);

cersM OpraHoB, opraHu3aluii, pacroJIOKeHHbIX Ha Tepputopuu Poccuiickoii
®enepauuu. IlogkmodyeHne K yka3aHHBIM CeTSM OCYLIECTBIISIETCS B COOTBETCTBHU C
pa3paboTaHHBIMU periaMeHTamMH B3aumozeicTBus. OpraHbl HCTIOJTHUTENBHON BIIACTH
Pecny6nuxu Tarapcran umeror noakmoudenue Kk [MCT PT mocpeacTBoM 3aluIneHHBIX
KaHAJIOB CBSI3H;

WHBIM CeTSIM, B3aUMOJEWCTBHE C KOTOPBIMH OpraHu3oBaHo OpraHaMu C LEJbIO
MCIIOJIHEHHUS] CBOMX TOJTHOMOYHMH.

2.5. IlogkmoueHue K ceTsIM  CBS3M  OOLLEro TMOJIb30BAHUS OCYIIECTBIISETCS
Opranamu npu ycioBuH coOII0A€HNS UMH Mep 110 3allUTe TepeiaBaeMoil HHpOopMaIuH, B
TOM YHCJIE MEp I10 3alUTe MOAKIIOYEeHUs IS TIepelau JaHHbIX.
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3. OOBEKTHI 3alllUThl U TCXHOJIOTHH 06p360TKH NEPCOHAJIbHBIX NaHHBIX B
HH(bOpMaH,HOHHBIX CUCTEMAX IIEPCOHAJIBHBIX JaHHBIX

3.1. Ilpu onpenenenun Opranamu yrpo3sl 0€30MaCHOCTH NMEPCOHAIBHBIM JJaHHBIM B
koHkpeTHoW MCI1/1H 3amumre noasnexar cienyroimue o0bekTsl, Bxoasue B UCI/IH:

nepcoHajbHble AaHHble, 0OpabaTsiBaeMble B UCIT/IH;

uHpopmarronnsie pecypcsl UCIT/IH (daiinbl, 6a3bl JaHHBIX U T.11.);

CpelICTBAa BBIUYUCIUTEIBHOW TEXHUKH, y4acTBYIOLIME B 00pabOTKe NepCOHAIbHBIX
nanHbIxX nocpeactsom MCIT/IH;

CpeAcTBa KpuUNTOrpauueckod 3aliuThl WHGOPMaUMHU M CpPEICTBa  3aIlUTHI
UHpOpMaLIUH;

cpena GQyHKIMOHUPOBAHUS CPEICTB KpUNITOrpadhuvecKoi 3auThl HHPOPMALIKK;

UH(pOpMaLMA, OTHOCAIAACA K KpHUNTOrpaduyeckod 3alluTe [epPCOHAIbHBIX
JaHHBIX, BKJIIOYas KIKOYEBYIO, MNApOJIbHYI0 U ayTeHTUOHUIMPYIOIIYI0 HWHOOPMALIUIO
CpeAcTB KpUnrorpaduyecko 3aiuThl UHHOPMAIIHHK;

JOKYMEHTBI, JieJla, >XYpHalbl, KapTOTEKH, W3JaHUS,, TEXHUYECKHE JIOKYMEHTHI,
BU/ICO-, KHHO- M (oTomarepuanbl, pabo4yue Marepuaibl ¥ T.N., B KOTOPBIX OTpaXkeHa
samuuiaemas uHdopmarms, otHocsmascs Kk MCII/IH m ux kpunrorpaduyeckoil 3ammure,
BKJIFOYas JOKYMEHTAIMI0 Ha CPeACTBa KpUNTorpaduyeckou 3auuTbhl HHGOpPMAIUK U Ha
TEXHUYECKHE M IPOrpaMMHbIE KOMIIOHEHTBI Cpe/bl (YHKLMOHUPOBAHUS CPEICTB
KpunTorpadpuueckoi 3auuTsl HHGOpMaIuu;

HOCHUTENH 3amuiaemMor uHdopmanuu, ucnois3yemsie B MCIIT/IH, B ToM ymcie B
poLecce KpUNTOrpaduyecKor 3allUThl MEPCOHANbHBIX JNAaHHBIX, HOCHUTENH KIIOYEBOM,
MapoJbHOM U ayTEeHTUDULMPYIOLEH HHOPMALMK CPEACTB KPUNTOrpadhuuecKoi 3al|Thl
uHGOpMaLMK U NOPAIOK IOCTYIA K HUM;

ucnosas3yemble UCI1/IH kaHanb! (JJUHUK) CBS3H, BKJIIOYast KabelbHbIE CHCTEMBI;

CeTH Iepelayd JaHHBIX, HE BBIXOASILME 3a MpeleNbl KOHTPOJIUPYEMOW 30HBI
NUCTI/IH;

MOMEILEHHs, B KOTOPbIX 00pabaThiBalOTCSl TMEPCOHAbHBIE TaHHbBIE MOCPEICTBOM
UCII/1H u pacnionaratorcs komnoneHTsl UCIT/IH;

IOMeLIeHUs, B KOTOpbIX Haxomsitcs pecypebl UCII/IH, umeronie OTHOLIEHHE K
KpUnrorpapu4ecKkoi 3anuTe nepcoHaabHbIX JaHHBIX.

3.2. B cocraB cpeacTB BBIYUCIMTEIBHONH TEXHUKH, YYacCTBYIOIIMX B 00paboTke
nepcoHanbHbIX AaHHbIX nocpeactBoM UCIT/IH, Bxoasr:

APM nosnp3oBaTeneii ¢ pa3Iu4YHbBIMU YPOBHIMH JOCTyna (IpaBaMu);

TEepPMHHAJIbHAS CTAHLIUS,;

cepBepHOe 000pyI0BaHuUE;

CEeTeBOE U TEJIEKOMMYHUKAIIHOHHOE 000pyI0BaHUE;

obmecucremHoe IO  (omepammoHHBIE CHCTEMBI  (DU3HYECKHX  CEPBEPOB,
BUPTYalIbHbIX cepBepoB, APM u 1.11.).

3.3. BBox nepconanbHbix AaHHbix B MCIT/IH B OpraHax oCyLIeCTBISETCS KaK ¢
OyMaXKHBIX, TaK M C 3JIEKTPOHHBIX HOCHUTeled HMH(popmauuu. [lepcoHanbHble TaHHBIE
BeiBOJsATC M3 MCIIJIH kak B 3JIeKTpOHHOM, Tak U B OyMa)KHOM BHJE C LEIBIO HX
XpaHeHUs U (UIIM) nepeiavul TPETbUM JIMLIAM.
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4. upopMalluOHHbIE CUCTEMbI MIEPCOHANIBHBIX JaHHBIX

4.1. B nensx ucnonHeHus cBoux nosHomouuit Opranamu oOpabaTbIBaOTCs BCe
KaTeropuu MepcOHaNbHBIX JAaHHbIX. (COCTaB MNepCOHANBHBIX JAHHBIX, IMOJUIEKAIIMX
obpaborke B koHkperHod WCII[An, wnenu o6pabGoTku, peiicTBUs (Omnepaiuu),
coBepuiaeMpie ¢ mnepcoHanbHbiMM AaHHbIMH B MCIIJIH, onpenpenstorcs OpraHow,
seistoumcs onepatopom UCIT/IH.

4.2. Obpabotka mnepcoHanbHbiX JaHHbix B MCIIJIH ocymectBisiercs B
coorBeTcTBUM ¢ PenepanbHbiM 3akoHOM oT 27 wmrons 2006 roma Ne 152-®3 «O
NepcOHaNbHBIX NaHHbIX». [lepeuenp oOpabaTeiBaeMbIX nepcoHalbHbIX AaHHbIX B UCIT]IH
JOJKEH COOTBETCTBOBATH LIEJSIM UX 00pabOTKH.

4.3. UCI1Ix noapasaensitoTcs Ha:

UCI1/IH, onepatopoM KOTOpPbIX siBisieTcst cam OpraH;

NUCIIH, sxcrinyatupyemblie Opranom, He B KQueCTBeE ee OnepaTopa.

44.UCIIIH u ee KOMIIOHEHTHI IO/DKHBI OBITH pacrosnioxkeHsl B Poccuiickoii
®denepauum.

4.5.UCI1[lH noapa3nensitoTcss B 3aBUCUMOCTH OT TEXHOJIOTHH 00paboTKH
NIEPCOHANIBHBIX JIaHHBIX, IeJied M cOocTaBa IEPCOHANBHBIX MAHHBIX HA CJEeAYIOIIHe
KaTeropuu:

MH()OPMaIMOHHO-CIIPABOYHBIE;

CEerMEHTHBIE;

pecnyOIuKaHCKKe;

B€JIOMCTBEHHBIE;

cinyxeOHbIe.

JIns Bcex KaTeropuii NepcoHabHBIX JAHHBIX BblleykazaHHbIX kaTeropuit UCI1/Ix
HEO0X0AMMO obecrieynBaTh ClIeIyIoIIHe XapaKTepUCTHKHU 0€30MacHOCTH:
KOH(UAECHIMATBHOCTb, LEJIOCTHOCTh, HOCTynmHOCTh. B pamkax MCII[IH Bo3MoxHa
MoaubuKaLus U repeada NepCoOHabHbIX JaHHbIX.

4.5.1. Unbopmauuonno-cnipaBoynble ~ MCII[lH  ucnone3yrorcs B LensX
ouIManbHOrO  AOBeJAeHUs 000N  MHpOpMAUMU [0  ONpeAesieHHOro  WIIH
HEOIPeeIEHHOT 0 Kpyra JIMII.

K undpopmaunonno-crnpasoynsivm MCIT/IH oTHOCATCS:

oduuuanbHeie noptainsl (caiTel) OpraHos;

UHQOPMALIMOHHBIE MOpTanbl (calThl), KOTOpble BemyTcs OpraHoM B LesX
peaiM3alMyi NpoeKTa U (WIK) MPOBEIAECHUS MEpONpUATHS Ha Tepputopuu PecrmyOmuku
Tarapcran (nanee — uHGOPMaLMOHHBIE NTOPTAJIBI (CAUTHI));

3aKpbIThIE MOPTAJIBI 1711 HECKOJIBKHUX TPy y4acTHUKOB OpraHos;

Ilopran rocyaapcTBeHHbIX U MyHHLMNAIBHBIX yeiuyr PecrryOnuku TarapceraH.

4.5.1.1. Opuumnansupie mnopranbl (caiitel) OpraHoB coAepKaT CBEIEHHS O
nesrenbHocTd  OpraHoB, B TOM 4YHCJI€ CBEACHHUS, MOJJIEKalUe o00sI3aTeIbHOMY
pasMereHuro B ykasaHHbIX MCIT/IH B cOOTBETCTBUU ¢ 3aKOHOAATEILCTBOM.

Kareropun nepcoHanbHBIX [JaHHBIX, KOTOpblEé MOTYT MOAJIEXaTh 00paboTke B
HUCIIIn:

O0LIeI0CTYTIHbIE;

WHEIE.
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Pexxum oOpabotku nepconanbHbix AaHHbIX B MCIIJIH: MHOromoib30BaTeabCKUi.
UCITIn npexycmaTtpuBaeT pasrpaHuueHre aoctymna. OO0paboTKa NMepCOHaIbHBIX JaHHBIX
OCYILLECTBISIETCA TOCPENCTBOM Beb-uHTepdeiica cotpynHukamMu OpraHa, sBISIOLIErOCS
oneparopoM HCII/In, rpaxnanamu Poccuiickoit ®enepauuu ¥ APYyrux rocyaapcrs.
Ilepconanbueie nannble xpansatcs B 6asze nanubix MCIT/IH u oroOpaxkaroTcsi mo 3ampocy
COOTBETCTBYIOLIEH CTpaHHIIBI NUCITdH T10JIb30BaTeIIsIM B COOTBETCTBHH
C IPeOCTABIEHHBIMY IIPaBaMH.

Tunbl cyOBEKTOB MEPCOHANBHBIX JaHHBIX, KOTOPbIE MOTYT MOIJIEXaTh 00paboTKe
B UCII/[In: corpyanuku Oprana, ssisomerocsi omneparopom MWCII/H, rpaxnane
Poccuiickoit @enepauuu U Ipyrux rocy1apcTs.

Crpykrypa MCII/IH: nokanbHas, (GYHKUMOHHUPYIOLIAs B KOHTPOJIHUPYEMOM 30HE
Oprana, u (wiM) Ha cepBepHOM oOopynoBanuu uHOro OpraHa B mpeneinax ero
KOHTPOJIMPYEMOM 30HBI, U (MJIM) Ha BBIYMCIUTEIBHBIX pecypcax ob1auHoro rnposaijepa.

WUCIIJH noaxmroueHbl K  CeTSIM  CBA3M  OOLIEro  Mojab30BaHHS  (CETSIM
MEeXTyHapoJHOro uHpopmarronHoro oomena). [To tuny noakmouenus UCIT/{n nenstes
Ha:

noakmodeHHsle nocpeactsom ' UCT PT;

MOJKJIIOYEHHBIE C UCTIOIB30BaHMEM HHBIX KaHAJIOB CBSA3H.

CpencrtBa BBIYHCIUTENIBHOM TEXHUKH, ydacTBylole B obpabotke: APM,
cepBepHOe 000py10BaHKE, CETEBOE U TEJIEKOMMYHUKAILIMOHHOE 000pYy10BaHHUE.

4.5.1.2. UndopmaiioHHble OPTAJIbI (CAlThl) COAEPIKAT CBEACHUS O MEPOIPUATHSIX,
npoBoAUMBIX OpraHamMu B COOTBETCTBUH C UX (PYHKUMSIMH U MOJTHOMOYHUSIMHU.

Kareropuu mnepcoHalbHBIX JaHHBIX, KOTOpPble MOTYT MOJJjexaTh 00paboTke B
UCTI/na:

o01Ie1I0CTYHbIE;

UHbBIE.

Pexum oOpabotku nepcoHanbHbix AaHHbBIX B MCII/IH: MHOromnonb30BaTelbCKHI.
NCII/[In npenycMarpuBaeT pasrpanuydeHue aocryna. O6paboTka nepcoHalbHbIX JTaHHBIX
OCyILECTBIIIETCA MOCpeCcTBOM BebO-unTepdeiica corpyauukamu OpraHa, SBISIOMIErOCS
oneparopoM HWCII/In, rpaxknanamu Poccuiickoit ®Denepauuu U Apyrux TrocyAapcCTs.
IlepconanbHbie nanHble xpaHarcs B 06a3e nanHeix MCII/IH u otoOpaxkaroTcs 1o 3arpocy
COOTBETCTBYIOLLIEH CTpPaHHUIIbI NUCTI/u M0JIb30BaTENSIM B COOTBETCTBUH
C TIPeIOCTaBIEHHBIMHU ITPaBaMH.

Tumnsl cyObeKTOB NepCcOHANBHBIX IaHHBIX, KOTOPbIe MOTYT MOJJeKaTh 00paboTKe B
UCII[n: corpynuuku Oprana, seastouierocsi omneparopoMm MCII[IH, rpaxnane
Poccuiickoit @enepanuu ¥ Ipyrux rocy1apcTs.

Crpykrypa UCII[IH: nokanbHas, (GyHKUMOHHUpYIOLIas B KOHTPOJHUPYEMOH 30HE
Oprana, u (w1M) Ha cepBepHOM obOopyaoBanuu wuHoro OpraHa B mpenenax ero
KOHTPOJIMPYEMOH 30HBI, ¥ (UJIM) Ha BBIYUCIIUTENIBHBIX pecypcax 00J1ayHoro nposaiiepa.

UCTI[IH noakimouyeHbl K  CeTAM  CBS3W  OOIEro  mojb30BaHus  (CeTsam
MeXIyHapoaHoro uHpopmMauoHHoro oomena). 1o Tuny nonxmouenus UCIT/In nenstes
Ha:

noakiaodeHHsle nocpencrsoM [ UCT PT;

MOJKJIFOUEHHBIE C UCTIOIB30BAHUEM HHBIX KAHAJIOB CBSI3H.
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CpenctBa BBIYMCIMTENBHOM TEXHMKH, YywacTByloumme B oOpabGotke: APM,
cepBepHOe 000pyAOBaHHE, CETEBOE U TEJIEKOMMYHHUKALIMOHHOE 000py0BaHUE.

4.5.1.3. 3akpbIThle TOpPTadbl Uil HECKOJbKMX TIpymnn y4yacTHUKOB OpraHoB
coliepKaT CBelIeHHs, IPeJOCTaB/IsieMble OTPAHUYCHHOMY KpyTy JuIl U3 yucina OpraHoB B
COOTBETCTBHHU € UX QYHKLUAMHU U TIOJTHOMOYUSIMH.

Kareropuu mnepcoHalpHBIX [OaHHBIX, KOTOpblE MOTYT MoiiexaTb o0paboTke B
NCTI/1H:

00111 1I0CTYTHBIE;

UHBIE.

Pexxum 00pabotku nepcoHanbHbIX JaHHbIX B MCII/IH: MHOromonb3oBaTeslbCKHiA.
UCTI/l1 npenycmarpuBaeT pasrpanuueHue goctyna. Ob6paborka rnepcoHanbHbIX JAaHHBIX
ocylecTBisiercs corpyaHukamMu OpraHoB nocpeicTBoM BeO-uHTepdelica B COOTBETCTBUU
C TMpenoCTaBlieHHbIMU NpaBaMU. llepcoHanbHble NaHHBIE XpaHATCS B 0aze JAaHHBIX
UCTIr u otobpaxaroTcss mo 3ampocy cootrBercTBytomeid crpanuusl  MWMCITIx
M0JIb30BATENSM B COOTBETCTBHH C MPEOCTaBICHHBIMH ITPAaBaMH.

Tumnsl cyObeKTOB NEepCOHATBHBIX JaHHBIX, KOTOPbIE MOTYT MOJJIeXaTh 00paboTKe B
UCTIH: cotpyauuku OpraHos.

Crpykrypa UCII/IH: nokanpHas, (yHKUMOHUpPYIOIIAs B KOHTPOJIUPYEMOH 30HE
Oprana, u (unu) Ha cepBepHOM obopynoBaHuM wuHOro OpraHa B IMpenenax ero
KOHTPOJIMPYEMOM 30HbI, ¥ (UJIM) HA BBIUUCIUTENBHBIX pecypcax 001aqyHOro nposaiiepa.

UCII[lH noxaxmodeHsl K CeTAM  CBSA3M  OOIIero  moNib30BaHUs  (CeTsaM
MeXayHapoaHoro uHdopmanumonHoro oomena). [To Tuny nonkmouenus UCIT/IH pensrcs
Ha:

nojkmouenHsle nocpeactsom ' UCT PT;

MOJIKJIFOUEHHbIE C UCTOIB30BaHHEM HHBIX KaHAJIOB CBSI3H.

CpenctBa BBIYMCIMTENBHOM TEXHMKH, Yy4acTByloume B oOpabGotke: APM,
cepBepHOe 000py1I0BaHHE, CETEBOE U TEJIEKOMMYHHUKAIMOHHOE 000pY10BaHUE.

4.5.1.4.Tlopran rocy#apCTBEHHbIX W MYHULMNAIbHBIX Yyciayr PecmyOnuku
Tarapcran comepKUT COLMaNbHO 3HAYMMYIO MH(MOPMAIMIO W CBEICHHs, HEOOXOIMMBbIE
JUIS TIOJTyY€HUs TPpaXK/J1aHaMHU roCyAapCTBEHHBIX U MyHULIUTIATBHBIX YCIYT B 3JIEKTPOHHOM
BUJIE.

Kareropun nepcoHalbHBIX JaHHBIX, KOTOpble MOTYT TNOJJIeXaTh 00paboTke B
NUCTI/1n:

o01LIe/1I0CTYIIHBIE;

UHBIE.

Pexxum o6pabotku nepconanbHbiX AaHHbBIX B MCIIJIH: MHOromosb3oBaTelbCKUi,
UCTIIs npexycmarpuBaer pa3rpanuyeHue noctyna. O0paboTka nepcoHaIbHBIX HaHHBIX
OCYILIECTBJISIETCS B COOTBETCTBHM C TIPENOCTABIEHHBIMH TpaBaMH COTPYIHHKAMH
Opranos, rpaxxaanamu Poccuiickoit @enepayiv U Apyrux rocyaapcTB MocpeacTBOM Beo-
uHTepdeiica.

IlepconaneHble AaHHble 00pabaThIBAalOTCS B JIeNIEPCOHU(PULIMPOBAHHOM (00e3/u-
YEHHOM) BHJIe. 3anpalliiBaeMble JaHHbIE HE TO3BOMISIOT OJHO3HAYHO MACHTH()UIHUPOBATH
cyOBeKTa NMepCOHAIbHBIX NaHHBIX 0€3 MCIOJIb30BaHWs CTOPOHHHMX 0a3 naHHbIX. Ilocie
noiy4yeHus: 3anpammBaeMbiX JaHHbiX MCII/[H B nensix nmomydeHuss oTBeTa Ha 3armpoc
CyOBeKTa NMepCOHANBHBIX JAaHHBIX MEpe/laeT ero JaHHbIe M0 3aKPbIThIM KaHajlaM CBS3H B
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WUCITIx unbix OpraHoB, B 4bl0 KOMIIETEHIIMIO BXOJIUT NpeNoCTaBlIeHue HHHOpMaIuy 1o
3anpocy cyobekra. OTBeT Ha 3ampoc (CBeACHUs O XOJe MCIIOMHEHMs 3ampoca) cyObekTa
otoOpaxaetcs B ykazanHou MCIT/IH.

Tunsl cyObEeKTOB MEPCOHAIBHBIX JJaHHBIX, KOTOPbIE MOTYT MOJyIe)KaTh 00paboTke B
UCTI/In: corpynuuku Oprana, ssistomerocs omnepatopom MCIIJIH, rpaxnane
Poccuiickoit @enepaiinu U Apyrux rocyaapcTs.

Crpykrypa MUCII/IH: nokanbHas, (GyHKIMOHHMpYIOLIAsi B KOHTPOJIUPYEMOH 30HE
Oprana, u (unu) Ha cepBepHOM oOopynoBanuu wuHOro OpraHa B Tpejenax ero
KOHTPOJIUPYEMOM 30HBI, U (UJIM) Ha BEIYUCIUTENBHBIX pecypcax 001ayHOro npoBaiiiepa.

WUCIT[IlH noaxmoueHbl K  CeTsIM  CBA3M  OOLIEro  Mojb30BaHus  (CeTsIM
MeXyHapoHoro uHpopmanuonHoro oomena). [To tumy nmoakmouenuss UCIT/{n nensitcs
Ha:

noaxkiarodeHHsle nocpeactsom ['MCT PT;

MIOJIKJIFOYEHHBIE C UCTIOJb30BaHMEM MHBIX KAHAJIOB CBS3H.

CpenctBa BBIYMCIMTENBHOM TEXHUKM, Yy4yacTBywolMe B o0pabotke: APM,
cepBepHOe 000pYyJOBaHHUE, CETEBOE U TEJIEKOMMYHHUKAIIMOHHOE 000PYI0BaHUE.

4.5.2. Cermentnnie WCII/[IH npexacraBiasitor coboit  cerMeHTH (henepanbHbIX
MH(OPMAIIMOHHBIX CUCTEM, CO3[AI0TCS U 3KCIUTyaTupytoTcs B Pecnyonuke Tarapcran Ha
OCHOBaHUM IIPEJOCTaBIsAEMBIX OINEpaTopoM denepanbHON HHDOPMALIMOHHOM CHCTEMBI
peKoMeHJalui (MpaBOBbIX, OPraHU3allMOHHBIX, TEXHHYECKHUX) W HCIOJIB3YIOTCS IS
cbopa, obpaboTku, cBoja AaHHbIX B Pecrnybnuke Tarapcran u mepenauu MX orneparopy
dbenepanbHOl MH(OPMALIMOHHOW CHCTEMbI, W HA00OPOT, MPH 3TOM IENW M 3a/a4d
co3taHMs (MOJEpHHM3alMH), OJKCIUTyaTallMd JaHHBIX WH(POPMALMOHHOW CHCTEMBI
OIpeJIENIA0TCS oneparopoM ¢enepanbHol HHGopMarmoHHol cucteMbl. [lanusie UCI/IH
NpeAHasHaueHbl s peaju3alud IOJHOMOYHHM  ¢enepalbHBIX OpPraHOB BJIACTH
¥ ucroaHeHus GyHKuud OpraHos.

O6pabotke B UCI1/IH MoryT nojuiexarb Bce KaTerOpUH MEePCOHANBHBIX JIaHHbBIX.

Pexxum o6pabotku nepconanbHbix AaHHbIX B MICITJIH: MHOromosib30BaTeNbCKuUi.
NUCIIIn npenycmatpuBaer pasrpanudeHue nocryna. O6paboTka nmepcoHaabHBIX JaHHBIX
OCYLIECTBJISIETCS B COOTBETCTBHH C NPEJOCTaBICHHBIMU MIPaBaMH COTpyAHHKaMu OpraHos
B CIELHUAIU3UPOBAaHHBIX NporpaMmax M (WJIM) NOCPeACTBOM BeO-uHTepdeiica, a B
OTZENBHBIX Cciy4asx —rpaxaaHamMu Poccuiickonn ®enepauuu M JApYrux rocynapcts B
pexumMe BeO-uHTepdeiica (c orpaHUYEHHBIMH ITPaBaMHU JAOCTYIIA).

Tumnbl cyObeKTOB NEpCOHAIBHBIX JaHHBIX, KOTOPbIE MOTYT MOJJIeXaTh 00paboTKe B
NUCTIn: rpaxxnane Poccuiickoi ®@enepauuu U Apyrux rocyaapers.

Crpykrypa UCII[IH: pacnpesneneHHas WIM JOKalbHas, (QYHKUHOHHUPYIOLIAs B
KOHTponupyemoii 30He Oprana.

UCII/IlH noaxmroueHsl K CeTSIM  CBSi3M  OOILEro  MoOJb30BaHHs  (CeTsaM
MEKyHapoaHoro uHpopmanuonsoro oomena). [lo tuny noaxmouenus UCIT/a aensres
Ha:

noakmodeHHbie nocpeactsom [ MUCT PT;

MOJKJ/IFOUYEHHBIE C UCIIOJIb30BAHUEM HHBIX KaHAJIOB CBSI3H.

Obmen (mepenaya M MNOJTydYeHHE) TMEPCOHAIBHBIMH JaHHBIMH C (heaepaibHbIM
ypoBHeM (denepanbHbIM CErMEHTOM), MeXIy perdoHaibHbiMH cermeHTamu WCIIJIH
(npu Hamuumu) U ¢ uHBIMH MCII/IH ocyiiecTBiseTcss B 3aBUCMMOCTH OT TEXHOJIOTUH
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MOAKIIIOYEHUST K CeTAM CBSI3M OOLIero TMoJb30BaHUS (CETM  MEXIYHapOIHOTO
MH(OpPMAIIHOHHOTO OOMeHa):

0e3 mnoakmoueHus (mepenada MEPCOHAIBHBIX JAHHBIX OCYILECTBISETCS C
UCIOJIb30BaHUEM MAIIMHHBIX HOCUTEJIEH );

nocpeacrsom ['UCT PT;

C WCIOJIb30BAaHUEM MHBIX CPEICTB 3alIMThl MH(OpMaLUuU, MepeaaBaeMoi o
OTKPBITHIM KaHaJlaM CBSI3H.

CpenctBa BBIYMCIMTENBHOM TEXHHMKHM, YydacTByromMe B oOpabGotke: APM,
TepMHHAJIbHAs CTAHLUS, CepBepHOe 00OpyIOBaHUE, CETEBOE M TEIEKOMMYHUKALMOHHOE
o0opy0BaHKeE.

[To Texnonoruu o6padborku UCII/In nonpaznenstorcs Ha:

MOCTPOEGHHBbIE [0 TEXHOJIOTUM «TOJICTOTO KJIMEHTa»: Ha pabodue Mecta
none3oBateneit MCII/ln ycraHaBnuBaeTcs crHelMalbHOE KIHEHTCKOE MPHIOKEHHUE,
OCYLIECTBJISIOIIEE MOJAKIIOYEHHE K CEpBEPHOMY CEerMEHTy, pachnojararouieMycs B
npezenax KOHTpoiaupyemo# 30Hbl OpraHa W mnepefaroiiee JaHHbIE Ha IEHTPaJbHbBIH
CErMEHT WJIM HallpSIMyIO B LIEHTPaJIbHbBIN;

[IOCTPOEHHbIE [0 TEXHOJOTHH «TOJICTOTO KJIMeHTa»: Ha pabouume Mecrta
nons3oBateneit MCII/[IH ycTaHaBnuBaeTcs CrHelLMaNbHOE KIMEHTCKOE MPUIIOKEHHUE,
OCYILLECTBJIAIOIIEE BBITPY3KY JAaHHBIX Ha JIOKAJIbHBIH HOCHUTENb M MOCIEAYIOIIYO
nepefadyy BBITPYKEHHBIX [aHHBIX [IOCPEACTBOM 3allMIEHHOrO0 KaHalla CBS3W WIIH
HapOYHO;

TIOCTPOCHHBIE 10 TEXHOJIOTMHM «TOHKOTO KJIHEeHTa»: Ha paboyne MecTa
nonb3oBareneit UCI1/In nepenaercs Tonbko rpaduueckas undpopmaius, cama oo6paboTka
JAHHBIX OCYIIECTBISIETCS HAa YyJAJIeHHOM CEpBEpPHOM CerMeHTe, pacriojararolieMcsi B
npefenax KOHTpoiupyemol 30Hbl OpraHa, W nepefarollleM JaHHble Ha IEHTPaJbHBIM
CErMEHT, UJIH Ha LIEHTPAJIbHOM CEeTMEHTE.

NCI1/1x, peanu3oBaHHbIE 10 TEXHOJIOIMHU KTOHKOIO KJIMEHTA», MOAPA3ACIAIOTCS Ha:

peanu30BaHHbIE MMOCPEACTBOM BebO-uHTepdeiica ¢ mpuMeHeHHeM BeG-Opaysepa u ¢
aBTOpHU3alLlMel C MOMOLIbIO JIOTMHA W Maposis, U (WIKH) BJIEKTPOHHOTO cepTH(]HKATa, U
(unu) cepTrdUKaTa NEKTPOHHOM MOJANUCH B COOTBETCTBUH ¢ DenepanbHBIM 3aKOHOM OT
6 anpens 2011 roga Ne 63-03 «O0 31eKTPOHHOM MTOANUCHY;

peanu3oBaHHbIE C HMCIOJIH30BAaHHEM TEPMHHAIBHOTO JOCTYINAa C aBTOpHU3aluel ¢
TIOMOILBIO JIOTUHA U Maposi, U (MJIM) 3NIEKTPOHHOro cepTudukata, U (WIKM) cepTuduKara
3JIEKTPOHHOM MOJINUCH B COOTBETCTBUU ¢ PenepasibHbIM 3akoHOM OT 6 anpens 2011 roaa
Ne 63-@3 «O0 351eKTPOHHOHN MOAITUCH.

4.5.3. Pecnybnuxanckue UCI1/IH co3naroTcst ¥ 3KCIUTyaTUPYIOTCS M0 JKeJlaHuio (Ha
ocHoBaHuM peuieHusi) Pecny6nuxu Tarapcran unum OpraHa B MHTepecax HECKOJIBKHX
OpraHoB, npy 3TOM LM U 3a/la4d CO3laHusi (MOJEPHM3ALIMH), SKCIUIyaTallud JaHHBIX
UCTI/Ia, a Taroke TpebGoBaHMs K HUM omnpenensiorcs PecrnyOnukoi Tarapcran wiu
OpraHom COOTBETCTBEHHO.

I'o BemonnsieMsM yHkumsiM pecrybnukanckue MCIT/IH noapasaensrores Ha:

MHTErpalliOHHBIE;

MHOTONpoduiIbHbIE;

HCIIAn nns Opranos u opranusauuii Pecrybnuku TarapceraH.
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4.5.3.1. UCII/In uHTerpalluOHHbIE XapaKTepU3yIOTCS OTCYTCTBHEM I0JIb30BaTEEH
(xpome anmunuctparopoB MCII[IH u agmunaucTpaTtopoB Oe3omacHoctu MCIT/IH) wu
(YHKLIMOHUPYIOT HCKJIIOUMTENBHO B LEJNSX MHTErpallud U Tepefadd JaHHBIX MEXIy
WUCII/IH uHBIX KaTeropui.

Kareropuu nepcoHanbHbIX AAHHBIX, KOTOpbIE MOTrYT TMOJIeXaTh 00paboTke B
UCTI1n:

0011e10CTYIIHBIE;

CIieLUaJIbHBbIE;

UHBIE.

Pexxum oOpabotku nepconanbHbix AaHHbIX B UCIIJIH: MHOromosib30BaTeabCcKui.
WUCIT/Iz npenycmaTpuBaeT pasrpaHuueHue aoctyna. OO6paboTka nmepcoHalbHBIX JaHHBIX
OCyLIECTBIsETCA COTpyAHUKaMu OpraHoB B ClieLMAlM3UPOBAHHBIX MpOrpaMMmax U (MJIH)
IOCPEICTBOM BeO-uHTep(derica B COOTBETCTBUY C MPEAOCTaBICHHBIMH MPaBaMH.

Tunbl cyObEKTOB MEepCOHANBHBIX JAHHBIX, KOTOPbIE MOTYT MOJIEXaTh 00paboTke B
UCIIn: rpaxxnane Poccuiickoit @enepanuu U Ipyrux rocyaapcrs.

Crpykrypa UCII[IH: nokanbHas uiu pacnpezefieHHas, (GYHKIMOHUPYOIIAs B
KOHTpoJupyemoii 30He Oprasa.

NUCII[lH noakmoueHbl K CeTsIM  CBA3M  OOLIEro  Mojb30BaHus  (CeTSIM
MeXIyHapoaHoro uHpopManuonHoro oomena). ITo Tuny noakmouennss UCIT[In nensites
Ha:

noakmoyeHHsle nocpenctsom ['UCT PT;

MOJIKJIFOYEHHBIE C UCTIOJIb30BaHMEM UHBIX KAHAJIOB CBS3H.

OOmeH (mepemada W TOJSy4YeHHE) [EPCOHANBHBIMU [AHHBIMU C (enepaibHbIM
ypoBHeM U uHbIMU MCII/IH ocymiecTBasieTCs: B 3aBUCUMOCTH OT TEXHOJIOTUU TMOJIKITFOYE-
HHUS K CeTSIM CBSA3M OOLUEro moJib30BaHUsl (CETAM MeXIYHApOAHOro MHGOPMALMOHHOTO
obmeHa):

Oe3 moaxmouyeHus (mepenaya IMEpPCOHANBHBIX JAHHBIX OCYLIECTBISETCS C
MCIIOJIBb30BaHUEM MAILIMHHBIX HOCUTENEeH );

nocpenctsom ['UCT PT;

C HUCIOJB30BaHUEM HHBIX CpEeACTB 3alUThl HWH(OpPMALHMH, TepeaaBaeMol 1o
OTKPBITBIM KaHaJIaM CBSI3H.

CpencrtBa BBIYMCIMTENBHOM TEXHUKH, yuacTByloue B oOpabGotke: APM,
cepBepHOe 000pyI0BaHUE, CETEBOE U TeIeKOMMYHHUKALIMOHHOE 000pyIOBaHHE.

4.53.2. UCII1/In MHoronpoduiabHble NpeJHa3HauYeHbl IS LEHTPaIu30BaHHOM
aBTOMaTHU3aLMHU JIeJIONPOU3BOJICTBA M JOKYMEHTOOOOpOTa, YdeTa KOpPPECIOHIEHIIHH,
oOpalleHHil rpakaaH, o0ecrnevdeHns JOCTyna K 3JIEKTPOHHBIM JIoKyMeHTam B OpraHax.

Kareropuu mnepcoHaqbHBIX JaHHBIX, KOTOpPblE MOTYT TMOJIexaTh 00paboTke B
NUCT1]/1n:

o0LIeI0CTy THbIE;

CrelUaIbHbIE;

UHBIE.

Pexum 00pabotku nepcoHanbHbiXx JaHHbIX B MCII/IH: MHOromosjs30BaTeNbCKHA.
UCIT/Is npexycmarpuBaeT pasrpanudeHue nocryna. O6paboTka nepcoHalbHbIX AaHHBIX
OCYyILECTBIIsIETC COTpyAHMKamMu OpraHoB B CHeUANIW3UPOBAaHHBIX MPOrpaMMax B
COOTBETCTBHHU C MPEOCTABICHHBIMU ITPAaBAMH.
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Tumnsl cyOBbeKTOB NEpCOHATBHBIX JaHHBIX, KOTOPbIE MOTYT MOJAJEKaTh 00paboTKe B
UCTI/n: rpaxnane Poccuiickont ®denepanuu u Apyrux rocyapcTs.

Crpykrypa MCII/IH: nokanpHass WiIM pacnpejeneHHas, (GYHKIMOHHUpYIOLIas B
KOHTpoJIMpyemoii 3oHe Oprana.

UCII[JlH noxgkmoueHa K CeTAM  CBA3M  OOIIEro  MoJib30BaHHsA  (CeTsaM
MexayHapoaHoro uHdopmanuonHoro oomena). ITo tuny noakmouenus UCIT/1a nensites
Ha:

noaxmodeHHsle nocpeacrsoM [ UCT PT;

MOAKIIIOUEHHbIE ¢ UCTOJIb30BAaHUEM MHBIX KAHAIOB CBSI3H.

OOmeH (mepenaya W ToOJIyd4eHHe) MepCOHAIbHBIMM NaHHBIMH ¢ WHBIMH MCII/IH
OCYLIECTBIIIETCSI B 3aBUCUMOCTH OT TEXHOJIOTMM IMOAKIHOYEHHUS K CETSM CBS3U OOIIEro
T10JIb30BaHUS (CETAM MEXyHApPOAHOro MHPOPMALIMOHHOTO OOMEeHa):

nocpeacrsom I'MCT PT;

C  HCIOJB30BAHHEM  CTOPOHHUX  CpPEICTB  KpHUNTOrpauyecKod  3alluThI
UHPOpMaLIUH.

CpenctBa BBIYMCIMTENBHOM TEXHMKH, YydacTByloliie B oOpabotke: APM,
cepBepHOe 000py10BaHHe, CETEBOE U TEIIEKOMMYHHUKaLlMOHHOE 000pY10BaHKE.

45.3.3. HUCIIJln nmna OprasoB u opranuszaumii PecnyGnuku Tarapcran
[IpeHa3Ha4YeHbl Ul aBTOMATU3allMi COBMECTHOM AesitelbHOCTH OpraHoB ¥ OpraHu3alui
PeciyOnuku TarapcraH, B TOM uucie JeATeNbHOCTH, KOTOpas HeoOXoauma K
UCIIOJIHEHUIO B COOTBETCTBUH C TPeOOBaHUSIMH 3aKOHOIATENIbCTBA.

Kareropun nepcoHanbHBIX JaHHBIX, KOTOpble MOTYT TMOJuIexaTh 00paboTke B
UCTI1n:

o011e10CTyIHBIE;

UHBIE.

Pexxum o6paboTku mepcoHanbHbiX HaHHbIX B MCIT/IH: MHOromosib30BaTebCKUi.
UCII/In npenycmartpuBaeT pasrpanudeHue poctyna. O0paboTka mepcoHaTBHBIX JaHHBIX
OCYIIECTBJISIETCS B COOTBETCTBUU C NPEIOCTABICHHBIMH NTpaBaMU cOTpyJHHUKamMu OpraHoB
1 opranu3anuii Pecny6nuku Tatapcran B crienuaan3upOBaHHBIX MPOrpamMMax B peXKAMe
BeO-nHTepdeiica.

Tunbl cyOBEKTOB NMEepPCOHANBHBIX JaHHbBIX, KOTOPbIE MOTYT MOJUIeXkKaTh 00paboTke B
HCIIn: cotpyauuku OpraHoB u opranuszanuii Pecriyonuku Tarapcras.

Crpykrypa MCII/IH: nokanbHas, (GyHKUHOHUpPYIOLIAs B KOHTPOJUPYEMOH 30HE
Oprana.

MUCII[IlH noakmoueHbl K CeTSM  CBA3M  OOLIEro  Mojb30BaHus  (CeTsIM
MeXIyHapoaHoro uHdpopmauuonnoro oomena). [lo tTuny noaxmouenus MUCIT/(u nensites
Ha:

0e3 mnoxaxmoueHus (repejaya TMEPCOHAIBHBIX JAHHBIX OCYILIECTBISIETCS C
UCIOJIb30BAaHMEM MALIWHHBIX HOCUTEJIEH );

nonkmoudeHHsle nocpeactsom ['MCT PT;

MOJKJIIOUYEHHBIE C UCIOJI30BaHMEM WHBIX KaHAJIOB CBS3H.

OO6MeH (nmepenaya ¥ TONyYyeHHE) MEPCOHANBHBIMU JaHHbIMU ¢ MHbIMU UCII/IH
OCYWIECTBJIAETCS B 3aBUCHUMOCTHU OT TEXHOJOTHHU TOAKIIOYEHHS K CETSM CBSI3H OOILEro
N0JIb30BaHMs (CETIM MEXyHapOAHOr0 HHHOPMAaLIHOHHOTO 0OMEHA):
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0e3 mnonakmoueHus (mepenadya TMEPCOHANBHBIX JIAaHHBIX OCYIIECTBISETCS C
UCIIOJIb30BAHUEM MAILLIMHHBIX HOCUTENEH );

nocpeactsom ['UCT PT;

C  HCNOJNb30BAaHMEM  CTOPOHHMX  CPEACTB  KpUNTOrpaguueckod  3allUThl
HHpOpMaLUH.

CpencTBa BBIYMCIMTENBHOM TEXHMKH, Yy4acTByioumme B oOpabGotke: APM,
cepBepHOe 000py10BaHUE, CETEBOE U TEIEKOMMYHHUKALIMOHHOE 000pYyI0BaHKE.

ITo apxurextype pecnydonukanckue UCIT/lH noxpa3nenstorcs Ha:

CEerMEHTHUPOBaHHEIE,;

LIEHTPAJIM30BAHHbIE;

CMEIlIaHHBbIE.

CermentupoBanusle HWMCIIJIn  penarcs Ha  cerMeHTbl  (UEHTpalbHBIA M
nepudepHitHbIif), GyHKIHOHUPYIOLIHE HE3aBUCHUMO.

LleHTpa/ibHBI CErMEHT SBISETCS €JUHOM TOYKOW KOHCONWAALUUU WH(POpMAIKH,
NoJTy4aeMo# OT nepudepuitHbIX CErMeHTOB.

[lepudepuiinple CcerMeHTHl SBISIIOTCS HEMOCPEACTBEHHO TOYKaMH, KOTOpbIE
OTBEYAIOT 3a HAIOJHEHHE M IlepBOHauYalbHyl0 00paboTky uHbopmamuu. B cocras
nepudepuiiHbIX cerMeHTOB BXomsaT APM, a Ttake APM, Bomonusiomee GyHKIHMHA
cepBepa, WM cepBepHoe oOopynoBaHue. Ilonb3oBarenu mnepudepuitHbIX CErMeHTOB
INOJAK/IIOYAIOTCS K PAaCIONOKEHHOMY B Ipejaeiax KOHTpoiaupyemou 30Hbl APM,
BBITOJHSIOLIEMY byHKIIN cepBepa, WK CEepBEPHOMY 000pyJ0BaHUIO,
OCYILECTBJISAIOIIEMY KOHCOJMJALUIO CBEIEHUN Ha YpOBHE NepUPEepHUIHHOro CerMeHTa,
KOTOPBIH, B CBOIO OU€pe/lb, MIepeaeT Moy4eHHbIe JaHHbIe B LIEHTPAIbHBIN CErMeHT.

[lo Texnonorun o6padotku cermentpoBannblie UCI1/IH nonpasznenstores Ha:

IIOCTPOEHHBIE 110 TEXHOJIOTMM «TOJICTOrO KJIHEHTa»: Ha pabouyune Mecrta
nonb3oBareneii UCII/lH ycraHaBnuBaeTcsi cCHelMalbHOE KIUEHTCKOE TMPHIOKEHHE,
ocyuiecTsisiomee noakaodeHne Kk APM, BeinonHstomeMy (yHKUUH cepBepa, I
CEpPBEPHOMY CErMEHTY, pacIoJiararlleMycs B Ipe/iesiax KOHTpoaupyeMoi 30ub1 OpraHa u
nepeaarolleMy JaHHble Ha LIEHTPaTbHbIH CeTMEHT;

MOCTPOCHHBIE [0 TEXHOJIOIMM «TOHKOIO KJIHMEHTa»: Ha paboude Mecrta
nons3oBateneit UCI1/In nepenaercs Tonbko rpaduueckas nHpopmaims, cama o0paboTka
JaHHBIX OCYLIECTBIISIETCS Ha CEPBEPHOM CErMeHTe, pacrnojararouemMcs B Mpejenax
KOHTpOJUpyeMoi 306l OpraHa v nepeiaroiieM JaHHbIe Ha [IeHTPAJIbHBIN CerMeHT.

UCII/IH, peanu3oBaHHbIE 10 TEXHOJIOTHMH KTOHKOTO KITUEHTa», MOPa3AesOTCs Ha:

peanr30BaHHbIE MOCPENCTBOM Beb-HHTepdeiica ¢ npuMeHeHueM BeO-Opaysepa u ¢
aBTOpHM3alled C IOMOLIBIO JIOTMHA W Mapojs, U (wiM) cepTUdUKara 3JIEKTPOHHON
MOANHCU B cooTBeTCTBUU ¢ DenepanbHbiM 3akoHOM 0T 6 anpens 2011 roga Ne 63-®3 «O6
3NIEKTPOHHOU MOATTHCHY;

pealM30BaHHbIE C HUCIOJIb30BAaHMEM TEPMHUHAIBHOIO JOCTyMa C aBTOpH3AlMEl ¢
MIOMOIIIBIO JIOTHHA U NapoJis ¥ (WiK) cepTUudUKaTa J1eKTPOHHOM MOANKUCH B COOTBETCTBUH
¢ @enepanbHbIM 3ak0HOM OT 6 anpenst 2011 roga Ne 63-@3 «OO6 371€eKTPOHHON MOAMKUCHY.

IlentpanuzoBannsle WCIIJIlH  nensitcs  Ha  cerMeHThl  (LUEHTPalbHBIA W
nepuQepuiHblii).

LleHTpanbHbIil CerMeHT SBISETCS €AMHOM TOYKOW KOHCOJMHIALMM HH(OpMAIHH,
NOJTy4aeMo# OT nepudepruiHbIX CErMeHTOB.
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B cocraB mnepudepuitHbIX CErMeHTOB BXOAAT ToJdbKO APM, sBistomuecs
HETIOCPEJACTBEHHO TOYKAMM, KOTOpPBIE OTBEYAKOT 3a HAIOJIHEHHWE U IepBOHAYAIBHYIO
00paborky wuHbpopmauuu. [lonb3oBatenu nepudepuilHBIX CErMEHTOB MOAKIIOYAKOTCS
HanpsSIMy!0 K LEHTPaJbHOMY CEIrMEHTY M OCYLIECTBISIOT 00pabOTKy JaHHBIX
HEMOCPEeACTBEHHO Ha HEM.

Ilo TexHonorumn o6padotku nentpanmzoBanubie UCI1/IH noapa3zpenstores Ha:

MIOCTPOEHHBbIE TI0 TEXHOJOTHU «TOJICTONO KIMEeHTa»: Ha paboyme Mmecta
nosnb3oBareneii VCIIJIH ycranaBnuBaeTcsl creuUalibHOE KIMEHTCKOE TMPUIIOKEHHE,
OCYIIECTBIIsIIOIIee MOAKIIOUEeHHE K IEHTPATbHOMY CETMEHTY;

IIOCTPOEHHBIE MO0 TEXHOJIOTMH «TOJICTOrO KJIHWEHTa»: Ha paboyune MecTa
none3oBateneit MCII/IH ycTaHaBnuBaeTcs CrHeLMaNbHOE KIMEHTCKOE MPHUIOKEHHUE,
OCYILECTBIISIOIIEE BBITPY3KY JaHHBIX Ha JIOKAJBHBIM HOCUTENb M TMOCJIEAYIOLIYIO
nepefayy BBIIPY’KEHHBIX JAHHBIX I[IOCPEACTBOM 3aLUIICHHOINO KaHajla CBS3M WU
HapOYHO;

[IOCTPOEHHBIE [0 TEXHOJIOIMM «TOHKOIO KJIHEHTa»: Ha paboume MecTa
nons3oBareneit UCII/Ia nepenaercs Tonbko rpaduueckas uHpopmamus, cama oo6paboTka
JAHHBIX OCYIIIECTBISAETCS Ha LIEHTPAJIbHOM CerMeHTe.

NUCII[IH, peanu3oBaHHbBIE 10 TEXHOJOTHH «TOHKOTO KIIHEHTa», OAPa3Ae/IsOTCs Ha:

peanu3oBaHHbIE MOCPEICTBOM BeO-uHTepdeiica ¢ npuMeHeHneM BeO-Opaysepa u ¢
aBTOPU3AIIUEN C IIOMOIIBIO JIOTMHA U 1TapoJisl U (MiK) cepTudUKaTa JIeKTPOHHOHN MOAIUCH
B coorBeTcTBUU ¢ DenepaibHbM 3akoHOM oT 6 ampens 2011 roma Ne 63-®@3 «O6
3JIEKTPOHHOU MOAIUCHY;

pean30BaHHbIe C HMCIOJb30BAHHEM TEPMHUHAIBHOIO AOCTYMa C aBTOpU3AlMed C
IIOMOILBIO JIOTUHA U Napoiis U (UiK) cepTudukara 3JeKTPOHHON MOANUCH B COOTBETCTBHH
¢ MenepanbHbIM 3ak0HOM 0T 6 anpens 2011 roga Ne 63-D3 «O06 271eKTPOHHON MOATHCHY.

Cmemannele  MCII[IH  noctpoeHsl ¢ OJHOBPEMEHHBIM  MPUMEHEHHEM
CErMEHTHPOBAHHBIX M IIEHTPAJIU30BaHHBIX apXuTekTyp. Ykasanuole WCII[lH moryt
00beuHATh B cebe TexXHOJOoruu o0pabOTKH, XapaKTepHble KaK Uil CErMEHTHPOBAHHBIX
NCTIH, Tak u ais uentpanuzoBanubix UCIT/H.

4.5.4. Benomcteennbie MCII/IH co3marorcs (3KCIUTyaTHPYIOTCS) 10 PEIIEHHIO
Oprana B cBOMX HMHTepecax, LIl W 3aJaddl CO3JaHusi (MOAEPHU3AINH), SKCILTyaTal[Hn
KoTopelx onpenensitorcss Opranom. BenomcrBennosle MCIT[H npeaHaszHayeHbl JIs
ucnonHenus GpyHkuui OpraHos.

KaTteropuu mnepcoHanbHbIX NaHHBIX, KOTOpble MOTYT MOMAJEXaTh 00paboTke B
UCTI/H:

CrelalIbHbIE;

UHBIE.

Pexxum o6pabGorku nepconanbHbix AaHHbIXx B MCITJIH: MHOromosb30BaTebCKU.
WCIIT/Iz npenycmaTpuBaeT pasrpaHuueHue aoctyna. O6paboTka nepcoHaNbHBIX JaHHBIX
OCyIECTBISAETCA COTpyAHUKaMu OpraHoB B CleLUAIW3MPOBAHHBIX NporpaMmax U (M)
MOCPeICTBOM BeO-UHTep(elica B COOTBETCTBUHU C MPENOCTABIECHHBIMH IIPAaBaMH.

Tunel cyOBEKTOB NepCOHANBHBIX JaHHBIX, KOTOPBIE MOTYT IMOJUIEXAaTh 00paboTKe B
UCIIIn: corpynnuku omeparopa MCII/lz u wunHbix OpraHoB, a TakKe CTOPOHHHE
rpaxkJiaHe.
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Crpykrypa UCII/[IH: pacnpeneneHHas WM JOKajdbHas, (GYHKIMOHUPYIOIIAsS B
KOHTponupyemou 30He Oprasa.

WUCIT[IlH mnoakmoueHbl K CeTsM CBSI3M  OOINEro  IOJb30BaHMs  (CETAM
MEeXIyHapoaHOro uHpopmauuonHoro obmena). [lo tuny noaxmouenust UCI/Ixn nensites
Ha:

UCII/1a 6e3 noaxmovyeHus (nepenavya NepCOHAbHBIX JAAHHBIX OCYIIECTBISETCS C
UCIIOJIb30BAHUEM MAILLIMHHBIX HOCUTENEH );

noaxiroyeHHsle nocpeactsoM ['MCT PT;

MOAK/IIOYEHHBIE C UCIIOJIb30BAaHUEM MHBIX KaHAJIOB CBS3H.

OOmMmeH (nepesjava U moiyuyeHHe) TEPCOHAIBHBIMH JAHHBIMH MEXIY CEerMeHTaMu
UCIT[Ar (npu Hanmuuuu) u ¢ unHbiMH UCII/IH ocyuiecTBiseTcss B 3aBHCHMOCTH OT
TEXHOJIOTUH TOJKJIIOYEHHS K CETSM CBSI3U OOLIEro Moib30BaHUs (CEeTIM MEXIyHapOIHOTO
UH(POPMALIHOHHOTO 0OOMEHA):

0e3 mnoakmoueHHWs (mepenadya TMEpPCOHANbHBIX JAHHBIX OCYIIECTBISAETCS C
UCIIOJIb30BAHUEM MAIIMHHBIX HOCUTENIEH);

nocpencrsom ['MCT PT;

C HCIIOJb30BAHMEM CTOPOHHHMX CPEACTB KpUNTOrpaduyeckoit 3amuTthl HHOOP-
Maluu.

Taxxe oOMeH mnepcoHalbHBIMM JAaHHbIMM Mexny cermeHtamu WCIIIH (mpu
Hamuuui) W ¢ uHbiMu  UCII[IH ocymiecTBiseTcss MOCPEACTBOM  COOCTBEHHBIX
KOpropaTHBHBIX ceTedi Oprana.

CpenctBa BBIYMCIMTENBHOM TEXHHMKH, YydacTBylollHe B oOpaborke: APM,
TEpMHHAJIbHAs CTAHLMS, CEpBEpHOE 000pYyJOBaHUE, CETEBOE U TEeJEKOMMYHHKAILHOHHOE
obopyaoBaHHUe.

ITo apxutektype BenomcrBeHHble UCII/{H noapa3aensitores Ha:

CEerMEHTHUPOBaHHbIE;

LIEHTPaJIN30BaHHbIE;

CMELIaHHBbIe.

CermentupoBanubie  WCIIJIH  nmenstcs Ha  cermMeHThl  (LEHTpaJbHBIA U
nepudepuitHblii), GyHKIIMOHUPYIOIIHE HE3aBUCHMO.

IleHTpaJIbHBI CErMEHT SIBJISIETCSl €IMHOM TOYKOM KOHCONMAaLMH HHGMOpMAIHH,
[10JIy4aeMoH OT nepuepruitHbIX CErMeHTOB.

[lepudepuiinble CEerMeHTHI SBISIOTCS HEMOCPEACTBEHHO TOYKAMH, KOTOPHIE
OTBEYAIOT 3a HANOJHEHWE M MepBOHayalbHYl0 o0pabotky uHbopmanuu. B cocras
nepudepuiiHBIX cerMeHTOB BXoAasaT APM, a Ttawke APM, BbmonHstoniee GyHKIMHA
cepBepa, MM cepBepHoe oOopynoBaHue. [lonb3oBarenu mnepudepUHBIX CErMEHTOB
NOAK/IIOYAIOTCS K PacIOJOKEHHOMY B Ipefesax KOHTpoiaupyeMod 30HbI APM,
BBITTOJTHSIOLIEMY byHKUMH cepBepa, WK CepBEPHOMY 0bopy10BaHHIO,
OCYILECTBIIAIOIIEMY KOHCONMJALMIO CBEICHWH Ha YPOBHE NepH(EepUiHOro CermMeHra,
KOTOPBIH, B CBOIO OYepelb, epelaeT MoJy4eHHbIe JaHHbIe B LICHTPAJIbHBINA CErMEHT.

ITo Texnonorun od6pabotku cermenrupoBanubie UCI1/In noapasnensiorcs Ha:

IIOCTPOEHHBIE 10 TEXHOJIOTMM «TOJICTOTO KJHMEeHTa»: Ha pabodyne Mecra
none3oBatene MCII/IH ycranaBnuBaercs creLUallbHOE KIMEHTCKOE TMPUIIOKEHHE,
ocymecTBismomee moakmodenne Kk APM, BeinonHsromeMy QyHKUUH cepBepa, WIIH
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CEPBEPHOMY CErMEHTY, pacIojiaralolemMycs B npejenax KOHTpoaupyemMoit 30861 Oprana u
nepeAarlleMy JaHHble Ha [IEHTPabHbIA CETMEHT;

MOCTPOEHHbIE IO TEXHOJOTUM «TOHKOrO KIHMEHTa»: Ha pabouyne MecTa
nons3zoBateneit UCII/ln nepenaercs Tonpko rpaduyeckas uHpopmanus, cama odbpaboTka
JaHHBIX OCYILECTB/ISETCS HAa CEPBEPHOM CEerMeHTe, paclojiaraioliemMcss B Tpefenax
KOHTpOJHpyeMoii 30HbI OpraHa u nepejaroiieM JaHHbIe Ha EHTPAJIbHBIA CErMEHT.

WUCI1/1n, peann30BaHHbIE 110 TEXHOJIOTUU KTOHKOIO KIIMEHTa», MOApa3Ie/IsOTCs Ha:

peanu30BaHHbIE MOCPEACTBOM BeO-MHTepdeiica ¢ npuMeHeHHeM Beb-Opaysepa u ¢
aBTOpU3allMel ¢ MOMOILBIO JIOTHHA U NapoJis U (WiK) cepTUdHUKaTa dJeKTPOHHOM MOAIUCH
B COOTBETCTBUM ¢ DenepanbHbiM 3akoHOM oT 6 anpens 2011 roma Ne 63-®3
«O0 371eKTPOHHON MOJTUCHY;

peajM30BaHHbIE C MCIOJIb30BAHMEM TEPMHUHAJIBHOIO AOCTYNAa C aBTOpHU3AlHeld C
MIOMOLIBIO JIOTHHA M TMapoyis, U (uau) cepTUdUKAaTa DSJIEKTPOHHOW TIOAMHUCH B
coorBercTBUM ¢ DenepanbHbiM  3akoHOM oT 6 ampens 2011 roma Ne 63-®3
«O0 311eKTPOHHOM MOAMUCH.

LlentpamusoBanubie  MCIIJIH  nenstcss Ha  cerMeHTbl  (LEHTPIbHBIA |
nepudepuiHbIi).

LleHTpanbHBI CErMEHT SBJISAETCS €AMHOM TOYKOW KOHCONMMAAUMu WHGpOpMaLuy,
NoJIly4yaeMoi OT nepupepruitHbIX CErMEHTOB.

B cocraB mnepudepuilHbIX CErMeHTOB BXOASAT TOJdbKO APM, sBastonuecs
HEMOCPEJACTBEHHO TOYKAaMM, KOTOpble OTBEYAlOT 3a HArOJHEHHEe M IepBOHAYAIBHYIO
obpabotky wuHpopmarmu. [lomp3oBarenn mnepudepuHBIX CErMEHTOB MOIKIIOYAIOTCS
HalpsAMyI0 K LIEHTPaIbHOMY CETMEHTY M OCYLIECTBISIOT 00paboTKy JaHHBIX
HEMOCPEeCTBEHHO Ha HEM.

ITo Texnonoruu o6padorku uentpanuzoBanubie UCI1/IH noapazpenstorcs Ha:

[IOCTPOEHHBIE II0 TEXHOJIOIMH «TOJICTOrO KJIMEeHTa»: Ha paboyne Mecrta
nons3oBareniel MCII/lH  ycraHaBnuBaeTcsi cHelMaibHOE KIHMEHTCKOE MPHIIOKEHHE,
OCYILECTBIISIFOLIIEE MOAK/IIOUEHHUE K LIEHTPATbHOMY CeTMEHTY;

IIOCTPOEHHBIE TI0 TEXHOJIOTMUM «TOJICTONO KIWEeHTa»: Ha paboywe MecTa
none3oBareneii MCII[lH ycraHaBnuBaeTcsi crHelManibHOE KIHEHTCKOE MPHIOKEHHE,
OCYLIECTBJISAIONIEE BBIIPY3KY [AaHHBIX Ha JIOKAJbHBI HOCUTENb W TOCJIEIYIOLIYIO
nepefavyy BBITPY)KEHHBIX JAHHBIX TOCPEIACTBOM 3alIUIIEHHOrO KaHaja CBS3M WM
HapOYHO;

MOCTPOEHHBIE [0 TEXHOJIOTMM «TOHKOrO KIMEHTa»: Ha paboudne MecTa
none3oBateneil MCII/In nepenaercs Tonbko rpaduueckas uHdopmaims, cama oo6padoTka
JaHHBIX OCYILECTBIISIETCS HAa LIEHTPAJIBLHOM CerMeHTe.

WCII[IH, peannu3oBaHHbIE 10 TEXHOJIOTHH KTOHKOTO KIMEHTay, [IOAPa3Ae/sOTCs Ha:

peanu3oBaHHbIE MOCPECTBOM BeO-uHTep(eiica ¢ mpumMeHeHueM BeO-Opaysepa u ¢
aBTOpH3allMEHl C TIOMOIUBIO JIOTMHA M Mapois, ¥ (WiM) cepTudukara 3JIeKTPOHHOM
MOANUCH B cOOTBETCTBUU ¢ DenepanbHbiM 3akoHOM oT 6 ampens 2011 roma Ne 63-®3
«O0 371eKTPOHHOM MOIAITUCHY;

peain30BaHHbIE C MCMOJIb30BAaHUEM TEPMHUHAIBHOIO JOCTYNAa C aBTOpU3alMel ¢
MOMOINBIO JIOTHHA W T1apojisi, U (Uiau) cepTUdHUKaTa 3JIEKTPOHHOM TMOJIIUCH B
coorBeTcTBUM ¢ DenepanbHbiM  3akoHOM oT 6 ampens 2011 roma Ne 63-03
«O0 31eKTPOHHON MOAMTUCHY.
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Cmemannsle  MCII[[H  moctpoeHbl ¢ OJHOBPEMEHHBIM  TPUMEHEHHEM
CErMEHTHPOBAHHBIX M LEHTPaIU30BaHHbIX apxuTekTyp. YkazanHole WCIIJH ™oryt
00beMHATh B cebe TeXHOJOruu o0pabOTKH, XapaKTepHble KaK Ul CErMEHTHPOBAHHBIX
UCIIH, Tak u ans uentpanuzoBanabix UCIT/IH.

4.5.5. Ciyxe6nsie UCII1/IH co3natoTes (3KCIUTyaTUPYIOTCS) HA OCHOBAHUH PELIEHUS
Oprana M ero JOJDKHOCTHBIX JHIl B uHTepecax OpraHa, Ield M 3a4a4d CO3/IaHus
(MozmepHM3aLMK), SKCIUTyaTallii KOTOPBIX onpezesnstorcss OpraHoM U UCTIONb3YHOTCS IS
aBTOMATHU3allUM ONPENETICHHONM O00JIaCTH JesATeNbHOCTH WM THIOBOW JIeATEIbHOCTH,
Hecnenu(pUUHONH OTHOCUTETBHO MOJIHOMOUYNH KoHKpeTHOro Oprana. Ciyxeousie UCIT/IH
NpeHa3HavYeHsbl Ui ynpasieHus 6usHec-npoueccamu B Opraxe.

K ocHoBHBIM ciyxeOHbIM UCTT/IH oTHOCATCS:

HCI1/Ix 6yxrantepckoro y4eta U ynpapiieHUsl (PUHAHCAMM;

NCI1/Ia kagpoBoro yuyeTa U yrpaBlieHUs IEPCOHAIIOM;

UCII/1a nokymeHTo0o00poTa U JeIONPOU3BO/ICTRA;

UCTII1 noaaepuBaroiiue.

4.5.5.1. UCI1/1n Oyxrantepckoro y4yeTta v ynpabieHUsl (PMHAHCAMU TIpeHa3HaAYeHbI
JUIs aBTOMAaTH3aluuu JesitenbHOocTH OpraHa, CBS3aHHOM € BeleHHEM OyXrajlTepcKoro
ydeTa U yrpanjieHueM HUHaHCAMH.

O6pabdotke B UCIT/IH nouiexar uHbIe KaTerOpHH MePCOHATBHBIX JIaHHBIX.

Pexxum o6pabotku mepconanbHbix JaHHbIX B MICIT/IH: MHOromonb30BaTenbCKMii.
WUCIT/In npexycmaTpuBaeT pasrpaHuueHue jaoctryna. O0paboTka nepcoHalbHBIX JaHHBIX
OCyLIEeCTBIsIeTCS COTpyAHUKaMu OpraHoB B ClieLMAJIM3UPOBAHHBIX MporpaMmax U (HJIH)
NOCPeICTBOM BeO-uHTepdelica B COOTBETCTBUU C MPEAOCTABICHHBIMHU MPaBaMH.

Tunsl cyOBeKTOB MepCOHANBHBIX IaHHBIX, KOTOPbIE MOTYT MOJJIeXaTh 00paboTke B
UCTIdn: cotpynnuku Oprana, siBisitoierocs orneparopom UCIT/1H.

Crpykrypa UCII/IH: nokanbHas, QyHKUMOHMpYIOIIAas B KOHTPOJUPYEMOW 30HE
Oprana.

HUCII/lHn noakmroueHbl K CEeTAM CBA3M  OOmIeEro  TMojb30BaHUA  (ceTaM
MeXxayHapoaHoro uHdopmaimonHoro oomena). ITo tuny noakmouenus UCIT/Iu nensres
Ha:

0e3 mnoakmodeHus (mepefada IEpPCOHANBHBIX [JAHHBIX OCYILUECTBISIETCS C
MCMOJIb30BaHUEM MAILIMHHBIX HOCUTENEH );

noakmoueHHsle nocpeactsom ' UCT PT;

MOJKJIIOUEHHBIE C UCTIOJIB30BAaHKEM MHBIX KaHAJIOB CBS3H.

Ilepenaya nepcoHanbHbIX faHHBIX B uHble MCI1/IH ocymiecTBisieTcss B 3aBUCUMOCTH
OT TEXHOJOTHM TMOAKIIOYEHUS K CeTSIM CBs3M OO0IIero TmoJib30BaHUs (ceTsam
MEXIyHapOHOT0 UH(OPMALIMOHHOTO0 0OMeHa):

0e3 moakiroueHus (mepenaya MEpPCOHANBHBIX JAHHBIX OCYIUECTBISIETCS C
MCIOJIb30BaHUEM MALIMHHBIX HOCUTEINEH );

C  HCIOJB30BaHHMEM  CTOPOHHUX  CpPEICTB  KpPUNTOrpauyecKod  3allluThI
uHpopmaruu.

CpeacrBa BBIYMCIMUTEIBHOM TEXHMKH, YydacTBylolmue B o0pabortke: APM,
cepBepHOe 000py10BaHKe, CETEBOE U TEIEKOMMYHHUKALIMOHHOE 000pyI0BaHHE.

[To Texnonoruu obpadorku UCIT/H noapa3nensrorcs Ha:
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NOCTPOEHHBIE TI0 TEXHOJIOTUM «TOJICTOTO KJIMEHTa»: Ha paboywe MecTa
nosne3oBateneid MCII/IH ycTaHaBnuBaeTcs CreLMaNbHOE KIMEHTCKOE MPUIIOKEHHUE,
OCYUIECTBIISIIOIIEE TMOJKIOUeHHEe K 0a3ze [aHHbIX, KOTOpas XpaHUTCS Ha CEepBEpPHOM
cermenTe (cepBepe unu APM, BeinonHsAoOmEM (YHKLUHUIO cepBepa), pacroiaratoiemcs B
npejenax KOHTpoIupyeMoi 30061 OpraHa;

NOCTPOEHHBbIE [0 TEXHOJIOTMM «TOHKOrO KJIMEHTa»: Ha pabouue MecTa
nons3oBateneit UCIT/IH nepenaetcst Tonbko rpaguyeckas uH(Gopmauus, cama oopadoTka
JaHHBIX OCYLIECTBIISETCS Ha YAAaJeHHOM CepBepHOM cermeHTe (cepBepe wiu APM,
BBIMOJHSAIOEM (YHKIHMIO cepBepa), paclojiaralolleMcsi B Ipejesax KOHTPOJUPYEeMOH
30HbI Oprasxa.

Jloctyn k nepconansHbiM AaHHbIM B MCIIJIH nmpepocraBisieTcsi Mmojib30BaTelio
rocjie BBOJA JIOTUHA U NapoJis (MpeabsBlIeHUs UIeHTU(UKATOpa).

4.5.5.2. UCI1/In xanpoBoro yuera u ynpapiieHHs IEPCOHAIOM MpeJHa3HAUYEHbI s
aBTOMaTH3alluu JeATeJbHOCTH (OpraHa, CBS3aHHOM C BeJE€HHEM KaJapoOBOro yd4eTa H
yTpaBieHuUsi IEPCOHATIOM.

Kareropuu mnepcoHanbHBIX JaHHBIX, KOTOpbleé MOTYT MOJAJeXaTb 00paboTke B
HUCITIdn:

crielMajibHbIe;

UHBIE.

Pexxum o0pabotku mnepconanbHbiX JaHHbIX B MCII/IH: MHOromosb30BaTeNnbCKUH.
WUCTI/1a npenycmarpuBaeT pasrpaHudenue poctyna. O6paboTka nepcoHanbHbIX JaHHBIX
ocyulecTBisieTcs: coTpyaHukamu OpraHoB B CHeLMATU3UPOBAHHBIX U (UJIM) CTaHIApPTHBIX
oduCHBIX mporpamMmax, ¥ (WJIM) MOCPEACTBOM BeO-uHTepdeilica B COOTBETCTBHH C
Npe0CTaBICHHBIMU MTPaBAMHU.

Tunsl cyOBeKTOB MEepCOHATBHBIX JaHHBIX, KOTOPbIE MOTYT INOJIekaTh 00paboTke B
UCTIIa: corpynnukm Oprana, ssiustomerocs omneparopom MCIIJIH, rpaxnane
Poccuiickoii ®enepauuu, yCTaHaBIMBAIOIIME (MMEIOIIME) TPYAOBBIE OTHOILUECHMS
(Tpy1OBBIE 1OrOBOPBI, Ci1y)KeOHble KOHTPaKThl) ¢ OpraHom.

Crpykrypa UCII[In: nokanbHas, (yHKUMOHHMpYIOLIas B KOHTPOIUPYEMOH 30HE
Oprana.

UCIIJIlH nmoxakimoueHsl K  CeTsAM  CBsA3W  OOIIEero  TONb30BaHUA  (CETAIM
MeXayHapoaHoro uHpopmaimonHoro oomena). [To Tuny nonkmouenus UCIT/In nensres
Ha:

UCTIIa 6e3 noaxmodeHus (rnepenaya MepCOHAIbHBIX JAaHHBIX OCYLIECTBISETCS C
UCI0JIb30BaHUEM MAlIMHHBIX HOCUTENEH );

noakmoveHHble nocpeactsoMm ['UCT PT;

MOJIKJIFOUYEHHBIE C UCTIOJIB30BaHMEM MHBIX KAHAJIOB CBA3H.

[Tepenaua nepconanbHbiX AaHHbIX B MHbIe MUCII/IH ocyiecTBisieTcst B 3aBUCUMOCTH
OT TEXHOJOTMU TOJAKIIOYEeHHS K CeTsSM CBsi3M OOLIero ImoJjib30BaHusi (ceTsm
MEXKyHapOAHOro HH(GOPMALIMOHHOIO OOMeHa):

0e3 mnoakmoueHus (mepenaya MEPCOHANBHBIX JAHHBIX OCYILUECTBISIETCS C
MCMOJIb30BaHUEM MAILLIMHHBIX HOCUTENEH );

C  WCMONb30BAaHUEM  CTOPOHHMX  CpPEICTB  KpUNTOrpaduueckod  3allMThI
UHpOpMaIUH.
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CpenctBa BBIYMCIMTENBHOM TEXHUKH, YydyacTBywolmMe B o0pabotke: APM,
cepBepHOe 000py10BaHHUE, CETEBOE U TEIEKOMMYHHUKALIMOHHOE 000py10BaHUE.

TexHonorus o6pabotku mnepcoHanbHbiXx aaHHbIX B MCII[H mnocrpoeHa 1o
OPUHLIMITY «TOJCTOrO KJIMEHTa»: Ha paboure wMecta mnonb3oBatesned WCII/n
YCTQHaBIMBAETCS  CHELMAIbHOE  KIMEHTCKOE  NPWIOXKEHHE,  OCYLIECTBIsOLIee
MOJKIIIOUeHHe K 0a3e JaHHBIX, KOTOpasi XpaHUTCSl Ha CEPBEPHOM CEerMeHTe (CepBepe WM
APM, BemonHstouieM  (QyHKLUMIO — cepBepa), pacrojiaraipoiiemMmcs B - Ipejenax
KoHTponupyemoi 30Hbl Oprana. [octrynm k mnepcoHanbHeIM JaHHbIM B MCIT/H
NpeAOoCTaBIsIeTCs IOJb30BaTENI0 [OC/Ie BBOJAA JIOTMHAa M mapoiis (TpeabsiBIEHUs

uaeHTuukaTopa).
4.5.53. UCI1[IH nmoxyMeHTOOOOpOTa W JIeJONpPOM3BOACTBA IpeAHa3HAYeHBI IS
aBTOMATH3allUd  JEATEIbHOCTH Oprana, CBSI3aHHOW € OCYILIECTBIIEHHEM

JIOKyMEHTO000pOTa U eJIONPOU3BOACTBA.

Kareropuu mnepcoHalbHBIX JaHHBIX, KOTOpble MOTYT MOJAJeXaTh 00paboTke B
NUCTIn:

0011IeI0CTYHBIE;

CrielMajibHbIE;

UHBIE.

Pexxum 006pabotku nepcoHanbHbIX JaHHbIX B MCII/IH: MHOromosb3oBaTeNnbCKui.
UCII/In npexycMarpuBaer pasrpaHuuenue aoctyna. ObpaboTka rnepcoHaibHbIX AaHHBIX
oCyIlecTBisieTcss CcoTpyAHHMKamMu OpraHoB B CHELHUATU3UPOBAHHBIX TMporpaMmax B
COOTBETCTBUU C MPEIOCTABICHHBIMH IPaBaMH.

Tunsl cyObEKTOB MEPCOHATBHBIX JaHHBIX, KOTOpPbIE MOTYT MOJyIe)kaTh 00paboTke B
UCTIIa: corpynuuku Oprana, ssiastomerocs omnepatopom MCIIJIH, rpaxnane
Poccuiickoit @enepauu 1 Ipyrux rocy1apcTs.

Crpykrypa WCII/H: nokanbHasi, (GyHKUHOHHpYIOIIAass B KOHTPOJMPYEMOW 30HE
Oprana.

UCTI[In noaknroyeHsl K  CeTsM  CBA3M  OOIIEro  MoJIb30BaHUs  (CeTsiM
MexIyHapoaHoro uHdopmannonHoro oomena). Ilo tuny noakmouenus UCIT/n nensites
Ha:

O0e3 moxkmoueHus (mepenaya TMEPCOHAIBHBIX JaHHBIX OCYLIECTBISETCS C
MCIIOJIb30BaHUEM MalIMHHBIX HOCUTENEH );

MOJIKJIFOUEHHBIE C UCTIOJIB30BaHUEM MHBIX KAHAJIOB CBS3H.

Ilepenava nepcoHanbHbIX faHHbIX B UHble MCI1/IH ocymiecTBiseTcs B 3aBUCHMOCTH
OT TEXHOJOTMH TMOAKIIOYEeHUsT K CeTAM CBA3M OOLIero mnojb30BaHUs (CeTsM
MeX1yHapOAHOr0 HHPOPMALIMOHHOTO OOMEHa):

0e3 moxkimroueHHs (mepenada IMEpPCOHANbHBIX JAHHBIX OCYIIECTBISETCA C
MCTOJB30BaHUEM MAIIMHHBIX HOCUTEJNEH );

nocpeactsom ['UCT PT;

C  HUCIOJIb30BaHHEM  CTOPOHHUX  CPEACTB  KPUNTOrpadUyecKod  3allUTEHI
uHpopMaIuu.

CpencTBa BBIUMCIMTENBHOW TEXHHMKH, YydyacTBylolmMe B oOpabotke: APM,
cepBepHOe 000py/J0BaHHe, CETEBOE U TEJIEKOMMYHHUKALMOHHOE 000pY10BaHUE.

Texnonoruss o0pabotku mnepcoHanbHbix JaHHbix B MCII[IH moctpoena mo
OPUHLHUIY «TOJICTOrO KJIWeHTa»: Ha pabouwe wmecra monp3oBareneii WCIT/In
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YCTaHaBJIMBAETC  CHEMalbHOE  KJIMEHTCKOE  IPHIOXKEHHE,  OCYIIECTBIsioLIee
MOJK/II0YEHHE K 0a3e JaHHBIX, KOTOpas XpaHUTCS Ha CEPBEPHOM CEerMeHTe (cepBepe Wi
APM, BeinoassomeM —(yHKIUIO —cepBepa), pacrnojararouieMcs B Ipejenax
KoHTponmupyemoit 30Hbl Oprana. Jloctynm k mnepcoHanpHbiM janHeiM B WCIIT/In
NPEOCTABIAETCS TI0JIb30BATENIO IIOCHe BBOAA JIOTMHA M Mapojs (IpeabsaBIEHUS
uaeHTudukaTopa).

4554 . UCIJIln nomumepxwuBatomue. [lpennazHayensl Ui aBTOMaTH3alMM
nesitensHocTH OpraHa, CBS3aHHOW C OCYIIECTBICHHEM UM (€ro COTPYJHMKAMM) CBOMUX
(GYHKIHA, TOTHOMOYMIA U 3a/1ad.

Kareropyu mNepcOHANBHBIX JaHHBIX, KOTOpBIE MOTYT MOAJIeXaTh 00paboTke B
NUCTI/IH:

O0LIeIOCTYITHBIE;

CrelIMaJIbHbIE;

UHBIE.

PesxxuM 00paboTku mepcoHanbHbiX NaHHbIX B MICII/IH: MHOromosib30BaTellbCKUn.
WUCII/Iz npeaycmartpuBaeT pasrpanudenue poctyna. O6paboTka nepcoHalbHbIX NaHHBIX
OCyIIeCTBIIETCs coTpyAHHKaMi OpraHoB B CIELMAIM3UPOBAHHBIX M (MJIM) CTaHAAPTHBIX
oDHCHBIX TporpamMmax, W (WJIM) TOCPEICTBOM BeO-MHTepdenca B COOTBETCTBHH C
Npea0CTaBIeHHBIMH ITPAaBaAMHU.

Tunsl cy6bEKTOB NMEPCOHATBHBIX AaHHBIX, KOTOPbIE MOTYT MOUIEKAaTh 00paboTKe B
UCII[n: corpyanukd Oprana, ssistouierocs omneparopom  MCII/IH, rpaxnane
Poccuiickoi ®enepanuu U Ipyrux rocy1apcTs.

Crpykrypa MCI1/Ia: nokanbHas, (yHKLHOHUPYIOLIAas B KOHTPOIMPYEMOM 30HE
Oprana.

WUCITIlH mnoaxkioyeHsl K  CeTsM  CBSi3W  OOIIero Monib30BaHUS  (CETSIM
MeXIyHapoaHoro uHdpopmarnnoxHHoro oobmena). Ilo tuny noakmouenus UCII/Ax nensites
Ha:

0e3 moakiaoueHus (mepenaya TEPCOHAIBHBIX JAHHBIX OCYILIECTBISETCS C
KCII0Jb30BAHUEM MALIMHHBIX HOCUTEINEH );

noakaouennslie nocpeactsom ' UCT PT;

TOAKJTFOYEHHBIE C HCTIOJIb30BaHUEM MHBIX KAHAIOB CBSA3H.

ITepenaya nepcoHanbHbix qaHHbIX B MHbIE MICIT/IH He ocyiecTBiseTcs.

Cpenctsa  BBIYMCIMTENBHOW TEXHHKM, YyuacTBylomue B obpabortke: APM,
cepBepHOe 000py10BaHHE, CETEBOE U TEIEKOMMYHUKALMOHHOE 0060py10BaHHE.

[To Texnonoruu o6paborku UCI1/IH noapasaenstorcs Ha:

IOCTPOEHHBIE [0 MPUHIMIY «TOJCTOrO KJIMEHTa»: Ha pabouyde MecTa
nons3oBareneii MCIIJIH ycraHaBnMBaeTCsi CHELMAIbHOE KIMEHTCKOE IIPUIIOKEHUE,
OCYILIECTBIISAIOIIEE MOAKIIOYEHHe K CEepBEpHOMY cermeHTy (cepBepy uin APM,
BBINOJHSIOIEMY (DYHKIHIO CepBepa), pacrojaralouieMycs B npezienax KOHTPOJIUpPYeMOi
30HBI Oprasa;

nocTpoeHHsle Ha Gase cranaaptHoro opucHoro [10: UCII/In npeacrasiaser cobou
0a3y maHHBIX B (opMare CTaHIAPTHOrO O(MHUCHOrO NpHIIOXKEHHs, oOpabaTbiBaeMyio H
xpansiyrocs Ha APM;
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IIOCTPOEHHblEe 10 BeO-TexHosoruu: nosb3oBarenu paborator B MCIIH
NOCPEACTBOM  BeO-uHTepdeiica, NOAKIIOYAIOUIErocs K JIOKaJbHOMY BeO-cepBepy,
pacrnosararoleMycs B Ipejiesiax KOHTpoJIupyeMoi 30HbeI Oprasa.

Hoctyn k nepconansHbiM aaHHbIM B MCIIJIH npenocrtaBnsieTcs mnosb3oBaTento
1ocJie BBOZIA JIOTUHA U NapoJisl (IpeIbsiBlIeHUs UIeHTU(DUKATOPA).

5. Yrpo3sl 6€30nacHOCTH NEPCOHANBHBIX JaHHBIX, BBISBICHHbIE PU (YHKIMOHUPOBAHUH
UH()OPMAIIMOHHOM CHCTEMBI TIEPCOHATIBHBIX JaHHBIX

5.1. UcToyHnKamMu yrpo3bl 0€30MacHOCTH NMEPCOHAIbHBIX JAHHBIX BBICTYAIOT:

HOCHUTENb BPEJOHOCHON MPOrpaMMBl;

amnmnapaTHas 3aKkJj1aJKa;

HapYLIUTEb.

5.1.1. HocuteneM BpedOHOCHON NpOrpamMMbl MOXET OBITh anmapaTHbIA JJIeMEHT
KOMIbIOTEpAa WJIM TPOrpaMMHBIM KOHTelHep. Ecnu BpemoHocHas mporpamMma He
accoLUHUpyeTcss ¢ KakKOW-JIMOO NpPHKIIAaJHOM MpOrpaMMoi, TO B KadecTBe €€ HOCHTEIs
paccMaTpUBaIOTCS:

OTYY)XJa€MbIii HOCHUTENb, TO €CTh AuckeTa, ontuyeckuid auck (CD-R, CD-RW u
T.11.), Quien-naMsTh, OTUYXKIaeMbI BUHYECTED H T.I1.;

BCTPOEHHbIE HOCUTENH HHGPOpMalUU (BUHYECTEPBl, MHKPOCXEMBI ONEepaTHUBHOM
aMsITH, IPOLECCOP, MHMKPOCXEMBlI CHUCTEMHOM IUIaThl, MMKPOCXEMBI YCTPOMCTB,
BCTPAaUBAaeMbIX B CHUCTEMHBIM OJIOK: BHUJeoajanTepa, CETeBOW IUIAThl, 3BYKOBOM ILIATHI,
MOJIeMa, YCTPOMCTB BBOJA/BBIBOZA MArHUTHBIX JKECTKUX M ONTHYECKUX JMCKOB, OJIOKa
[UTAaHUA U T.I., MUKPOCXEMBI IPSIMOrO JOCTyNa K IaMATH, IIWH Mepeladd OaHHbIX,
MOPTOB BBO/1a/BBIBO/IA);

MHUKPOCXEMBI BHELIHUX YCTPOWCTB (MOHHMTOpA, KJIaBUATyphl, MPUHTEpa, MOJIEMa,
CKaHepa M T.II.).

Ecnu BpenoHOCHass mnporpaMMa acCOLMUPYETCSi C KaKOH-IMOO MpHUKIaJHOM
NpOrpamMMoH, ¢ (aiylaMy, UMEIOLLIMMH OIIpe/IeJIeHHble PaCIIUPEHHs] WU UHbIe aTPUOYThI,
C COOOLICHUSIMH, TIepeJaBaeMbIMHU I10 CETH, TO €€ HOCUTENISIMH SIBIISIIOTCS :

NaKeThl IepeJaBaeMbIX MO0 KOMIIBIOTEPHON CETH COOOLICHHUIA;

¢baibl (TekcTOBbIC, rpadUyYecKue, UCTIOHIEMbIE U T.11.).

5.1.2. AnnapatHas ~ 3axknaaka.  IloteHuuanbHO — MOXET — paccMaTpUBaThCA
BO3MOXXHOCTb IIPMMEHEHHMs allllapaTHBIX CPEJACTB, MPEJHA3HAYEHHbIX Ul PErHCTpaLUH
BBoaumoii B UCIT/IH ¢ knaBuatypsl APM undopmanuu (repcoHaabHbIX JaHHBIX):

annaparHas 3aKjajka BHyTPH KJIaBHaTyphl;

CUMTBIBAHUE JAHHBIX C Ka0ess KJIaBUaTypbl OECKOHTAKTHBIM METOI0M;

BKJIIOUEHHE YCTPOMCTBA B pa3pbiB Kabes;

annaparHas 3akjajJKa BHYTPH CUCTEMHOro 0Jioka U Jip.

BBHly OTCYyTCTBHSI BO3MOKHOCTH HEKOHTPOJIHUPYEMOTo TNpeObIBaHUS (HHU3HYECKUX
JIMIL B CITYXEOHBIX ITOMENIEHUX, B KOTOPBIX pa3MelleHbl Texuuueckue cpeacrsa MCIT/IH,
WJIM B HENOCPEICTBEHHON OJIM30CTH OT HUX, COOTBETCTBEHHO UCKIIIOYAETCSI BEPOSTHOCTH
YCTaHOBKH alapaTHbIX 3aKJIaJ0K MOCTOPOHHUMU JIMLIAMH.

5.1.3. Hapymmrens. [Tox Hapymmrenem Ge3omnacHOCTH WHGOpPMALMK MOHUMAETCS
(Gu3nyecKoe UL, CIyyaifHO WK NpeJHAMEPEeHHO COBeplIalollee IeHCTBHUS, CIEICTBUEM
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KOTOPBIX SIBIISIETCS] HApYIIeHHEe Oe30MacHOCTH MEePCOHANBHBIX JAHHBIX NMPH HX 00paboTke
B UCT1/1n.

[To HamuuMio mpaBa MocTossHHOro MM pasosoro gocryna B MCII/In Hapymurenu
MOJIpa3AeNAOTCs Ha TPU TUIIA:

BHEIIIHUM HapyIIMTeNhb. Y Ka3aHHBIM TUI HApyUIUTENsl HE UMEET MpaBa MOCTOSHHOIO
WM MMeeT MpaBO pa3oBOro (KOHTPOIMPYEMOIo) JOCTyla B KOHTPOJUPYEMYIO 30HY,
TaK)Ke He HUMeeT JOocTyna K TexXHuyeckuM cpenctBaM u  pecypcam MCII/IH,
pacroyio)XeHHbBIM B Mpefieflax KOHTPOJIMPYEMOW 30HBI, HWJIM OH OlPaHHYEH W
KOHTPOJIMpYeTCs. YKa3aHHBIM THIN HapyLIUTENs MOXET pealu30BbIBaTh YIpPO3bl U3
BHEIIHUX ceTel CBs3W OO0IIero mnoJjb30BaHUs M (WIM) ceTell MeXIyHapOoIHOIo
HH(POPMALIMOHHOTO 0OMEHa;

BHYTpEHHUH Hapywurtenab, umerouwd poctyn k MCII[IH. VYkazanHeii Tun
HApYUIUTEIs MMEET IPaBO IMOCTOSHHOTO (MEepUOJAMYECKOro) JOCTyIla Ha TEPPUTOPHIO
KOHTPOJIMPYEMOM 30HBI, a TAKXKE JOCTYI K TeXHUYECKUM cpezacTBaM u pecypcam UCIT/IH,
pacroJIOKEHHBIM B TMpefesiax KOHTPOJUPYEMON 30HBI. YKa3aHHBIM THUIl HapyLUIMTENs
MOXeT MPOBOAUTH aTak¥ C MCIOIb30BaHUEM BHYTpEHHEW (JIOKalbHOMN) CeTH MNepeaayu
naHHbIX U HenocpeacTBeHHO B UCTT/IH;

BHYTpEHHUH HapywuTenb, He umeromuid poctyna k MCII/H. Ykazanueiii tun
HapyIIUTENls MMEET TMPaBO MOCTOSHHOTO (MEPUOAMYECKOro) MOCTyNa Ha TEPPUTOPHUIO
KOHTPOJUPYEMOW 30HBI, HO HE HMMEET JOCTYN K TEXHHYECKHMM CpPEICTBaM M pecypcam
WCTI/IlH, pacnonokeHHbIM B TpeAenax KOHTPOJUMPYEMOW 30HbL. YKAa3aHHBIA THII
HapYILIMTENS MOXET MPOBOJIUTH aTaKh C UCIIOJIb30BaHUEM BHYTPEHHEH (JIOKalbHOM) CeTH
nepeJa4yu JaHHBIX.

5.2. OcHOBHBIMH yrpo3amMu Oe3onacHOCTH nepcoHanbHbIX AaHHbIX B MCII/H
SIBIISIIOTCSL:

yrpo3bl yT€YKH MH(MOPMALUU 110 TEXHUYECKUM KaHasam,

yrpo3sl ucnonb3oBaHus wTatHeiXx cpeacts MCII[IH ¢ wensto coseplieHus
HECaHKIMOHUPOBAHHOT'O JI0CTYyMNa K UH(OpMAaLH;

yrpo3bl HapyIIeHHUs JOCTYITHOCTH HH(OPMALUH;

yrpo3bl HAPYIIEHUS LIeTOCTHOCTH UH(POPMALIUH;

yrpo3bl HeeKJIapupPOBaHHBIX BO3MOKHOCTeH B cicTeMHOM [10 u npuknannom I10;

yIpoO3bl, HE SBIISIOLIUECS aTaKaMH;

yrpo3sl HECAaHKIMOHHUPOBAHHOTO JOCTYMNa, CO3JAIOLIMe MPEANOCBUIKH s
peanu3alii HECAaHKUMOHUPOBAHHOIO JOCTyNa B pe3yJjbTaTe HapyIIeHWs IIPOLEIyphI
aBTOpHU3aLMH U ayTeHTU(UKALIUH;

yrpo3bl HECAaHKIIMOHUPOBAHHOTO JOCTyINa K MH(pOpMAlMU B pe3yjbTaTe caabocTu
MPOLEAYP pa3rpaHUYEHHs POJIeH ¥ MOJTHOMOUUMN, IIPaBUIl yIIpaBJIEHHUs JOCTYIIOM;

yrpo3sl OIIMOOK/BHECEHHsI YS3BHUMOCTEH TpU MPOEKTUPOBAHHMH, BHEIPEHUH
WCI1/Iu/cucremsr undopmanuonHoit 6ezonacioctu UCI/1H;

yrpo3bl OIIMOOYHBIX/AECTPYKTUBHBIX JEHCTBUMN JIHLI;

yrpo3bl HapylIeHUs KOHPHUASHIIMAIbHOCTH;

YIpO3bl MPOrpaMMHO-MaTEMAaTUYECKUX BO3IEHCTBHHM;

yrpO3bl, CBSI3aHHBIE C UCIIOJIb30BaHHEM 00JIauHBIX YCIIYT;

yTpo3bl, CBS3aHHBIE C UCTIOIB30BAHUEM CYTIEPKOMITBIOTEPHBIX TEXHOJIOTHA;

yrpo3bl, CBSI3aHHBIE C UCIIOJIE30BAHUEM TEXHOJIOTHIA BUPTYalU3alluy;
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yTpo3bl, CBA3aHHbIE ¢ HApYIIeHHeM MPaBUJl DKCIITyaTallii MAlllUHHBIX HOCUTEIeH;

yrpo3sl, CBA3aHHBIE C HapylleHHeM TMpoueayp ycraHoBku/oOHoBneHus [10 u
o0opy1oBaHMs;

yrpo3sl ¢pusnyeckoro gocryna k komnonentam MCI/IH;

yrpo3bl 3KCIulyaTauuud ys3Bumoctedt B cuctemHom [10, npuxmagnom I10O,
CpelCcTBax 3allMThl HH(pOpPMaALIMU, CPEeACTBAX KPUNTOrpahuuecKoi 3alMThl HHPOPMALIUH,
anmapatHeix komnonenTax MUCIT/IH, MukponporpaMMHOM obecrieueHu;

YTPO3bl, CBSI3aHHBIE C UCIIOJIb30BAHUEM CETEBBIX TEXHOJIOTHH;

yrpo3bl HH)XXeHEePHOH HHOPACTPYKTYPHI;

yrpo3bl, CBSi3aHHbIE C OTCYTCTBHEM CHCT€Mbl pErucTpauud  COOBITHH
MHGOPMALIMOHHOM 6€30MacHOCTH;

yrpo3bl, CBsi3aHHbIe ¢ KOHTpousieM 3amuieHHoctd UCIT/H;

yrpo3bl, CBSI3aHHbIE C MEPEeXBAaTOM 3allMIlaeMoi UH(GOPMaLK NIPU ee repeaaye 1o
KaHajIaM CBs3H.

6. AKTyaJ'lebIe YIpO3bl 0e30macHOCTH INEPCOHAIBHBIX JaHHBIX
B HH(bOpMaU.HOHHbIX CUCTEMAX NEPCOHAJIBHBIX JaHHBIX

6.1. B HacTosilieM pa3aene NnpuBeAeHbI IPYINbl aKTyaJIbHBIX yrpo3 0e30MmacHOCTH
nepcoHasnbHbIX AaHHBIX B UCII[AH w3 rpynmn, yka3aHHBIX B IyHKTe 5.2 HacTOSIIEro
[TonoxeHus, ICXOAS U3 COAEP)KAHUS MEPCOHAIBHBIX JaHHBIX, XapaKTepa U CIocoOOB UX
00paboTKH.

6.2. Undopmanmonno-crpaBounsie MCIT/H:

6.2.1. OduumansHbie noprasl (caikTel) OpraHos:

YIpo3bl YTEYKH HHPOPMALUH 110 TEXHUYECKUM KaHajlaM;

yrpo3sl ucnoib3oBaHus wTaTHeIX cpeactB MCIIJIH ¢ uwensio coBepiueHus
HECaHKLIMOHUPOBAHHOIO IOCTyNa K MH(POpMaluy;

yrpo3bl HApYLIEHUS JOCTYTHOCTH UH(POPMALINH;

Yyrpo3bl HApYyILLIEHHUS LEJIOCTHOCTH HHPOpMALUY;

yIpO3bl HEEKJIApPUPOBAHHBIX BO3MOXKHOCTeH B cucteMHoM I10 u npuknagaom [10;

yrpoO3bl, HE ABISIIOLIMECS aTaKaMH;

yrpo3bl HECAaHKIMOHUPOBAHHOTO JIOCTYINA, CO3JAIOLIME MPEANOChUIKHA IS
peanu3alyMyd HECAaHKLIMOHUPOBAHHOIO JIOCTyNa B pe3yJjbTaTe HApyIUEHWs IPOLEIyphl
aBTOPU3ALIMM U ayTeHTH(UKALINH;

yrpo3bl HECAHKIIMOHUPOBAHHOIO JOCTYNa K MH(pOpMaUUu B pe3ysbTare clabocTu
NPOLEAYp pa3srpaHU4YeHUs poJiei U MOJTHOMOYUM, MPaBUII YIIPaBJICHUS JOCTYIIOM;

yrpo3bl OLIMOOK/BHECEHUS YSA3BUMOCTEH TNpU IMPOEKTUPOBAHMM, BHEIPEHUH
UCT1dn/cuctemsr uapopmannonHoi 6e3onacHoctr UCII/IH;

yrpo3bl OLIMOOYHBIX/IECTPYKTUBHBIX JE€HCTBUM JIHUIL;

yrpo3bl HapyLIEHUsI KOHPUICHIIUATbHOCTH;

yrpo3bl MPOrpaMMHO-MATEMATHYECKUX BO3JIEHCTBHN;

yrpo3bl, CBSI3aHHBIE C UCTIOIB30BaHHEM O0JIAUHbIX YCIIYT;

YTPO3bl, CBSI3aHHbIE C UCMOIb30BAaHHEM TEXHOJIOTHI BUPTYaJIH3allHH;

yIpO3bl, CBS3aHHBIE C HAPYLICHUEM IPABHJI IKCILTyaTallii MAlIMHHBIX HOCUTEJIEN;
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yrpo3bl, CBf3aHHbIE C HapyllIeHUEM IMpoLeayp ycTraHoBKH/OOHOBIeHHs [1O wu
00opya0oBaHUS;

yrpo3sl pusnyeckoro gocrymna Kk komrnonentam UCII/Ix;

yrpo3sl JKCIulyaTauuu ysizBumoctedr B cucreMHoMm [1O, mpukmagaom T10,
CpeAcTBax 3allUThl MH(OPMAIMH, CPEICTBAX KPUIITOrpaduyeckoi 3auThl HHOOPMAIIHH,
annapaTHbiX koMnoHeHTax MCI1/{H, MuKkponporpaMMHOM OOecrieueHuH;

YTPO3bl, CBSI3aHHbIE C UCIOJb30BAaHUEM CETEBBIX TEXHOJIOTHIA,

yrpo3bl HH)XXEHEPHOU UHDPACTPYKTYPHI;

yrpo3bl, CBSI3aHHbIE C  OTCYTCTBHEM CHCT€Mbl pEerucTpaldd  COOBITHI
UHpOpMALIMOHHON 06E30MacHOCTH;

yrpo3sl, CBsi3aHHbIe ¢ KOHTposieM 3auieHHoctd UCIT/H;

yIpO3bl, CBA3aHHbIE C TEPEeXBATOM 3allUIaeMoil HHPOPMALIUH TP ee Mepeaaye 1o
KaHaJlaM CBSI3H.

6.2.2. UndopmaumoHHbIe MOPTAIIBI (CAUTHI):

yrpo3bl yTe4Kd HHHOPMAIIUH 110 TEXHUYECKUM KaHajam;

yrpo3sl ucnons3oBaHus wratHeix cpeactB MCII[IH ¢ uenbo coBepiueHus
HECaHKLIMOHUPOBAHHOIO JOCTyNa K HHPpOpMaIuy;

yrpo3bl HapyIllIeHUs JOCTYTHOCTH HHPOpMAIHH;

yrpO3bl HApYLIEHHS LIETOCTHOCTH UH(POPMALIUH;

yIpO3bl HeIeKJIapHPOBaHHBIX BO3MOKHOCTeH B cucteMHoM [10 u npuxmagaom [10;

yrpO3bl, HE ABISMIOLIMECS aTaKaMU;

Yyrpo3bl HECaHKLMOHMPOBAHHOIO JIOCTYIA, CO3JAlOIIMe MPEANOChUIKA  JUIs
peanu3alyy HECAaHKIIMOHUPOBAHHOIO JOCTyNa B pe3yjbTaTe HapyIIeHUS IPOLELyPbl
aBTOpHU3allMH U ayTeHTU(DUKALINH;

yrpo3bl HECAaHKLIIMOHUPOBAHHOIO JOCTyNa K MH(pOpMalUUU B pe3yibTaTe ciabocTu
NpoLEeyp pa3srpaHUUEHuUs Pojiel U MOJHOMOYHIA, TPaBUII YTIPABIEHHUS JOCTYIIOM;

yrpo3sl OLIMOOK/BHECEHUS YS3BHUMOCTEH TIpU TPOEKTHPOBAHMH, BHEIPEHUH
UCIIx/cucrembl nHGopmanmronnoi 6ezonacaocta MCIT/H;

YTPO3bl OLIMOOYHBIX/IECTPYKTUBHBIX 1EHCTBUH JIULL;

yrpo3bl HapyIIeHUs] KOHPUICHIIUATBHOCTH;

yrpo3bl POrPaMMHO-MaTEMaTHYECKUX BO3/IEHCTBHIA;

yIpO3bl, CBSI3aHHBIE C UCIIOJIb30BaHUEM O0JIaUHBIX YCIIYT;

yTPO3Bbl, CBSI3aHHBIE C UCIIOJIb30BAaHUEM TEXHOJIOTUH BUPTYyalU3alliy;

yIpO3bl, CBSI3aHHBIE C HAPYIICHUEM MPABHUII 3KCIUTyaTallid MAalIMHHBIX HOCUTEIEH;

yrpo3bl, CBSI3aHHbIE C HApylLIeHHWEM Npoueayp ycTaHOBKH/OOHOBieHus [10 wu
0bopy0BaHus;

yrpo3sl ¢pusuyeckoro aocrymna k komnonentaM UCI1/IH;

Yyrpo3bl 3KCIUTyaTallMd ysi3BUMocTedt B cuctemHom [1O, mnpuxnagHom I10,
CpeACTBax 3allUThl MHOPMALMH, CPeICTBAaX KpUNTOrpaduyeckon 3amuThl HHOOPMAIHH,
anmnapaTHbeiX komrnoHeHTax MCI1/IH, mukponporpaMmmMHOM obecriedeHuH;

yTPO3bl, CBSI3aHHBIE C UCTIOJIB30BAaHHEM CETEBBIX TEXHOJIOTHA;

yrpo3bl HH)XXeHEePHOU HHPPACTPYKTYPHI;

yrpo3bl, CBSI3aHHbIE C OTCYTCTBHEM CHCTEMBI PErHMCTpalid  COOBITHI
MHQOPMaLIMOHHOW 0e30MacHOCTH;

yrpo3bl, CBA3aHHbIE ¢ KOHTposieM 3aiuineHHocTd UCTT/1H;
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yrpo3bl, CBSI3aHHbIE C NIEPEXBATOM 3alUILaeMOi UH(pOpPMALMK TIPU ee Tepeiayde 1o
KaHaJlaM CBSI3H.

6.2.3. 3aKpbIThie IOPTAJIBI ISl HECKOJIBKUX IPYNI y4acTHUKOB OpraHos:

YIpo3bl YTeYKH HHPOPMAIUH 110 TEXHUYECKUM KaHajlaM;

yrpo3el ucrnosnb3oBaHus mraTHeIX cpeacts MCII[lH ¢ wensio coBepuieHHs
HECaHKLMOHUPOBAHHOT'O JIOCTYyTA K HH(OpMAIUH;

yrpo3bl HapyIIeHUs JOCTYITHOCTH HHPOpMAIUy;

yrpo3bl HapyIIeHUs LeJIOCTHOCTA HH(MOPMALIUK;

yrpO3bl HEIEKIapUPOBAHHBIX BO3MOXHOCTeH B cicteMHoM [10 u npuknagaom [10;

yTpO3bl, He SIBIISIOLIHECs aTaKaMH;

yrpo3bl HECAaHKLMOHHUPOBAHHOTO JOCTyMa, CO3JAIOIIMe MPEANOChUIKA  JUIs
peanu3aluyd HEeCaHKIIMOHUPOBAHHOIO JIOCTYNa B pe3yJbTaTe HapylLIeHHs MpPOLEIypbl
aBTOPH3AIMU U ayTEeHTU(DUKALIUH;

yrpo3bl HECAHKIIMOHUPOBAHHOIO JIOCTYINa K HH(OpPMALMK B pe3ysibTaTe CcIaboCcTH
npoLesyp pasrpaHUUYEHus poJiel U MOJTHOMOYHMA, TPaBUJ1 YIIPABICHMS IOCTYIIOM;

yrpo3bl OLIMOOK/BHECEHUs YSI3BUMOCTEH TIpU TNPOEKTUPOBAHUH, BHEAPEHHUH
NCI11n/cucremsl uadopmanuronHoi 6ezonacnoctu UCI/IH;

yrpo3bl OIIUO0YHBIX/AeCTPYKTUBHBIX I€HCTBHIM JIHLL;

YIpo3bl HApYILIEHUS! KOHPUICHIIUATBHOCTH;

YIpo3bl POrpaMMHO-MaTeMaTHYECKUX BO3ACHCTBUM;

YIpO3bl, CBSI3aHHBIE C UCIOJIH30BaHUEM O0JIAYHBIX YCIIYT;

yIpo3bl, CBSI3aHHBIE C UCIIOJIb30BAHUEM TEXHOJIOIHIA BUPTYaIU3alluu;

YIpo3bl, CBI3aHHbBIE C HAPYIIEHUEM MPaBHJI IKCILTyaTallii MallIMHHBIX HOCUTEJIEH;

YIpo3bl, CBSI3aHHbIE C HapylIEHWEM TMpoueayp ycraHoBku/oOHOBieHus [10 wu
obopyoBaHus;

yrpo3sl pusznueckoro goctyna k komnonenram UCII1/In;

yrpo3sl J3KcIulyaTauuu ysizBumoctedt B cucteMHoMm [IO, npuxnagsom [10O,
CpeACTBax 3alllUThl HH(POPMALMH, CPECTBAX KPUNTOrpaPUIECKON 3aluThl HHPOPMALIUH,
anmnapaTHbiX kKoMnoHeHTax MCIT/IH, MukponporpaMMHOM obecrieyeHuH;

yrpo3bl, CBSI3aHHBIE C UCIIOJIb30BAHUEM CETEBBIX TEXHOJIOTUH;

yIpO3bl HH)XEHEPHOU HH(PACTPYKTYPBI;

yrpo3bl, CBSi3aHHBIE C OTCYTCTBUEM  CUCTEMbl  PErucTpauuu  CcoOBITHI
UHPOpMaLIMOHHOM 6e30MacHOCTH;

yrpo3bl, CBsi3aHHbIe ¢ KOHTposieM 3awuienHoctd UCIT/H;

YTPO3bl, CBS3aHHBIE C NIEPEXBATOM 3allMIIaeMOi HHOPMALMHK IIPH ee nepeaaye 1o
KaHaJlaM CBSI3H.

6.2.4. IlopTan rocy1apcTBEHHBIX U MyHULIMNIANBbHBIX yenyr Pecnyonuku Tatapcran:

yrpo3bl YTeYKH HHPOPMAIIUH 110 TEXHUYECKUM KaHalaMm;

yrpo3el ucronb3oBaHus wmtatHeix cpenct8 MCIIH ¢ menbio coBeplieHus
HECaHKLIMOHMPOBAHHOIO JOCTYyTNAa K MHPOpMAI1H;

yrpo3bl HapyLIEeHUsl JOCTYITHOCTH WH(pOPMAIIHH;

yIpo3bl HapyIIEHUS LEJTOCTHOCTH HH(DOPMAIUH;

Yrpo3bl HeleKJIapUpPOBaHHbIX BO3MOXKHOCTel B cucteMHoM [10 u npuknaauom [10;

yrpo3bl, He SBJISIOLIHECS aTaKaMH;
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yrpo3bl HECAaHKLMOHMPOBAHHOIO JOCTYIA, CO3JAIOIIME MPEANOChUIKH IS
peanu3alii HEeCaHKLIMOHUPOBAHHOIO JOCTyNa B pe3yibTaTe HApyLIEHHS IPOLEIYPHI
aBTOPU3ALUU U ayTeHTU(DUKALIUH;

yrpo3bl HECAHKIIHOHUPOBAHHOI'O JIOCTYNa K MH(pOpPMalUu B pe3ysibTare cliabocTu
NpOLEAYp pa3rpaHU4YeHHs POJiei U MOJTHOMOYUM, IPaBUII yIIPABJIEHHUS JOCTYIIOM;

yrpo3bl OLIMOOK/BHECEHMs YS3BUMOCTEH MNpU NPOEKTUPOBAHMM, BHEIAPEHUU
NCTIAn/cuctemsl napopmanmonnoi 6ezonacuoctu UCIT/IH;

YTpO3bl OHIMOOYHBIX/IECTPYKTUBHBIX ACHCTBHH JINLL;

yrpo3bl HapylIeHUs! KOHOUIECHIIUATBHOCTH;

yrpo3bl MPOrpaMMHO-MaTEMaTUYECKUX BO3ICHCTBHUIA;

yIpO3bl, CBSI3aHHBIE C UCIIOJb30BaHUEM OOJIaUHBIX YCIIYT;

yIpO3bl, CBSI3aHHBIE C UCMOJIb30BaHUEM TEXHOJIOTUN BUPTYaIU3alliy;

yrpo3bl, CBSI3aHHBIE C HAPYILIEHHEeM MPaBUII IKCIUTyaTallii MalllMHHBIX HOCUTEIIEH;

Yrpo3bl, CBSi3aHHblE C HapylIeHHeM TMpolenyp ycraHoBku/oOHOBiaeHus [1O0 wu
0bopya0BaHUS;

yrpo3sl ¢puszndeckoro goctyna k kommnoHeHtam UCIT/IH;

yrpo3sl OJKCIUTyaTanuu ys3Bumocteir B cucreMHoMm [1O, mpuknagaom [10,
CpeACTBax 3allUThl HHPOPMALUK, CPEICTBAX KpUNTOrpadGuueckoi 3auTbl HHGOPMAIUH,
anmnapaTHbIX koMnoHeHTax MCI1/lH, MuUKponnporpaMMHOM oOecrieueHuH;

yTPO3bl, CBSI3aHHBIE C UCIIOJb30BAHUEM CETEBBIX TEXHOJIOTHIA;

yrpo3bl HHXXEHEPHOU HHPPACTPYKTYpHI;

yrpo3bl, CBSI3aHHbIE C OTCYTCTBHEM CHCTEMBI pEerucTpallid  COOBITHH
HH(pOPMaLIMOHHO# Oe30macHOCTH;

yrpo3bl, CBsI3aHHBIEe ¢ KOHTpoJeM 3amuiieHHocTd UCIT/H;

yrpo3bl, CBSI3aHHBIE C TIEPEXBAaTOM 3alUIIaeMOi HHGOPMaLIUU MpU ee repeaaye o
KaHaJlaM CBSI3H.

6.3. Cermentanie UCI1/IH:

yrpo3bl YTeYKH HH(POPMAIIUH 110 TEXHUYECKUM KaHajam;

yrpo3sl ucnonb3oBaHus wtatHeix cpeacts UCII/IH ¢ wuenbto coBeplieHus
HEeCaHKIIMOHMPOBAHHOTO JIOCTYyNa K MHPOpMAIUH;

yrpo3bl HapyIlIEHUs 1OCTYITHOCTH HH(MOpMALIH;

yrpo3bl HapyIIeHUs LEeJIOCTHOCTH HH(pOpMALIUY;

yrpo3bl HeJleKJIapupOBaHHBIX BO3MOHOCTeH B cucteMHoM 110 u npuknaanom I10;

yIpo3bl, HE ABIISIOIIMECS aTaKaMU;

yrpo3bl HECAaHKIIMOHMPOBAaHHOTO [JOCTYIA, CO3JAIOIIME IPEANOCBUIKK Ul
peau3aii HECAaHKIIMOHUPOBAHHOTO [OCTyNa B pe3yJibTaTe HApyUIeHUs MpOLeIypbl
aBTOPH3AllMK U ayTeHTU(UKALIUY;

yrpo3bl HECAaHKIIMOHMPOBAHHOIO J0CTyNa K MHGOpMaLUu B pe3ylibrare ciabocTH
Npoueayp pa3rpaHUYeHMs pPOJIei U MOJTHOMOYHUH, IPABUII yIIPABICHUS JOCTYIIOM;

yrpo3bl OLIMOOK/BHECEHUs YSI3BUMOCTEH TMpU MPOEKTUPOBAHHUH, BHEAPEHUH
HUCITIx/cucremsl nuapopmanmnonHoi 6ezonacnoct UCTI/IH;

yrpo3bl OLIMOOYHBIX/IECTPYKTUBHBIX JEHCTBUH JHULL;

yrpo3bl HapyIIeHUS KOHPHUASHIIUATHHOCTH;

yrpo3bl IPOrpaMMHO-MaTeMaTH4YeCKUX BO3JICHCTBHIA;

YTPO3bl, CBSI3aHHBIE C UCIIOJIb30BAaHUEM TEXHOJIOTUI BUPTYyallU3alliH;
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yrpo3bl, CBSI3aHHBIE C HAPYLIEHUEM MPABUJI SKCITyaTallid MAalIMHHBIX HOCHTEIEH;

yrpo3bl, CBSi3aHHbIE C HapylleHHeM mpoueayp ycraHoBku/oOHOBieHus [10 wu
o0opy10BaHuUS;

yrpo3sl ¢puzuyeckoro poctyna k komrnonenram UCITT/1H;

yrpo3bl 3KCIUTyatauud ysi3BUMocTed B cucteMHom [1O, mpuknagHom [0,
CpeacTBax 3allUThl HHGOPMaLMK, CPeICTBAX KpUnrorpaguuecko 3amuThl HHGOPMAIUH,
anmnapaTHbIX koMnoHeHTax MUCII/{x, MukponporpaMMHOM oOecrieueHu ;

yYTpO3bl, CBSI3aHHBIE C UCIIOJIb30BAHUEM CETEBBIX TEXHOJIOTH;

yrpo3bl HHKEHEPHON UH(DPACTPYKTYPHI;

yrpo3bl, CBSi3aHHbIE C OTCYTCTBHEM CHCT€Mbl peruCTpaldd  COOBITHH
UHPOpPMALIMOHHOM O€30MacHOCTH;

yrpo3bl, CBA3aHHbIe ¢ KOHTposieM 3aummerHocty MCT/1H;

yrpo3bl, CBSI3aHHBIE C NIEPEXBATOM 3allUIIAeMOi HH(GOPMALIMU NIpY ee rnepenaye 1no
KaHajlaM CBSI3H.

6.4. Pecniy6nukanckue UCI/In:

6.4.1. UCI1[l1 nuHTErpalliOHHBIE:

yTpo3bl YTEYKU HHGOPMAIIUMU MO0 TEXHUYECKUM KaHaJaM;

yrpo3sl ucnosnb3oBaHus wwTaTHbIX cpeacts MCII[IH ¢ nenbio coBeplueHus
HECAaHKIIMOHMPOBAHHOTO JOCTyNa K UHQOpMALIUH;

yrpo3bl HApYIIEHUs! JOCTYITHOCTUA HH(pOpMALIUK;

yrpo3bl HapyIIeHUs LEJIOCTHOCTH HH(OpMalLUy;

yrpo3bl HeJIeKJIapupOBaHHBIX BO3MOKHOCTeH B cucteMHOM 10 u npuxiagaom [10;

YIpO3bl, HE SIBJISIOLIMECS aTaKaMH;

yrpo3bl HECAaHKLIMOHMPOBAHHOIO JOCTYIA, CO3JalOlIMe MPEeANOChUIKH IS
peanu3aliil HEeCaHKIIMOHHPOBAHHOIO JOCTyNa B pe3yjbTaTe HapyIlleHHUs IpOLeaypbl
aBTOpHU3allUHU U ayTeHTU(DUKALINH;

yrpo3bl HECAHKIIMOHUPOBAHHOIO JOCTyNa K MH(OpMaLUK B pe3yibTaTe ciabocTH
MpoLeAyp pa3rpaHUYeHHs poJiei U OJTHOMOYUH, IIPABUII YIIPABICHUS JOCTYIIOM;

yrpo3el OLIMOOK/BHECEHHUS YS3BUMOCTEH NpU IPOEKTUPOBAHUH, BHEIPEHUU
UCI1/In/cucrems! napopmanuonHoi 6ezonacHoctr UCIT/IH;

Yrpo3bl OIIUOOYHBIX/IeCTPYKTUBHBIX ACHCTBUH JIHIL;

yrpo3bl HapyLIEHUs] KOHPHUAECHLUATBHOCTH;

yrpo3bl IPOrpaMMHO-MAaTEMATUYECKUX BO3IEHCTBUH;

yIpo3bl, CBSI3aHHBIE C UCIIOIB30BAHUEM TEXHOJIOTHIM BUPTYaIU3alliH;

yTpO3bl, CBSI3aHHbIE C HApYLIEHUEM NPAaBUJI IKCIUTyaTallii MAIIWHHBIX HOCUTEIEH;

yrpo3bl, CBsI3aHHbIE C HapylleHWeM npoueayp ycraHoBku/oOHoBieHus [IO wu
obopyaoBaHus;

yrpo3sl pusndeckoro pocryna Kk komrnonentam UCIT/IH;

yrpo3bl JKCIUTyaTauMu ys3BuMocTedt B cucremHoM [1O, mnpuxnagaom [10O,
CpelCTBax 3alllMThl MH(OpPMALIMHU, CPEACTBAaX KpUNTOrpaguuecKoi 3almMThl HHPOpPMaLIUH,
annapaTHbIX koMnoHeHTax MCI1/{H, MukponporpaMMHOM obecrieueHu ;

yrpo3bl, CBSI3aHHBIE C UCIIOJIH30BAHUEM CETEBBIX TEXHOJIOTUH;

YIpo3bl HHXKEHEPHOH HHPPACTPYKTYPHI;

Yyrpo3bl, CBSi3aHHblE C OTCYTCTBMEM CHCTEMbl PpErucCTpallM¥  COOBITHMA
UH(POpPMALIMOHHOW 0e30MacHOCTH;
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yrpo3sl, CBi3aHHbIe ¢ KoHTposieM 3amuiesHoctd UCI T/ 1x;

yIpo3bl, CBA3aHHbIE C IIEPEXBATOM 3alIMILAeMOi HHPOPMALUU NP ee repeaaye o
KaHajlaM CBSI3H.

6.4.2. UCI1[11 MHOTOTIPO(UIIBHBIE:

YIpo3bl YTEYKH HHPOPMALIMH 110 TEXHUYECKUM KaHaIaM;

yrpo3bl ucrnosib3oBanus mrtatHbiX cpeactB MCII[AH ¢ uensio coBepliueHus
HECaHKIIMOHUPOBAHHOIO JOCTyNa K HH(pOpMaL1y;

yTpO3bl HApYyIIeHUs JOCTYITHOCTH HH(POpPMAIIUH;

YIpO3bl HAPYUIEHHUS LEIOCTHOCTH HH(POPMALIUH;

yrpo3bl HeIeKJIapupOBaHHBIX BO3MOXKHOCTeH B cucteMHoM [10 u npuxnagaom [10;

YIpo3bl, He SIBIISIOLUECS aTaKaMH;

yrpo3bl HECAaHKIMOHHUPOBAHHOIO JIOCTYIA, CO3AAlOIIMe MPEANOChUIKA IS
peanu3aluyd HECaHKLIMOHUPOBAHHOIO JOCTyNa B pe3yJbTaTe HapyIIeHUs MPOLEIypbl
aBTOPHU3ALIUU U ayTeHTU(DUKALINH;

yrpo3bl HECAHKLIMOHMPOBAHHOTO JOCTYyNa K MHGOpMAlMU B pe3ysibTaTe Ci1abocTH
IpoLeAyp pa3rpaHUYeHHUs POJIei U MTOJIHOMOYHH, MPaBUJl yIIPaBIeHUs J0CTYIOM;

yrpo3sl OIIMOOK/BHECEHMS YSI3BUMOCTEH TNpU NPOEKTUPOBAHMM, BHEIPEHUU
UCI1/1n/cucremsl uadopmanuronsoi 6ezonacioctu UCI/1x;

yrpo3bl OLIMOOYHBIX/IECTPYKTUBHBIX 1€HCTBUH JIULL;

yrpo3bl HapyIIeHUs KOH(UIEHIIHATIBHOCTH;

yrpo3bl IPOrpaMMHO-MaTeMaTHYE€CKUX BO3EHCTBHIA;

yrpo3bl, CBSI3aHHBIE C UCTIOJIB30BAHUEM TEXHOJIOTHI BUPTYaIU3alluu;

yIpo3bl, CBSI3aHHBIE ¢ HAPYIIEHUEM ITPaBUJI SKCIUTyaTal[ii MAlIMHHBIX HOCUTEJIEH;

yrpo3bl, CBSI3aHHbBIE C HapylleHHeM mpouenayp yctaHoBku/oOHoBieHus [10 wu
o0opy10BaHuUS;

yrpo3sl ¢puzndeckoro pocryna k komrnonenram UCI/ xH;

yrpo3bl 3KCIUlyaTauuu ys3BuMmoctedt B cuctemHoMm [1O, npuxnagaom [10,
CpeACTBax 3allUThl UHPOPMALMH, CPEACTBAX KPpUNTOrpadUyecKoi 3aluThl HHPOpMAIHH,
anmnapatHbix komnonentax UCII/IH, MukponporpaMMHOM oOecrieYeHuH;

YIpO3bl, CBSI3aHHBIE C UCIOJIb30BAHUEM CETEBBIX TEXHOJIOTHH;

yIpO3bl HH)KEHEPHOU UHPPACTPYKTYPHbI;

yIpo3bl, CBsI3aHHbIE C  OTCYTCTBHEM CHUCTEMbl perucTpauiu  COOBITHI
HHPOPMALMOHHOW O€30MaCHOCTH;

yIpo3bl, CBsI3aHHbIE ¢ KOHTpoJieM 3auuinennoct UCTT/IH;

YIpO3bl, CBS3aHHbIE C MepeXBaTOM 3allMilaeMoil HHPOpMaALMK NPy ee repeaaye o
KaHaJlaM CBSI3H.

6.4.3. UCITIn nnst OpranoB u opranu3auuii PecriyOauku TarapcraH:

yrpo3bl yTeYKH HHPOPMAIIUH 110 TEXHUYECKUM KaHajam;

yrpo3sl ucrnoiab3oBaHus wratHbix cpeacrB MCII[H ¢ wenbpio coBeplueHHs
HECaHKLIMOHMPOBAHHOIO JOCTYyNa K MH(POpMAIUH;

yIpO3bl HapyIlIeHUsl JOCTYTHOCTH UH(POPMAIIUH;

yrpo3bl HapyIlIEHUs LeJOCTHOCTH HH(OpMaInH;

yIrpo3bl HEAEKIapUPOBAaHHBIX BO3MOXXHOCTEH B cucteMHOM [10 u npuknaaaom [10;

yIpO3bl, He SBJISIOLINECS aTaKaMH;
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yrpo3sl HECAaHKIMOHHUPOBAHHOTO JOCTYMa, CO3JAlOLIMe TMPEANOCHUIKH IS
peaM3alil HECaHKIMOHUPOBAHHOIO JOCTyNa B pe3yJbTaTe HApPyLICHUS MpOLeIyphl
aBTOpH3aLMH U ayTeHTU(UKALINH;

yrpo3bl HECAaHKLIMOHUPOBAHHOIO JOCTyNa K MH(pOpMaLUU B pe3yibTaTe clabocTu
MpOLEAYP pa3rpaHUYeHus POJIeH U MOJTHOMOUHUMA, TPaBUIl YIIPaBI€HUs JOCTYIIOM;

yrpo3bl OLIMOOK/BHECEHUsl YSI3BUMOCTEH TIpH NPOEKTUPOBAHUH, BHEAPEHHUH
NCITn/cucrembl nHbopmanronnoi 6ezonacnoctd MCII/IH;

yrpo3bl OLIKMOOYHBIX/1€CTPYKTUBHBIX I€HCTBUH JINLL;

yrpo3bl HapylIeHUs KOH(UIEHIIMAIbHOCTH;

yIrpo3bl MPOrpaMMHO-MaTEMAaTUYECKUX BO3/I€HCTBUH;

yTpo3bl, CB3aHHBIE C HCTIOJIB30BaHUEM TEXHOJIOTUI BUPTyaIU3alluu;

yTpO3bl, CBA3aHHBIE ¢ HAPYIICHUEM IIPaBUJI IKCIUTyaTallii MALIMHHBIX HOCUTEJIeH;

yrpo3bl, CBSi3aHHbIe C HapylleHueM mpoueayp ycraHoBku/oOHoBieHus [1O wu
o0opy10BaHuUS;

yrpo3sl ¢puzuyeckoro pocryna k komrnonenram UCI/IxH;

yrpo3sl 3KcIulyatauuu ysi3Bumoctedt B cucteMHoMm [1O, npuxnagnom I1O,
CpelcTBaX 3allUThl HUH(GOPMAIMK, CPEICTBAX KPUNTOrpaduIecKor 3aluThl HH(OPMALIWH,
anmnapatHbix komnonentax MCIT/IH, MmukponporpaMMHOM obOecrieueHunH;

yrpo3bl, CBSI3aHHBIE C UCTIOJIb30BAHUEM CETEBBIX TEXHOJIOTHM;

yrpo3bl HH)XEHEPHOU HHPPACTPYKTYPHI;

yrpo3bl, CBSi3aHHbBIE C  OTCYTCTBHEM  CHCTEMBbl  perucTpaluu  COOBITH
WHGOPMaLIMOHHOM 6€3011acHOCTH;

yrpo3sl, CBsi3aHHbIE ¢ KOHTposieM 3amuuienHoctd MCIT/H;

Yrpo3bl, CBSI3aHHBIE C NIEPEXBATOM 3allMINAaeMON HH()OPMALMHK IIPH €€ Mepeaade 1o
KaHajaM CBSI3H.

6.5. BenomctBennbie UCII/H:

yIpo3bl YTeYKH HHPOPMAIUH 110 TEXHUYECKUM KaHalaMm;

yrpo3sl ucronb3oBaHus wtatHeix cpeacts MCII[lH ¢ wuenbto coBepiieHus
HECaHKLIMOHMPOBAHHOIO JOCTYyNa K MHPOpMaLIH;

yrpo3bl HapyIIeHUsl JOCTYTTHOCTH UH(pOpMaLIUH;

yrpo3bl HapyIIeHHUs [eJIOCTHOCTH UH(pOpMalLUy;

yrpo3bl HeIeKJIapUpPOBaHHBIX BO3MOXKHOCTeH B cucteMHoM 110 u npuknaguom [10;

yIpo3bl, HE SBJISAIOIIMECS aTaKaMH;

yrpo3bl HECAaHKIIMOHMPOBAHHOTO JOCTYIA, CO3Jal0lIHe MPEeANOChUIKH  JUIs
peanu3aliii HECAHKIIMOHUPOBAHHOIO JOCTyNa B pe3yJbTaTe HapyLICHHs MPOLEIypHI
aBTOPH3AIMHU M ayTeHTU(DUKALUY;

yrpo3bl HECAaHKIIMOHMPOBAHHOIO JOCTyNa K MHGOpMalUu B pe3ybrare ci1abocTH
MpoLeayp pa3rpaHHYeHus poJiel U TIOJTHOMOYHMA, TPaBHJI YTIPABICHHS TOCTYIIOM;

yrpo3sl OIIMOOK/BHECEHHUs YS3BUMOCTEH TIpU IPOEKTUPOBAHUH, BHEIPEHHH
UCTI/1n/cucremsl uadopmarmonHoi 6ezonacHoctu UCI1/1H;

yrpo3bl OLIMOOYHBIX/IECTPYKTUBHBIX JEHCTBUH JIULL;

yrpo3bl HApYILIEHUSI KOHPUACHIIUATbHOCTH;

yTpO3bI MPOTPAaMMHO-MATEMaTHYECKUX BO3EHCTBUN;

yTpO3bl, CBSI3aHHBIE C UCTIOJIH30BAHMEM TEXHOJIOTHI BUPTYaIU3aIHH;

YTpO3bl, CBSI3aHHBIE C HAPYIIEHHEM MPaBHJI IKCILUTyaTalliH MAIIHHHBIX HOCUTEIIECH;
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yrpo3bl, CBSI3aHHBIE C HapylIeHHeM TMpouenyp ycraHoBku/oOHoBieHus [IO wu
obopyaoBaHHMS;

yrpo3ssl ¢uzuueckoro pocryna Kk komnonenram MCI1/IxH;

yrpo3sl JKcrutyaTauuu ys3Bumocted B cucreMHoMm [1O, mnpuxnagnom [10O,
CpeACTBax 3allUThl HHPOPMALMH, CPEICTBAX KpUNTOrpadUIecKoi 3aluThl HHPOPMAIUH,
anmnapaTHbIX koMnoHeHTax MUCI1/IH, MukponporpaMMHOM obecrieyeHuH;

yIpO3bl, CBSI3aHHBIE C UCIIOJIb30BAHUEM CETEBBIX TEXHOJIOTUH;

yIpO3bl HH)XXEHEPHOH HH(PACTPYKTYPBI;

yrpo3bl, CBSi3aHHbIE C OTCYTCTBHEM CHCT€MBl PErucTpaldd  COOBITHH
UHPOpPMALIMOHHOW 0e30MacHOCTH;

yrpo3bl, cBsi3aHHble ¢ KoHTposieM 3atnuiieHHoct UCIT/H;

yIpO3bl, CBS3aHHbBIE C MIEPEeXBATOM 3alMINAeMOi MHPOPMALIMK NIpHU ee nepeaade 1o
KaHajaM CBSI3H.

6.6. Cimyxebusie UCI1/IH:

6.6.1. UCII/In Oyxrantepckoro y4dera v ynpasieHus: GMHaAHCAMHU:

rpo3bl yTeYKH UH(OPMALIUU MO0 TEXHUYECKUM KaHaJlaMm;

rpo3sl ucrnons3oBaHuss wTatHeiX cpeactB UCIL[IH ¢ uwensio  coBepiieHus
HECAHKIMOHUPOBAHHOIO 10CTyNa K HH(pOpMaLuy;

yrpo3bl HAPYIIEHUS TOCTYIHOCTH HH(MOPMAIIUH;

YIpO3bl HApYyILLIEHHUs LETOCTHOCTH HHPOpMAILUH;

yrpo3bl He/IeKJIapupOBaHHBIX BO3MOKHOCTeH B cucteMHoM 10 u npukimagaom [10;

yTPO3bl, HE SBISIOLINECS aTaKaMU;

yrpo3bl HECAaHKLMOHMPOBAaHHOIO [JOCTYIA, CO3JAIOLIME MPEeANOChUIKH IS
peanu3aluy HECAaHKIIMOHUPOBAHHOIO IOCTyMa B pe3yjbTaTe HapyIIeHHs IPOLEIypbl
aBTOpH3allMK U ayTEeHTU(UKALIUHY;

yrpo3bl HECAHKIIMOHUPOBAHHOIO J1OCTyINa K MH(OpMalLMK B pe3ysibrare clabocTH
NpoLeAyp pasrpaHUYEeHHs POJIei U MOJTHOMOYUHN, IPABUII YIIPABICHHS JI0CTYTIOM;

yrpo3bl OLIMOOK/BHECEHUs YSI3BUMOCTEH TIpH NPOEKTUPOBAHUHM, BHEAPEHUH
UCTIIn/cucremsl uabopmanmonnoi 6ezonacuocti MCIT/IH;

YTpO3bl OLIMOOYHBIX/IECTPYKTUBHBIX JEHCTBU JTUIL;

Yrpo3bl HapylIeHUs1 KOHPUAECHIUATbHOCTH;

yIrpO3bl IPOrpaMMHO-MAaTEMaTUYECKUX BO3ICUCTBUN;

YIpO3bl, CBSI3aHHbIE C HCMOIb30BAaHHEM TEXHOJIOTHI BUPTYalIU3allHH;

yrpo3bl, CBSI3aHHBIE C HAPYIIEHUEM MPABUJI SKCILTyaTallii MAllIMHHBIX HOCHTEJIEH;

yrpo3sl, CBSi3aHHblE C HapylleHHeM Mpouenayp ycraHoBku/oOHoBieHus [10 wu
obopyaoBaHus;

yrpo3sl ¢pusznyeckoro goctyrna k kommnornenram UCI1/Ix;

yrpo3bl 3KCIUlyaTallMM ysi3BUMocTedl B cuctemMHom [1O, npuxnagaom [10,
Cpe/CTBax 3allUThl HMH(POPMALIMH, CPENICTBAX KPUIITOrpaduiecKoi 3auThl HHGOPMALIKH,
anmnapatHblx komnoHeHtax MCII/IH, MukponporpaMmMHOM O0OecCrieYeHNH;

yIpO3bl, CBSI3aHHbIE C UCMOJIb30BAHHEM CETEBBIX TEXHOJIOTHIA;

yIpO3bl HH)KEHEPHON UHPPACTPYKTYPHI;

yrpo3bl, CBSI3aHHbIE C  OTCYTCTBHEM  CHUCTEMbl  PETHCTpalliK  COOBITHIA
UH(POPMALIHOHHOM O€30MaCHOCTH;

yIpo3bl, CBsA3aHHbIE ¢ KOHTposieM 3aiuiienHoctd UCTT/H;
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yrpo3bl, CBSI3aHHbIE C NEPEXBATOM 3aLUILAEMON HH(OPMALMK NIPU ee repeayde 1o
KaHajaMm CBS3H.

6.6.2. UCII/ln xagpoBoOro yyera u yrnpasJieHUs [1EpCOHAIIOM:

yrpo3bl yTeUKH HHOPMALIMK MO TEXHUYECKUM KaHaJlaM;

yrpo3sl ucnonb3zoBaHus wTaTHeIX cpencts MCII[lH ¢ wensto coepuieHus
HECAHKIIMOHUPOBAHHOTO 10CTyNa K HHPOpMaLUy;

yrpo3bl HapyLIEHUsl JOCTYITHOCTH UH(OpPMaIIUH;

yrpo3bl HapyILLIEHUs LEJIOCTHOCTH HH(POpMALIUH;

yIrpo3bl HeJIeKIapupOBaHHBIX BO3MOXKHOCTeH B cucteMHOM [10 u npuknagnowm [10;

yIrpo3bl, HE SABJISIOIINAECS aTaKaMu;

yrpo3bl HECaHKIMOHUPOBAHHOIO JIOCTYMa, CO3JAlOLIMe MPEeANOChUIKA IS
pean3aly HECaHKLMOHUPOBAHHOIO JOCTyIla B pe3yJibTaTe HapylUeHUs IpOLEaypbl
aBTOpH3aLMK U ayTeHTU(UKALIUH;

yrpo3bl HECAHKIITHOHWPOBAHHOTO JIOCTyINa K WH(GOpPMAIMU B pe3ysbTare clabocTH
NpoLeayp pa3srpaHUUEHUs posiel U MOJTHOMOYHIA, TpaBuJl yIIpaBICHHS JOCTYIIOM;

yrpo3bl OLIMOOK/BHECEHMsSI YSI3BUMOCTEH TNpU MNPOSKTUPOBAHMM, BHEIAPEHUU
UCIT1n/cucremsr nHpopmanmronnoi 6ezonacHoctu MUCIT/H;

yrpO3bl OLIMOOYHBIX/1€CTPYKTUBHBIX 1€HCTBUM JIULL;

yTrpo3bl HapyIIEHUs] KOHPUIACHIIUATbHOCTH;

yrpo3bl IPOrpaMMHO-MaTeMaTHUYeCKUX BO3IEHCTBHIA;

yrpo3bl, CBSI3aHHBIE C HAPYIIEHHEM MPaBHJI AKCIUTyaTallid MAalIMHHBIX HOCUTEIEH;

yrpo3bl, CBsi3aHHblE C HapyllIeHHeM mpoueayp ycTaHoBku/oOHOBieHus [0 wu
obopyaoBaH#uS;

yrpo3sl pusnyeckoro gocryna k komnonenram UCI1/IH;

yrpo3bl 3KCIUlyaTauuu ysi3BuMocTteit B cuctemHom [1O, mnpuxnagaom I10O,
CpecTBaxX 3allUThl MHPOPMALMH, CpeICTBAaX KpUNTOrpadGuyeckoi 3auThl HHGOpMAIUH,
annapaTHbIX KoMnoHeHTax MCI1/IH, MukponporpaMMHOM oOecrieueHu;

YTPO3bl, CBSI3aHHBIE C UCIIOJb30BAaHUEM CETEBBIX TEXHOJIOTHIA;

yrpo3bl HHXXEHEPHOH HHPPACTPYKTYPHI;

yrpo3bl, CBsI3aHHbIE C  OTCYTCTBUEM CHUCTEMbl PErMCTpAlUU  COOBITHH
UHPOPMALIMOHHON 0€30MacHOCTH;

yrpo3bl, CBsi3aHHble ¢ KOHTposeM 3auuiieHHoctd UCIH;

yrpo3bl, CBSI3aHHBIE C TIepeXBaTOM 3alliillaeMoi HH(GOPMaLIUU TPU ee Tepeaade 1o
KaHajiaM CBSI3H.

6.6.3. UCI1/IH nokyMeHTOO0OpOTa U AeJIONPOU3BOACTBA:

yrpo3bl yTeYKd HH(POPMALIUK 110 TEXHHYECKHM KaHallaM;

yrpo3el ucnons3oBaHuss wratHeiX cpeactB MCIIJIH ¢ wuenbo coBepliueHUs
HECAaHKL[MOHMPOBAHHOI'O JI0CTyNa K WHPOpMaIIUH;

yrpo3bl HapyILIEeHUsl JOCTYTHOCTH HH(pOpPMAIIUH;

yrpo3bl HApYILLIEHUS LIETOCTHOCTU UH(OPMALIUH;

YyIpO3bl HeJIeKJIapHPOBaHHBIX BO3MOXKHOCTeH B cucteMHoM 10 u npuxiagsom I10;

yIpO3bl, HE SBISAIOIIAECS aTaKaMu;

yYrpo3bl HECaHKLMOHMPOBAaHHOIO JOCTYIa, CO3JAlOIIUe MPEeANOChUIKH IS
pealu3aliy HECAaHKIHOHUPOBAHHOIO JOCTylla B pe3yibTaTe HapyLIEHHUs] MPOLELYpbI
aBTOpPU3ALIUU U ayTEeHTH(UKALINH;
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yrpo3bl HECAaHKIMOHUPOBAHHOIO JOCTyNa K MH(OpMalUuUU B pe3yibTaTe ciabocTu
NpoLeayp pa3rpaHHUuEHUs POJiel U MOJHOMOYHHM, ITpaBUIl YIIPABICHUS JOCTYIIOM;

yrpo3bl OLIMOOK/BHECEHMsI YS3BUMOCTEH TNpU NPOEKTUPOBAHMM, BHEIPEHUH
UCT1n/cucrembr napopmanronnoi 6ezonacaoctu MCII/1H;

yrpo3bl OMIUOOYHBIX/NECTPYKTUBHBIX ACUCTBUH JIHII;

yrpo3bl HapylleHUs KOH(UIEHIIMAIbHOCTH;

yTpO3bl IPOrPaMMHO-MaTEMaTUYECKUX BO3/IEHCTBUN;

yTPO3bl, CBSI3aHHBIE C UCIIOJb30BAHUEM TEXHOJIOTUN BUPTYaJIM3aLUH;

yTpO3bl, CBSI3aHHBIE C HAPYLIEHUEM MPABUII SKCIUTyaTallui MAalIMHHBIX HOCUTEIEH;

yrpo3bl, CBSi3aHHBIE C HapylleHHeM mpoueayp ycraHoBku/oOHoBieHus [10 wu
o0opy10BaHuUS;

yrpo3sl pusnyeckoro gocrymna k komnonenram UCI1/1H;

yrpo3sl I3KCIulyatauuu ys3Bumocted B cucremMHoM [10, npukinagnom [10,
CpeacTBax 3allMThl HHGOPMALIMHU, CPEICTBAX KpUnTorpaguueckon 3amTbl HHGOpMaLIUy,
annapaTtHbIx koMnoHeHTax MUCI1/lH, MuKkponporpaMMHOM oOecrieueHuy;

yIpo3bl, CBSI3aHHBIE C UCTIOJIH30BAHUEM CETeBBIX TEXHOJOTHIA;

yIpO3bl UHKEHEPHO HHDPACTPYKTYPHI;

yrpo3bl, CBsI3aHHbIE C OTCYTCTBUEM CHUCTEMbl pPETrUCTpalMud  COOBITHH
uH(bOpMaMOHHON O€3011aCHOCTH;

yrpo3sl, cBsi3aHHbIe ¢ KOHTposieM 3amuuieHHoctH MCIT/H;

yIpo3bl, CBSI3aHHBIE C TIEPEXBATOM 3alMIaeMOi HH(GOPMALIMU MIpU ee repeaaye 1mno
KaHajlaM CBSI3H.

6.6.4. UCI1/In noanepxuBaromue:

yrpo3bl yTeYKH HH()OPMALIUH 110 TEXHUYECKUM KaHaJlaMm;

yrpo3el ucrnojp3oBaHus wratHeix cpeactB MCIIJH ¢ uenbio coBepliieHuUs
HECaHKLIMOHMPOBAHHOIO JOCTyNa K MHPOpMaLH;

yrpo3bl HapyILIE€HUsl JOCTYITHOCTH UH(pOpMaIiH;

yrpo3bl HAPYILIEHHUS 1IeTOCTHOCTU UH(OpPMAIIUK;

yrpo3bl HeJIEKJIapUPOBaHHBIX BO3MOXkHOCTeH B cucteMHoM [10 u npuknannom [10;

yrpo3bl, HE ABISIOIIMECS aTaKaMU;

yrpo3bl HECaHKIIMOHMPOBAHHOIO JOCTYIA, CO3JAIOIIME MPEANOCBUIKK  JUIS
peaiv3aliii HECaHKLMOHMPOBAHHOIO JOCTyNa B pe3yJbTaTe HapyLIeHWs MpoLeayphl
aBTOpU3aLlMU U ayTeHTU(DUKALINH;

yrpo3bl HECaHKIIMOHUPOBAHHOIO JOCTyINa K MH(OpMalMH B pe3yJsibraTe ciabocTH
npoLeIyp pa3rpaHUYEHUs posiel U TTOJTHOMOYHMA, TPaBUI YIIPABJICHHS IOCTYIIOM;

yrpo3sl OWMOOK/BHECEHUS YS3BUMOCTEH TMpU MPOEKTUPOBAHUU, BHEIPEHUH
UCIT/In/cucremsl nuapopmannonHoi 6esonacnocty MCIT/H;

yrpo3bl OIIMOOYHBIX/AECTPYKTUBHBIX AEUCTBUH JIHLL;

yTpO3bl HapyIIeHHUs] KOHPUIEHIUATbHOCTH;

yIrpo3bl IPOrpaMMHO-MaTEMAaTUYECKUX BO3/ICHCTBUI;

yTPO3bl, CBSI3aHHBIE C UCIOJb30BaHUEM TEXHOJIOTUH BUPTYyalU3alliy;

yTpO3bl, CBSI3aHHbIE C HAPYIIEHUEM MPAaBUII SKCILTyaTalldd MAalTHHHBIX HOCHTEIEH;

yrpo3bl, CBSI3aHHbIE C HapylIeHHEM Npoueayp ycTaHOBKH/oOHOBieHus [10 wu
obopyioBaHus;

yrpo3sl pusnyeckoro gocrymna Kk komnonentam UCIT/Ix;
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Yyrpo3bl 3KCIulyarauuu ys3BuMocted B cucteMHoMm [1O, mnpuxnagaom I10O,
CpeACTBax 3allUThl MHGOPMALUK, CPeACTBAX KPpUNTOrpahuuecKoi 3auMThl HHPOPMALIUH,
annapatHbix komnonentax MCIT/IH, MukpornporpaMMHOM obecrieyeHuu;

YTPO3bl, CBI3aHHBIE C UCIIOJIb30BAaHUEM CETEBBIX TEXHOJIOTHA;

yrpo3bl HHXXEHEPHOH HHOPACTPYKTYPHI;

yrpo3bl, CBSI3aHHbIE C OTCYTCTBHEM CHCT€MBl PErHCTpallid  COOBITHH
UH(QOPMaLIMOHHON 0€30MacHOCTH;

yIpo3bl, CBsI3aHHbIE ¢ KOHTposieM 3amuiieHHoctd UCTT/IH;

Yrpo3bl, CBSI3aHHbIE C NEPEXBATOM 3allMIaeMoil UH(pOpMaIK NIPU ee repeayde 1o
KaHajam CBSI3H.



[Tpunoxenue Ne 1

K [Tonoxxenuto 06 onpeneneHuu
aKTyaJIbHbIX Yyrpo3 0€301acHOCTH
MEPCOHAJIBHBIX JaHHBIX MPU UX
oOpaboTke B MH(POPMAITUOHHBIX
CHUCTeMaX MepPCOHANBHBIX JaHHBIX
Pecny6nuku Tarapcran

Pacuiupennsiit nepeueHb
yrpo3 0€30MacHOCTH NePCOHAIBbHBIX JAHHBIX B MHPOPMAIIMOHHBIX CHCTEMAX TEPCOHATBHBIX JJAHHBIX

Ne HaumeHnoBanue yrpo3bl 6€3011aCHOCTH MEPCOHANBHBIX JaHHBIX B | MCTOUHMKH yrpo3bl 6€30MacHOCTH OO6BekT BO3/IEHCTBIS
n/n HUCIu* NEePCOHAJILHBIX JJAHHBIX
1 2 3 4
1. Yrpo3bl yTeukd HHPOPMAIIHHU 110 TEXHUYECKUM KaHaJlaM
1.1. YTrpo3bl yTeUKH aKyCTHYECKON HH(DOpMAIUU
1.1.1. | Mcnonp3oBanue HanpaBJIeHHBIX (HEHANPABIEHHBIX) MUKPO(OHOB
BO3/IYIIHOH TPOBOJIMMOCTH JUISl CheMa aKyCTHYECKOrO U3Ty4YEeHHUSs
MH(POPMATUBHOTO PEYEBOr0 CUTHANIA
1.1.2. | Ucnonp30BaHne  «KOHTAKTHBIX MHKPO(OHOB» Ui  CheMa
BHOPOAKYCTHYECKHX CHTHAJIOB
1.1.3. | Uconb3oBanue  «Ia3epHBIX ~ MUKPO(OHOB» Uil  CheMa
BHOPOaKyCTHYECKHX CHTHAIIOB
1.1.4. | Ucnonb3oBanre  cpenctB  BY-maBsseBanust  juii chema

SJIEKTPUYECKUX CHTHAJIOB, BO3HUKAIOMINX 33 CYET «MUKPOPOHHOTO
3] dexTa» B TEXHHUECKUX cpeficTBaX 00paboTKu HHpOpMAIUH |

*Cnucok UCToNb30BaHHBIX COKpaIeHHH — Ha cTp.40.
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BCIIOMOTATENbHBIX ~ TEXHHYECKHX CpeJCTBAX H  CHCTEMax
(pacnpocTpaHsIOTCS 1O MPOBOJAAM W JIMHHUSIM, BBIXOJSAIIMM 34
npejielibl c1ykeOHBIX TTOMEIEHH i)

[Ipumenenne cpesctB BU-00mmyuenus uist cheMa paiionsiydeHusl,
MO/TyJIMPOBAHHOTO MH(OPMATUBHBIM CHTHAJIOM, BO3HHKAIOLIETO
NOPH  HENOCPEJICTBEHHOM  OOJIy4EeHHH TEXHHYECKHX CpEICTB
00pabotku WHPOPMAIMH W  BCIOMOTATEbHBIX TEXHHYECKUX
cpesicTB U cucteM BYU-curnaiom

[IpiMeHenHe aKyCTOONTHYECKMX MOJYJISTOpOB Ha Oase
BOJIOKOHHO-ONITHYECKOH CBS3H, HAXOAAIMXCS B I0JIe€ aKyCTH-
YECKOr'0 CUTHaJIA («ONTUYECKUX MUKPO(OHOBY)

1.2

VYrpo3sl yreuku Bu10BO# HHDOpMAIIHK

121,

BusyanbHbIi mpocMOTp Ha 3KpaHaxX JUCIUIEEB U JIPYTUX CPEJCTB
OTOOPaXEHUSI CPEJICTB BBIYUCIUTENLHOW TEXHHKH, H3MEPH-
TEJIbHO-BBIYHCIIUTENIBHOTO KOMIUIEKCAa, BXOIAIIAX B COCTaB
UHPOPMAITMOHHBIX CUCTEM

L2.2:

BusyanbHblii mpOCMOTP € MOMOINBIO ONTHYECKUX (ONTHKO-
9JIEKTPOHHBIX) CPEJICTB HA HKpaHaAX JUCILIEEB M JAPYTHX CPEACTB
OTOOpaXkeHUs! CPEJCTB BBIYHCIUTENBLHOW TEXHHKH, H3MEpH-
TEJIbHO-BBIYMCIIUTEIIBHOIO KOMILIEKCa, BXOJSMUIMX B COCTaB
UH(POPMAIIMOHHON CHCTEMBI

1.2.3.

Hcnonb3oBanue crenHaNbHBIX JIEKTPOHHBIX YCTPOMCTB CheMa
BUJI0BO# HH(pOpMaIHH (BUICO3aKIIAKH)

L2

YFPOZ}B] YTCUKH HHdJOpMal.I,HH 10 KaHajiaM MoOOYHBIX JICKTPOMAarHHTHBIX HBqueHHﬁ H HaBOJIOK

L3l.

[IpuMenenne crenuanbHBIX CPEJCTB PErHCTPAldM MOOOYHBIX
9JICKTPOMAarHUTHBIX H3Iy4eHUH M HaBoJok orT TC u nuHMH
nepejayn uHGOpMaMK (IIPOrpaMMHO-AMIAPATHBI KOMILIEKC,
CKaHEpHbIE NPUEMHUKM, LU(POBbIE aHATM3ATOPHI  CIIEKTPA,
CEJIEKTHBHBIE MUKPOBOJIETMETPbI)
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IIpiMeHenHe TOKOCHEMHHUKOB IS PErHCTPAlAH  HABOJOK
MH(OPMATHBHBIX CHrHaIOB, oOpabarbiBaembix TC, Ha nemnwm
SJIEKTPONIUTAHUS W JIHHHH CBSI3H, BBIXOAAIIMX 33 IpeeiTbl
CIy)KeOHBIX TTOMEIeH

183

IIprmMenenne crieluanbHBIX CPeJICTB PErHCTPAIMH PAHOU3ITYYEHHUIH,
MOJIyJIMPOBAHHBIX HH(MOPMATHBHBIM CHTHAJIIOM, BO3HHMKAIOIINX
npu paboTe pasIMYHBIX IEHEPATOPOB, BXOAAIMMUX B coctaB TC
HHOOPMALMOHHON CHUCTEMbl, WM NPH HAIWYMH [Apa3HTHON
reHeparuu B yznax TC

1.3.4.

IlpuMeHenne crnenManbHBIX CPEACTB  PETHCTPAllUH  PajHo-
u3ydeHuid, QGopmupyembix B pesynbratre BY-o6mydenuss TC
HMH(DOPMAIMOHHOM CHCTEMBI, B KOTOPBIX MPOBOJUTCS 00paboTKa
HUH(OPMATHBHBIX CUTHAJIOB — MAPAMETPHUYECKUX KAHATIOB YTEUKH

Yrpo3s! uenonbzosanus mwratHbix cpeacts MCIIH ¢ 1enbio coBepiieHus HeCAHKIIMOHUPOBAHHOTO JI0CTY

na K uHpopmMaruu

Yrpo3a HEKOPPEKTHOTO HCTOb30BaHus Gyrkimonana [10

Bremnuii Hapymmrens co cpeHum
NOTEHIHAIIOM, BHYTPEHHHH HapyIlIH-
TeJIb CO CPETHUM MOTEHIIHAIOM

IMCYCHHE

Cucremnoe I10, npuknaanoe 10,
ceresoe 10, muKponporpamMmeoe
obecrnieyenue, anmaparHoe obec-

2.2

Vrpoza  HempaBOMEPHOIO/HEKOPPEKTHOTO
uHTepdeiica B3aMMOIEHCTBHS C IPHIIOKEHHEM

HCIIOJIL30BAHHSA

BHemHui HapylmuTeNnb co CpeaHHM
NOTEHIIHAJIOM, BHYTPEHHHI HapyIIH-
TeJb CO CPEIHUM MOTEHIIHAJIOM

obecnieyenue, peectp

Cucremnoe I10, npuknagnoe 110,
cereBoe [10, mukpomnporpammHoe

23,

Yrpo3a HECAHKIIMOHHUPOBAHHOIO M3MEHEHHS ayTeHTH(HKAIMOH-
HOM nHpopManuu

Bremnuii Hapymmrens ¢ HH3KHM
MOTEHIIUAJIOM, BHYTPEHHHH HapyIIH-
TeJIb C HU3KUM MOTEHIHATIOM

Cucremnoe I10, ob6bekrsl (aiino-
BOM CHCTEMBI, YYeTHBIE JIaHHBIE
110JIb30BaTENIS, PEECTp

2.4.

Yrpo3a HECaHKIIHOHHPOBAHHOTO WCIIOJIb30BAHUS [IPHBHIIETHPO-
BaHHbIX (pyHKIMI BIOS

BHemHuil HapymuTelb ¢ BBICOKHM
MOTEHIHAJIOM, BHYTPEHHHH HapyIIH-
TeJIb ¢ HU3KHM TTOTEHIIHAJIOM

poIporpaMMHoOe
BIOS/UEFI

AnmnaparHoe obecriedeHue, MHK-

obecrnieyenue




1 2 3 +
2.9, Jloctyn B onepanmuoHHYIO cpeay (JIOKIbHYIO ONEpalHOHHYIO
cucreMy otaenbHoro TC  uHpOpMALMOHHON CHCTEMBI) €
BO3MOXHOCTBIO BBINOJIHEHUS HECAHKIHOHHUPOBAHHOIO JIOCTYIIA,
BBI30BOM IITATHBIX MPOLEAYP HIM 3alycka CrelHalbHO
pa3paboTaHHBIX IPOrpamMm
YTrpo3sl HapyIeHUs IOCTYIHOCTH WHPOPMAITHH
3:1. Yrposa JUIMTENBHOIO yJep)KaHHsl BBIYHCIHTEIBHBIX pecypcoB | Buemnuii Hapymmrens ¢ Huskum | Uadopmanmonnas cucrema, cere-
N0JIb30BATEJIIMH MOTCHIHAJIOM, BHYTPEHHHH HApyIIH- | BOW y3el], HOCUTENb HH(POPMALIHH,
TeJb ¢ HU3KHUM ITOTEHI[HAIIOM cucteMioe I1O, cereBoe IO,
ceTeBo Tpaduk
3.2 Yrpo3a Hapyumienuss paGoTOCTIOCOOHOCTH TI'pHJI-CHCTeMbI NpH | BHemmuii Hapymmrens co cpeanum | I'puja-crcrema, ceTeBoii Tpahuk
HETHIIMYHOMN CEeTeBOil Harpy3ke MOTEHIMAJIOM, BHYTPEHHUH HapYIIIH-
TEJb CO CPETHUM MOTEHIIHAJIOM
a3 Yrpo3a HECaHKIHOHMPOBAHHOTO JIOCTYNa K THIEepBH30py H3 | BHemmmii HapymmTens co cpeanum | umepsusop
BHPTYaJIbHOH MallHHbI U (WJIH) (H3HYECKOMH CeTH MOTECHIIHAIIOM, BHYTPEHHHH HapyIlIu-
TEJb CO CPETHUM MOTEHIIHAJIOM
3.4. Yrposza oTkaza B 3arpy3ke BXOJHBIX JaHHBIX HEH3BECTHOro | BHyTpeHHWil HapymHTesb ¢ HU3KMM | XpaHWIHIIE OOJBIINX JAHHBIX,
(opmata XpaHWIHIIEM OOJIBIINX TaHHBIX MOTEHIHATIOM MeTaJlaHHbIe
3.5, Yrpo3a oTkaza B OOCIy)KHBaHWM CHCTEMOH XpaHeHMs NaHHBIX | BHyTpeHHuii Hapymurtens ¢ Hu3kuMm | CHCTeMa XpaHEHHs JAHHBIX CY-
CyIepKoMIbloTepa NOTEHIIAJIOM NePKOMITBIOTEPA
3.6. Yrpo3a mneperpy3kd IpH/I-CHCTEMBI BBIYHCIHMTENIbHBIMU 3ajia- | BHyTpeHHUIl HapymuTenb ¢ HU3KHM | PecypcHble NIEHTpPHI TPHI-CHCTe-
HUSMH NOTEHIIMAJIOM MBI
3.7 Yrpo3a NoBpexXACHUs] CHCTEMHOIO peecTpa Buemnuii napymmTtens ¢ HuskuM | OObexTsl  (hailioBO  CHCTEMBI,
NOTEHHAJIOM, BHYTPEHHHI HapylIH- | peecTp
TeJlb ¢ HU3KUM MMOTCHIHAIOM
3.8 Yrpo3a npuBe/ieHus1 CHCTEMBI B COCTOSIHHE «OTKa3 B 00ciykuBa- | Buemuuit Hapymmrens ¢ HuskuM | MH(pOpManHoHHas cucTeMa, ceTe-

HHH»

MOTEHIHAJIOM, BHYTPEHHHIH HapyIIH-
TeJb ¢ HU3KUM TMOTEHITHATIOM

Boil y3en, cucremuoe [1O, cere-
Boe I10, cereBoii Tpaduk
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39,

VYrposa ycuneHusi BO3AEHCTBHSL HA BBIMHCIHTENBHBIE PECYPCHI
10JIb30BaTENICH TPU TIOMOIIH CTOPOHHHX CEPBEPOB

Buemmnuii HapymmiTens ¢ HU3KHM
NOTEHI[HAJIOM, BHYTPEHHHI HapyIIH-
TEJIb C HU3KUM TOTEHIIMATIOM

HWudopmanmonnas cucrema, cere-
BoH y3eis, cucremuoe [1O, cere-
Boe [10

3:10.

VYrpo3a yTpaThl BEIYHCIUTEIBHBIX PECYPCOB

Buemnuii HapymmTens ¢ HU3KHM
NOTEHI[HAJIOM, BHYTPEHHHI HapyIIH-
TEJIb ¢ HU3KUM MOTEHIHATIOM

WUudopmanmonnas cucrema, cere-
BOM y3eJ1, HOCUTEhE HH(pOPMAIIHH,
cucremuoe I10, ceresoe I10,
ceTeBoit Tpapuk

241,

Yrpo3a BbIBOAA/BBIXOJIa M3 CTPOS OTHENIBHBIX TEXHHYECKHX
cpencTB**

302,

VYrpo3a BbIBOA M3 CTPOSI HE3ape3epBUPOBAHHBIX TEXHHYECKHX/
POrPaMMHBIX CPEJICTB/KaHAJIOB CBA3H

3.13.

Yrpo3a OTCYTCTBHMS aKTyalbHBIX pE3epBHBIX Komuii HH(pOpMa-
HHH**

3.14.

Yrposa norepu uHpopmanuu B npoiecce ee 06pabOTKH TEXHH-
YECKHMH W (MJIM) MPOTpaMMHBIMH CPEJICTBAMHU U TIPH Tepejaye
110 KaHajaM CBs3u**

315

Yrpo3a mnepenosHeHHsl KaHala CBSI3H BCJIEJACTBHE MHOXKECTBA
NapajuIe/IbHBIX MOMBITOK aBTOpU3anuu**

315

Vrpo3a HexBaTku pecypcoB HH(PpOPMAIMOHHOM CHCTEMBI JUIS
BBIIIOJTHEHUS! IITATHBIX 3aJia4 B pe3ysibTare 00pabOTKH MHO-
’KE€CTBa TapajlIeNbHBIX 3a/[a4, BBIMOJHAEMBIX OJHOH Y4YeTHO¥
3aMUChIO* *

3.1%

Yrposa BbIBOZA W3 CTpOs HH(POPMAIMOHHOM CHCTEMBI IPU
nojaye Ha HHTepdeHch HHPOPMAIMOHHOrO 0OOMEHa «HEOKHIa-
eMoii» uadopmarun**

**Ba3oBeie yrpo3sl 6e30MacHOCTH NEPCOHANBHBIX AaHHbIX B UCIT/TH.
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4. Yrpo3bl HapyHIEHUs! LETOCTHOCTH HH(OpPMaIIHH
4.1. VYrposa HapylIeHUs EeJOCTHOCTH JIaHHBIX Kellla Buemnuii napymmrens ¢ HuskuMm | Ceresoe I10
NOTEHIIMAJIOM, BHYTPEHHUI HapyIIH-
TEJb C HU3KUM MOTEHIIHATIOM
4.2. VYrpo3a HEKOPPEKTHOIO 3aJaHHsi CTPYKTYPbHI JIAaHHBIX TpaH3ak- | BHyTpeHHU HapylUIUTEeb co | CereBoit Tpaduk, 6a3a JaHHBIX,
LUH CPEIHUM TOTEHIIHAIIOM ceresoe [10
4.3. VYrpo3a nepenosHeHus 1eI04YnCICHHBIX TEPEMEHHBIX Buemnuii napymmrens co cpennum | Cucremuoe [10, npuknagnoe 110,
NOTEHIMAJIOM, BHYTPEHHUH HapymH- | ceteBoe [10
TeJb CO CPETHAM MOTEHIIHAJIOM
4.4. VYrpo3a nosiIMeHbI COJIEPIKUMOTrO CETEBBIX PECYPCOB Buemmnuii Hapymrens ¢ HuskuM | [lpukmagaoe IO, ceresoe I10,
NOTEHIIHAJIOM ceTeBoit Tpaduk
4.5. Yrposa morepu uMH(OpMAanuH BCIEACTBHE HECOINIACOBAHHOCTH | BHyTpeHHMiT HapymmTens ¢ HuskuM | Undopmanronnas cucrema, y3ibl
palboThI y3J10B XpaHUJIHIIA OOJIBIIHX JTAHHBIX NOTEHIIUAJIOM XpaHUIUIIA OOJBUIMX JIAHHBIX
4.6. Yrposa cbosi 00paboTkh cnenuaibHbiM 00pa3oM W3MEHEHHBIX | BHemHmit HapymmTens co cpeanum | Metananuble, 00beKTH (aitioBoii
(aitnos MOTEHIHATIOM, BHYTPEHHUH HAapylIu- | CHCTEMBI, cuctemuoe [10
TEJb CO CPETHAM MOTEHIIUAJIOM
4.7. Yrpo3a OTCYTCTBUS KOHTPOJIS IEIOCTHOCTH 00pabaThiBaeMoil B
nH(popMaHoHHOH cucteMe HH(opMmaluH, npumensiemoro 110, B
TOM YHCJIE B CPEJICTBAX 3alUThl HHPopMaru**
4.8. VYrpo3a oTCYTCTBUS IIEIOCTHBIX Pe3epPBHBIX KOMHM HHPOPMAIHH,
1O, cpencts 3amuTel HHPOPMALIUK B CIydae peaH3aliu yrpo3
uHpopMarMoHHO#N Ge3omacHoCcTH**
4.9. Yrpo3a OTCYTCTBHSI KOHTPOJIS 3a MOCTYNAIOUMMHA B HH(OpMa-
[HOHHYIO CHCTEMY JaHHBIMH, B TOM 4YHCJIE He3alpalliBaeMbl-
MH**
4.10. | OtcyrcTBHE CpEACTB I[EHTPAIM30BAHHOTO yNpaBjieHHs 3a

IMNOCTYyNarIHMH B HHCI)OpMaIJ,HOHHYIO CUCTEMY NAaHHBIMH, B TOM
HHUCJIC HE3allpallluBacMbIMH
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4.11. | OrcyTcTBUE ABTOMATH3HPOBAHHBIX (PHIIBTPOB, OCYIIECTBIISFOIINX
o06paboTky mnocrynaioomeii B HHOOPMAIHOHHYIO CHCTEMY
uHpOpMaIUH

4.12. | Yrpo3a jocryna B MH(OPMAIMOHHYIO CHCTEMY HH(OPMAILMU OT
HeayTeHTU(UIIMPOBAHHBIX CEPBEPOB/TIOIB30BATENIEH

4.13. | Yrpo3a oTCyTCTBHSI KOHTPOJIS 3a JaHHBIMH, I€pPeIaBaeMbIMU 13
UH(pOPMAIHOHHOH cHCcTeMBI**

4.14. | OrcyTcTBHE pe3epBHOIO KONMUPOBaHHs HH(POPMAIMH, Nepeja-
BaeMOi U3 HHPOPMAIIMOHHO#H CHCTEMBI

4.15. | Yrposa nepenaun U3 HHGOPMAIHOHHON CUCTEMBI HEIOMYCTHMOI
uHpopmaIuu

4.16. | Yrpo3za OTCYTCTBHSI KOHTpOJI 3a JaHHBIMH, BBOIMMBIMH B
CHCTEMY TOJIb30BaTEIAMHA * *

4.17. | Yrpoza BBOAa/mepesayd HEJOCTOBEPHBIX/OMHUOOYHBIX J1aH-
HBIX**

4.18. | Yrpo3a noaMeHsl UCHOJb3YeMbIX HH()OPMAIIMOHHONH CHCTEMOI
(aiimop**

4.19. | Yrpo3a moaudukanuu/ynasienus $aiioB )ypHaJIOB CHCTEMHOTO
[10, npuxnagnoro IO, cpegcts 3ammTh**

4.20. | Yrposa ycranoBku/3anycka momuduipposannoro 110 u (uim)
Mo iU UIpOoBaHHBIX 00HOBIIEHHH 10

4.21. | Yrpo3a MmoaupuKanuu/CTHpaHHs/yIAICHHsS JAHHBIX CHCTEMBEI
perucrpanuu coObITHii HHPOPMAIIMOHHON O6€30MacHOCTH

4.22. | OrcyrcrBue  pernameHTa/rpaduka MPOBEJCHHS  KOHTPOJIS
LEIOCTHOCTH TPHMEHSAEMBIX HpPOrpaMMHBIX CPEJICTB, B TOM
4HCIIE CPEJICTB 3aIUTHI HHPOpPMAITHH

4.23. | Yrpo3a OTCYTCTBHS KOHTpOJs IEJIOCTHOCTH HH(POPMAIHH,

obpabarbiBaeMoii HHPOPMALIMOHHON CHCTEMOM, U €€ CTPYKTYPBI
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3 VYrpo3bl HeleKIapupoBaHHBIX BO3MOXHOCTElH B cucteMHoM [10 u npuknagaom 110

Sl VYrpo3sa nepebopa Bcex HACTPOEK W MapaMETPOB MPHIIOIKEHHS

3.2. Yrpo3a BO3HHKHOBeHHs OUIMOOK ()YHKIIHOHHPOBAHHS CHCTEM-
Horo I1O, peanusanus HeeKIapUPOBAHHBIX BO3ZMOKHOCTEH CHC-
temuoro [10

3.3, Yrpoza HUCHONB30BaHHMS BCTPOCHHBIX  HEJICKIAPUPOBAHHBIX
BO3MOXKHOCTEH  JUIA  TIOJIyYEHHS  HECAHKIMOHHPOBAHHOTO
J0CTyna K "HPOpMaIMOHHOH cucTeme

6. Yrpo3el, He ABIAIONIMECS aTaKaMH

6.1 Yrposa ucuYepnaHusi BBIYMCIMTENBHBIX PECypcoB XpaHWIHIIA | BuyTpenuuit Hapymmrens ¢ Huskum | Mndopmanmonnas cucrema
O0NBIINX IAHHBIX HNOTEHIHAJIOM

6.2. VYrposa HeBepHOro ompejeneHus (opMara BXOJHBIX JaHHbIX, | BHyTpeHHHUI HapymmTenb ¢ HU3KUM | XpaHuauine OGONbIIMX JaHHBIX,
NOCTYNAKOIIMX B XpPaHUIIHIIE OONBIINX JAaHHBIX HOTEHIHAJIOM MeTaJlaHHbIE

6.3. Yrpo3a HEBO3MOJKHOCTH BOCCTAHOBJIEHHSI CeCCHH paboThl Ha | BHyTpeHHHII HApyIIMTE b ¢ HU3KUM | PaGouas  craHuus, HOCHTENb
[T5BM npu BBIBOJIE U3 TPOMEIKYTOUHBIX COCTOSHHUI THTAHHUS HOTEHIHAJIOM uHpopmanmu, cucremuoe [10,

MeTaJlaHHble, 00beKTHI (haiiioBoi
CHCTEMBI, peecTp

6.4. Vrpo3a HEKOHTPOJIHMPYEMOIo KONMUPOBAHHUS JAHHBIX BHYTpH | BHyTpeHHHi HapymuTenb ¢ HU3KHM | XpaHuuuile OOJbINHX JaHHBIX,
XpaHuIHIna 60IbIIHX JJAHHBIX HNOTEHIHAJIOM METaJaHHbIE, 3AIIUIIAEMbIE JAHHBIE

6.5. VYrpo3a HEKOHTPOJIUPYEMOrO  YHHUYTOXKEHHs WH(opManuu | BHyTpeHHHI HAPYIIHTE b ¢ HU3KUM | XpaHWaMIle OOJNbIINX JAaHHBIX,
XpaHUIHIIEM OOJIBIINX JJAHHBIX MNOTEHIHAJIOM MeTa/laHHbIe, 3allHIacMble JaHHbIC

6.6. Yrpo3za BbIXOIa W3 CTPOS/OTKA3a OTJEIbHBIX TEXHHYECKHX,
IPOrPaMMHBIX CPE/ICTB, KAHAJIOB CBSI3U

. YIrpo3bl HECAaHKIIMOHMPOBAHHOIO JIOCTYIA, CO3/AIONIHE MPEANOCHUIKH JUIS Peali3al[id HEeCaHKIMOHHPOBAHHOIO JOCTYNAa B pe3yjbTaTe
HapyIIeHHUs MPOoIeAypbl aBTOPH3AIUH B ayTeHTH(HHKAIHH

Tiuls ¥Yrpo3sa annapatHoro copoca nmapoiisi BIOS BHyTpeHHM HapylmmTenb ¢ HU3KUM | MHKpONpOrpaMMHOE M ammapaTHOE

MOTCHIIHATIOM

obecnieuenne BIOS/UEFI
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12 Yrposa HapymeHus npoueaypbl ayTeHTH(HKanuu cyObekToB | Buemnuii Hapymmrens ¢ HuskuMm | CereBoii  y3en, ceresoe [10,
BHPTYAJIbHOTO HHPOPMALIMOHHOTO B3aUMO/ICHCTBHSI NOTEHIMAJIOM, BHYTPEHHHIT HApyIIH- | METaJaHHble, YYeTHbIC JIAHHBIE
TEJIb C HU3KUM MMOTEHI[HAJIOM MOJIb30BaTENs
e Yrpoza o00xoa HEKOPPEKTHO HACTPOCHHBIX MeXaHu3MOB | Buemnuii Hapymmtens ¢ HuskuMm | Cucremnoe 10, ceresoe [10
ayTeHTH(UKAIHH NOTEHIIMAJIOM, BHYTPCHHUIT HapyIIIH-
TeJlb C HU3KUM MMOTEHI[HAIOM
7.4. VYrpo3za nporpammuoro cbpoca naposist BIOS BuyTrpennuii Hapymurens ¢ HU3kuM | MuKpornporpaMMHoe odecriedeHue
MOTEHIIHAJIOM BIOS/UEFI, cucremnoe [1O
1.5: Yrpo3a «Kpaxku» y4ETHOH 3arucH JOCTYNa K ceTeBbIM cepBucam | Buemnunit Hapymmrtens ¢ uuskum | Ceresoe [10
IOTEHIHATTIOM
7.6. VYrpoza nomydenus: nocryna K HHPOPMAIMOHHON CHCTEME,
KOMIIOHEHTaM  MH(OpMAIlMOHHOH  CHCTeMBI, HH(pOpMaIuu,
obpabarsiBaeMOii uHpOpMAITHOHHOK CHUCTEMOH Oe3
MPOXOX/JIEHHs  MPOLEJYpPhl MJACHTUDHUKAIMH W ayTeHTH-
bukanun**
g A Yrpo3a mnojyueHus JocTyna K HWHPOPMALMOHHOW cHCTEME
BCIIE/ICTBHE OUIMOOK MOJICUCTEMBI HJICHTU(DUKALMU M ayTEeHTH-
puxarpu**
7.8. Vrposa nonyuyeHHs HECAHKIIHOHHPOBAHHOTO JIOCTYNa B
pesyabrate cOOeB/OHIMOOK MOJACHCTEMBl HICHTHOUKALUK W
ayreHTHHUKaru**
5 Yrpo3sa [IOJIyYEHHS HECAHKIIMOHUPOBAHHOTO JlocTyna
CTOPOHHHMMH JIMLIAMH, yCTpoicTBamMu**
7.10. | Yrposa orcyrcrBHs/cnabocTH Npoueayp ayTeHTH()UKALUH NpH

JIOCTYTIE TIOJIb30BaTeNel/ycTpOiCTB K pecypcaM HHPOPMALHOH-
HOM CHCTEMBI

&1l

Yrpo3bl aBTOpH3allUH C UCIIOJIB30BaHHEM YCTApEBIIUX, HO HE
OTKJIIOYEHHBIX YYETHBIX 3anucei**
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7.12. | Yrpo3a HCIOJIb30BaHUs «CIaOBIX» METOJ0B HIACHTH(HUKALIUH H
ayTeHTH(UKALMK 10JIb30BaTeNIeH, B TOM YHCIIE MPU HCIIOJIh30Ba-
HHUH yJIaJIEHHOTO JIOCTYTIa

7.13. | Yrpo3a npuMeHEeHHUs TOJILKO MPOTrPaMMHBIX METOJOB JABYX(ak-
TOPHOH ayTeHTU(UKALH

7.14. | Yrpo3a HCHonb30BaHHMs  JIOJTOBPEMEHHBIX  mMapojiei  Juis
HNOJKJIIOYEHUS! K MH(MOPMALMOHHOW CHCTEME IOCPEICTBOM
YJIaJIEHHOT'0 JIOCTYTIA

7.15. | Yrpoza mnepenauu ayreHTHHUMpYOLIEH HHpoOpMaIMH 110
OTKPHITHIM ~ KaHajlaM CBsi3M  0€3  MCIOJIb30BAaHUS  CPEJICTB
KpHunTorpaguyeckoit 3amuTs nHGopMaInHu

7.16. | Yrpo3sa noctyna Kk MHQOPMAIIMOHHOM CHCTEMe HeayTeHTH(HIH-
POBAaHHBIX YCTPOHCTB H MOJIb30BaTENeH

7.17. | Yrpo3a noBTOPHOTO MCHOJIb30BAaHUS HICHTH(HUKATOPOB B TeUe-
HHUE KaKk MMHUMYM | roja

7.18. | Yrpo3za ucnonp3oBaHUs HIECHTH(UKATOPOB, HE HMCIOJIB3YEMBIX
Oonee 45 nuei

7.19. | Yrpo3sa pacKpbITHs HCIIONB3YEMbIX HICHTH()HUKATOPOB T10JIb30Ba-
TeNs B MyOJIMYHOM JIOCTYTIE

7.20. | OrcyTcTBHE  ynpaBieHHs  HMACHTH(PHKATOpAMH  BHENIHHX
IoJIb30BaTeliei

7.21. | Yrpo3a ucrnosnb30BaHus «CIa0bIX »/IIpe/ICKa3yeMbIX Maposieit

7.22. | OtcyTcTBHE OTKa30yCTOWYHBOM IEHTPAIU30BAHHON CHCTEMBI
UJICHTH(HUKAITMHA U ayTeHTH)UKAI[HH

7.23. | Yrpo3a HCIIOJIb30BAHHUSA MOJIL30BATEIIMH HJEHTHYHBIX
UJIEHTU(PUKATOPOB B pa3HbIX HHPOPMAIIMOHHBIX CHCTEMAX

7.24. | Yrpo3a ucrnosiib30BaHMsl HEMOAMMUCAHHBIX MTPOrPAMMHBIX CPEJICTB

7.25. | Yrpo3a 3amycka HECAHKIIHOHUPOBAHHBIX MPOIIECCOB H CIIYXKO OT

UMEHH CUCTEMHBIX MOJIb30BaTeei




11

1 2 3 +
7.26. | Yrpo3a OTCYTCTBMS periameHtTa paboThl € MEePCOHATBHBIMH
WIEHTH(PUKATOPAMH
7.27. | OTcyTCTBHE B LEHTPAIU30BAHHOM CHCTEME WACHTH()HKALMH H
ayreHTHGHKaMU  aTpuOyTOB, MO3BOJSIONMX  OXHO3HAYHO
OIPEJIEIUTh BHEIIHNUX U BHYTPEHHHX MOJIb30BATENEH
7.28. | Yrpo3a OeCKOHTPOJIBHOTO JIOCTYyTa IOJIb30BaTeliell K mporeccy
3arpy3Ku
7.29. | Yrpo3a mnoamenb/moaudukanuu  0a30BOi  CUCTEMbI  BBOjIa-
BbIBOJIA, ITO TenekoMMyHUKAIIMOHHOTO 000pY10BaHUs
8. YTpo3bl HECAHKIIMOHMPOBAHHOTO JIOCTYNA K HHMOPMALHHU B pe3ylbTaTe caboCTH NPOLENyp pa3rpaHU4eHus pojieil U MOJIHOMOYHA, IPaBHII
YIIPaBJIEHUS JOCTYIIOM
8.1. Yrpo3a Bo3jeHCTBUS Ha NpPOrpaMMbl C BBICOKHMH NpHBHIe- | BHenmnuit HapymmTens co cpemnum | MHpOpManMoHHas cuCTEMa, BHp-
THSIMH NOTEHIMAJIOM, BHYTPEHHUI HapylIH- | TyalbHas mamuHa, cereBoe [10,
TeJIb CO CPEJHUM MTOTEHIIHATIOM ceTeBoil Tpaduk
B2, VYrposa mocryna K 3amuinaeMeiM (aiiiaMm ¢ Hcnonb3oBanueM | Buemmnuit Hapymmrtens ¢ HuskuMm | O6bexThl haiiioBoii cucTeMbl
00X0JTHOTO MYTH NOTEHIMAJIOM, BHYTPEHHUIT HApyIIH-
TEJb ¢ HU3KUM MOTECHIHATIOM
8.3. VYrpo3a jnoctyna K JiokaabHbIM (aiisam cepBepa npH nmomoind | Buemnuii Hapymmurens co cpeanum | Cerepoe [10
URL MOTEHIHATIOM
8.4. ¥Yrpo3a 3arpy3ku HEMITaTHOWH ONMepalMOHHONH CHCTEMbI BuyTtpennuii Hapymutens ¢ Hu3kuM | MukpornporpammHoe obecrieueHne
MOTEHIIHAIIOM BIOS/UEFI
8.5. Yrpo3a u3MeHEHHsI PEKMMOB pabOTHI anmapaTHBIX dJIeMEHTOB | BHyTpeHHHIT HapymmTenb ¢ BbICO- | MHKPONPOrpaMMHOE M AllapaTtHoe
KOMITbIOTEpA KHAM MOTEHIHAJIOM obecneuenue BIOS/UEFI
8.6. Yrpo3a H3MEHEHHs CHCTEMHBIX U IJ100abHBIX epeMEHHBIX BryTtpennuii napymmrtens co cpen- | Cucremuoe 10, npuknagnoe 110,
HUM MOTEHIIHAJIOM ceresoe [10
. e Yrpo3a HCHONB30BaHHMS AIbTEPHATHBHBIX IyTeil jgoctynma K | BHemmmit Hapymmrens ¢ uuskum | CereBoii y3en, o6bekTsl (aiino-

pecypcam

NOTEHIHAJIOM, BHYTPEHHHI HApyIIH-
TEJlb C HU3KUM TOTEHIIHATIOM

BO# cucremsl, npukiaaaHoe [10,
cucremuoe I10
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8.8. VYrposa  ucnoib3oBanus — uHpopmanuum  uaeHTuuKauuu/ | Buemnuii Hapymmtens co cpeanum | CpeictBa 3amuThl WHOOPMAIMK,
ayTeHTU(HKAIIUH, 33/JAHHOM 10 YMOJTYAHHIO NOTEHIIHAJIOM, BHYTpeHHHIT HapymH- | cuctemHoe [10, cereroe 110,
TeJb C HU3KUM MOTEHI[HAIOM MHKpOIIpOrpaMMHOe  obecnieye-
HHE,  NpOrpaMMHO-aNapaTHbIe
CpeJICTBA CO BCTPOCHHBIMHU (DyHK-
[USIMH 3aI0UThI
85 Yrpo3a HUCNOJNL30BaHMS  MEXAaHH3MOB  aBTOpH3alMu  JUis | Buemmuii Hapymmtens ¢ uuskum | Cucremnoe I10, npuknagnoe 110,
NOBBILIEHUS] TPHBHIICTHH NOTEHIIHAJIOM, BHYTPEHHHI Hapymu- | ceteBoe [10
TEJb C HU3KUM MOTEHIHAIOM
8.10. | Yrpo3a HapymeHus U30JsUU cpeibl uenonnenus BIOS BHyTpeHHMii HapymuTenb ¢ HU3KUM | MEKpONpOrpaMMHOE | armapaTHoe
MOTEHIHAJIOM obecneuyenne BIOS/UEFI
8.11. | Yrpo3a HEBO3MOXXHOCTH YNpaBJIEHMs NpaBaMH MoJb3oBateleil | BHyTpeHHHMI HapymmTenb ¢ HU3KUM | MukponporpaMmMHoe obecrieyenme
BIOS NOTEHIIMAJIOM BIOS/UEFI
8.12. | Yrpo3a HEKOpPEKTHOTO HCIOJIB30BaHHs IMPO3PAYHOrO MPOKCH- | BHemnuit Hapymmrens ¢ HuskuMm | Ceresoe [10
cepaepa 3a cyeT IUIaruHoB Opaysepa NOTEHIIHAJIOM
8.13. | Yrpo3a HempaBOMEpPHOrO O3HAKOMIJIEHHMS C 3alWIIaeMoil | BHyTpeHHHII HApYIIMTENb ¢ HU3KMM | AnnapatHoe obecrieueHue, HOCH-
uHdopmarmei NOTEHIHAJIOM Tenu uHpopMmaru, 00beKThl (aii-
JIOBOH CUCTEMBI
8.14. | Yrpo3a HECaHKIIMOHHPOBAHHOIO JIOCTYNA K ayTeHTH(UKaMoHHOM | Buemnnii napymmrens ¢ HuskuM | Cucremuoe I10, o6bexTsl (aii-
uHopMaru NOTEHIIHAJIOM, BHYTPEHHHIT HApyIIHU- | JIOBOM CHCTEMbI, YYETHbIE JJAHHbIE
TeJb ¢ HU3KUM [OTEHIHAIOM N0JIb30BATEIS, PEECTpP, MAIIMHHbIC
HOCHTEN HH(POPMALHH
8.15. | Yrpo3a HECaHKIIMOHMPOBAaHHOIO JIOCTyNa K cucTeMe 10 | BHemmuii Hapymutens ¢ Huskum | CeTeBoil y3el, ydeTHble JaHHbBIE
OecrpoBOIHBIM KaHAIaM HOTEHIHAJIOM M0JIb30BaTelisd, CeTeBOd Tpaduk,
anmnaparHoe o0ecriedeHue
8.16. | Yrpo3a HECaHKIIMOHUPOBAHHOTO KOMHPOBAHUA 3amuinaemMoil | Buemnuii Hapymmtens ¢ HuskuM | O6bekThl  (aiinosoit

uHpOpMaIHH

MOTEHIIHAJIOM, BHYTPEHHHH HApyIIH-
TeJIb ¢ HU3KUM MOTEHIHATIOM

CHCTEMBI,
MallIMHHBIH HOCHTEN b HHPOPMAITHH
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8.17. | Yrpo3a HeCaHKIIHOHHPOBAHHOTO PeaKTHPOBAHUS peecTpa Buemnnii Hapymmrens ¢ HuskuM | Cucremuoe 10, wucnonb3yroree
NOTEHIMAJIOM, BHYTPEHHHUI HapyllIH- | PEecTp, peecTp
TeJb ¢ HU3KUM TOTEHIIHATIOM
8.18. | Yrpo3a HeCaHKIIMOHMPOBAHHOIO CO3/IaHUSl Y4eTHOW 3amucu | Buemnwuii Hapymmrens ¢ HuskuM | Cucremuoe 10
10JIb30BATENIS NOTEHIIMAIOM, BHYTPEHHUH HapyIlu-
TeJb C HU3KUM TOTEHIIHATIOM
8.19. | Vrpo3a HecaHKIIMOHHPOBAHHOTO ypaBJieHUs 6ydepom Buemmnuii napymmrens ¢ HuskuM | Cucremuoe 10, npuknagnoe 110,
NOTEHLUAIIOM, BHYTPEHHUH Hapymu- | ceresoe [10
TEJIb C HU3KUM MOTEHIIHATIOM
8.20. | Yrpo3a HecaHKIMOHMPOBAHHOTO YMPABJICHHs CHHXpOHM3anmed | BHemmmii mapymmrens co cpexanm | Cucremuoe I10, npuknaanoe 110,
U COCTOSIHUEM MOTEHIHAJIOM, BHYTpEHHUH Hapymu- | ceteBoe 10, mMukponporpammuoe
TEJIb CO CPETHUM MOTEHIIHATIOM obecnieyeHue
8.21. | Yrpo3a HeCaHKIIMOHHPOBAHHOTO YIIPABJIEHHS yKa3aTe IsIMH Bremmnnit napymmurens co cpeanum | Cucremuoe 10, npuknannoe I10,
MOTEHIMAJIOM, BHYTPEHHUH Hapyun- | cereBoe [10
TEJIb CO CPETHUM NOTEHIHATIOM
8.22. | Yrposa nepesauu 3anmpelieHHbIX KOMaHJ Ha obopyznoBanue ¢ | BuyTpennwii HapymmTens ¢ nuskum | Cucremnoe I10, npuknanuoe 1O
YHCJIOBBIM IIPOrPAMMHBIM YIIPABIICHHEM MOTEHIIHAIIOM
8.23. | Yrposa mepe3arpy3kH annapaTHbIX W TIPOrpaMMHO-anmaparHeix | BHemnnii Hapymmrens ¢ nuskum | Cucremuoe 10,  anmaparnoe
CPEJICTB BBIYHCIIMTENILHON TEXHUKH NOTEHI[HAJIOM, BHYTPEHHMI HapylIu- | o0ecrieueHune
TeJIb C HU3KUM TTOTEHIIHAIIOM
8.24. | Yrpo3sa nepexBaTa NpUBHIETHPOBAHHOTO MTOTOKA Buemnnii napymmrens co cpenaum | Cucremuoe 10, mpuknaaaoe I10,
NOTEHIMAJIOM, BHYTPEHHMI Hapyuu- | ceteBoe [10
TEJIb CO CPEJIHUM MOTEHI[HAIOM
8.25. | VYrpo3a nepexBara NpHBUIETHPOBAHHOIO MpOIlECCa Buemnwnii Hapymmrens co cpeauum | Cucremuoe 10, npuknagaoe I10,
[NOTEHIIHAJIOM, BHYTPEHHHH Hapymu- | ceresoe [10
TeJb CO CPETHUM TOTEHIIHATIOM
8.26. | Yrpo3a noBblIeHAs IPHBHIIETHIA Buemmnuii napymmrens co cpeanum | Cucremuoe I10, cereBoe I10,

MOTEHIMAJIOM, BHYTPEHHHIH HapYIIIH-
TeJIb CO CPETHUM MOTEHIIHAIOM

uHpOpMAaIIHOHHAs CHCTEMA
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8.27. | ¥Yrposa nonbopa napons BIOS BHyTpennuii HapymuTenas ¢ HU3KAM | MukporporpaMMmuoe obecrieueHne
MOTEHIHAJIOM BIOS/UEFI
8.28. | Yrpo3a nojsenku 3anuceii xxypHana perucTpaiii coObITHIH Buemnuii Hapymmrens ¢ HuskuM | Cucremuoe I10
MNOTEHIHAJIOM, BHYTPEHHHH HapyIIu-
TeJb C HU3KUM MOTEHIIHAJIOM
829. | VYrpo3a cOosi aBTOMATHYECKOrO  yIpaBIEHHS  CHCTEMOMN HUudopmanonnas cucrema, CH-
pasrpaHHYeHHs JOCTYIa XPaHHIUINA OOJBIINX JaHHBIX CTeéMa pasrpaHM4YeHHs JOCTyIa
XpaHHJIUIIA OOJIBIIMX JIAHHBIX
8.30. | Yrpo3sa ynanenus ayrentudukannonHoi nHGopmManuu Buemmnuii Hapymmtens ¢ HuskuMm | Cucremuoe [10, mukpompor-
MOTEHIHAJIOM, BHYTPEHHHH HapyllIu- | paMMHOe olecnieyeHue, y4deTHhIe
TEeJb C HU3KUM MOTEHIIHATIOM JIAaHHBIE 110JIb30BATENS
8.31. | Yrpo3sa «popcupoBanHoro se6-opay3unra» Bremnuii Hapymmtens ¢ HuskuaM | CereBoii y3en, cereoe I10
MOTEHIIHAJIOM
8.32. | Yrpo3sa skcrutyaranuu uudpoBoit MOANKCH porpaMMHOro koja | Bremuuit Hapymmrens ¢ Huskam | Cucremuoe 110, npuknagunoe 110
NOTEHIHAJIOM, BHYTPEHHHUH HapyIIH-
TEJb C HU3KUM MOTEHIIHAJIOM
8.33. | ¥rposa joctyna Kk MHGOpManuu U KOMaHJIaM, XpaHSIIHUMCA B
BIOS, ¢ BO3MOXHOCTBIO TiepexBaTa YIpaBJ€HHsl 3arpy3Koi
ONEpalMOHHON CHCTEMBI M IOJYYEHHMs IIpaB JIOBEPEHHOTO
nosub3oBaress**
8.34. | Yrpoza moiydyeHHs HECAaHKIIMOHHPOBAHHOTO JOCTyma K
CpeACTBaM  yINpaBJIEHHs MEPCOHATBHBIMU  HJEHTH(]HKAaTOpa-
MH/y4ETHBIMHU 3alIUCSIMHU, B TOM YHCIIE C MOBBIMIEHHBIMH I1paBa-
MH JlocTyna**
8.35. | Yrpo3a monydeHus JocTyna K JIAHHBIM B 00XO0J MEXAHH3MOB
pasrpaHuyeHHs JIOCTYIa, B TOM YUCJIE C MOBBIIICHHBIMHU ITpaBa-
MU Jloctyna**
8.36. | Yrpo3a OeCKOHTPONBHOWH mepeayd NaHHBIX KaK BHYTPH

MH(POPMAILIHOHHOM CHCTEMBI, TaK U MEXIy MH(POPMAIMOHHBIMH
cucreMamu **
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8.37. | ¥Yrposa NOJTy4YeHUsl JIOTIOJTHHTEJIBHBIX JAHHBIX, HE
NPelyCMOTPEHHBIX TEXHOJI0ruei 06paboTkm™**

8.38. | Yrpo3a mnosydeHHs pa3HBIMH I0JIb30BATEsIMH, JIMI[AMH,
obecneunBaroOmuMi (QyHKIIHOHUPOBAHKE, JIOCTYIA K JaHHBIM U
[IOJIHOMOYHSIM, HE MpeHa3HAYEHHBIM JIJISI JAHHBIX JIMI] B CBSI3H C
UX JIOJDKHOCTHBIMH 00SI3aHHOCTAMH * *

8.39. | ¥rposza mnpemocraBieHusi npaB JAOCTyNa, HE SBISAIOIIAXCS
HEOOXOMMBIMH JUTSI UCTIONIHEHHS! JIOJDKHOCTHBIX O0S3aHHOCTEN U
(byHKIIHOHUPOBAHMS uHpOpMaITHOHHOK CUCTEMBI, JUIs
COBEpIIIEHUS JIECTPYKTHBHBIX JeHCTBHIT**

8.40. | OTcyTcTBHE OrpaHHYeHUs] Ha KOJHYECTBO HEYJAUHBIX IOMBITOK
BXO/Ia B MH(OPMAIIHOHHYIO CHCTEMY **

8.41. | Yrposa wucnonb3oBaHus  (NOJAKIIOYEHHS) K  OTKPHITOMY
(He3abJI0KMPOBaHHOMY) ceaHcy MoJib3oBaTess**

8.42. | Yrposa HCHONBL30BaHUS pecypcoB WHGPOPMAIMOHHON CHCTEMBI
J10 TIPOXO0XK/ICHUS TIPOLEAYP HIACHTH()UKALNKY U aBTOpH3auu**

8.43. | Yrpo3bl HECAaHKIIMOHHPOBAHHOIO MOIKIIOYEHHsT K HH(pOpMa-
[HOHHOM CHUCTEME C HCIOJIL30BAaHUEM CAaHKIIMOHHPOBAHHON
CECCHH YJAJICHHOTO JAocTyma**

8.44. | Vrposa noxdopa uIeHTHPHKAIMOHHBIX JAHHBIX JUIs YIaJIEHHOTO
JI0CTyT1a K HHPOPMAITHOHHOM chucTeMe**

8.45. | Vrpo3a uHcnosib3oBaHHS  cHabOCTei/ysI3BHMOCTEH  3alUTHI
[IPOTOKOJIOB YJIAJICHHOTO JocTyna**

8.46. | Yrpo3a O€CKOHTPOJBHOTO HCIOJIB30BAHUsI TEXHOJOrUil Oec-
IIPOBOJIHOTO JIOCTYTIA, B TOM YHCJIE ¢ MOOMJIBHBIX YCTPOMCTB**

8.47. | Vrposa noiydeHus JocTyna K HH()OPMAIMOHHOH CHCTEME ¢
UCIIOJIb30BAHUEM TEXHOJIOTHI OeCrpoBOIHOrO JOCTyma, B TOM
YMCJI€ ¢ MOOMJIBHBIX YCTPOHCTB, 6€3 MPOXOXKIEHUS MPOLELYPbI
HJICHTH(HUKAIIMKA W aBTOpH3aln**
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8.48.

VYrposa nosydyeHus: jgoctyna K HH(POPMAIMOHHON CHCTEME C
UCIIOJIb30BAHUEM  TEXHOJIOTMH  OecrpoBOJHOrO  JOCTyMa, ¢
HEKOHTPOJIMPYEMBIX YCTpOHCTB**

8.49.

Yrpoza HeCaHKIIMOHMPOBAHHON AaBTOMATHYECKOH Tepeaadn
KOH(QHIECHINATBbHOH WHPOPMALMH HA 3ampoChl CTOPOHHHX
MH(POPMAIIMOHHBIX cUcTeM**

8.50.

Yrposa mONyYyeHHs ~HECAaHKIIMOHHPOBAHHOIO  JIOCTyNa K
CPEICTBAM  YNPABJICHHS  CPEACTBAMH  HJCHTHQHKAIMK U
ayteHTupuKanun**

8.51.

Yrpo3a nepexsara HACHTHOUIMPYIOIUX ¥ Ay TEHTH)UIMPYIOIIHX
JAHHBIX B I@polecce HACHTHGUKAMH U ayTeHTH()UKAIHH
MoJIb30BaTeeii**

sl

VYrpo3a GecKOHTPOIBHOrO JOCTYNa K WHMOPMALUH HEOIpEIe-
JICHHOTO Kpyra Jimi**

8.53.

VYrpo3a nosyyeHus AOCTyNa K JAQHHBIM, HE I[PeJHA3HAYEHHBIM
JUTIS TToJIb30oBaTeng **

8.54.

Yrpo3a yIaleHHOro YIpaBlIeHHS! H HCTIOJIB30BaHus MepUepuitHbIX
YCTPOMCTB JUIsl ITOJIy4eHUsI HH(POPMAIIUH HITH BBITIOJTHEHUS HHBIX
JIECTPYKTUBHBIX LieJeit**

5.53,

VYrposa MoaMbHKalHMK, TOAMEHBI, yHaleHHs aTpubyTOB
Oe3onacHocTH (METOK 0€30MacHOCTH) TPH B3AHMOJEHCTBHH C
MHBIMH MH()OPMAIMOHHBIMU CHCTEMaMu **

8.56.

VYrpo3a HUCNOAB30BaHUS TEXHOJOTHIE MOOHMJBHOTO Koja Juis
COBEpUIEHHs TIOMBITOK HECAHKIIMOHHUPOBAHHOTO JOCTYNA K
MH(POPMALMOHHOM CHCTEMe MpPU HCIOJIb30BaHWM B HHpOpMa-
IIMOHHOM CHCTeMe MOOHMIIBHBIX YCTPOHCTB**

8.51.

Yrpo3a HCNONB30BaHUS BCTPOCHHBIX B HHPOPMAIHOHHYIO
CHCTEMY HEJIEKIapHPOBAHHBIX BO3MOXHOCTEH, CKPBITHIX KaHa-
JIOB mepenayd uH(GopManuu B 00XOJ peaM30BaHHBIX Mep
3aIUThI
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8.58.

OTCYTCTBHG OTKaBOyCTOﬁqHBbTX HEHTpaJIM30BaHHBIX CPCACTB
yhnpapJICHHUSA YUYETHBIMH 3aITHCAMH

8.59.

OTcyTeTBHE aBTOMATHYECKOro OJIOKMPOBAHHS YUETHBIX 3alHceil
10 HUCTCYEHHH HMX CpPOKa JEHCTBHUSA, B pe3yJibTaTe HCYEepHaHHs
MOMBITOK JOCTYNa K HWH(MOPMAIMOHHON CHUCTEME, BBISBICHHUS
NONBITOK HECAHKIHOHUPOBAHHOTO JIOCTYIA

8.60.

Yrpoza oOTCyTCTBUSI HEOOXOIMMBIX METOJOB  YIpPaBJIEHUS
JIOCTYIIOM JUISl pasrpaHMuYeHHs MpaB JIOCTYNAa B COOTBETCTBHH C
TEXHOJIoruei obpabotkm u yrpozamu Ge3onacHoctd uHpopma-
HH

8.61.

Yrpoza nepenaun MHGOpPMAIMH pa3HOW CTENEHH KOH(H-
JIEHIHAIBHOCTH Oe3 pa3rpaHHYeHust HH(OPMAIIHOHHBIX TOTOKOB

8.62.

VYrpoza nepepaun wmHpopmammu 06e3 coOioeHHs aTpuOyTOB
(MeToK) Oe30MmacHOCTH, CBS3aHHBIX C MepeiaBaeMoii HHpopmarHeit

8.63.

OrcyrcTBHE  JMHAMHYECKOTO  aHAM3a W YIpaBJIeHHs
HH(OPMALMOHHBIMH TTOTOKAMH B 3aBHCHMOCTH OT COCTOSHHMS
HH(OPMALMOHHOH CHCTEMBI, YCIOBHH ee (QYHKIHOHHPOBAHHS,
U3MEHEHHH B TEXHOJIOTHH 00paboTKH Mnepe1aBaeMbIX TaHHBIX

8.64.

Yrpoza o0xona mpaBwi ynpasieHusi WHGOPMAIMOHHBIMH
IIOTOKAMU 3a CYET MaHUITYJISLUIi ¢ repe/laBaeMbIMH JIaHHBIMH

8.65.

Yrpoza HECaHKIIMOHMPOBAHHOTO  JOCTyNa K  CPeACTBaM
ylpaBjieHHs HHYOPMAITHOHHBIMHU MTOTOKAMH

8.66.

Yrpo3a Bo3J10kKeHHs PYHKIMOHATIBHO PA3IMUHBIX JIOJDKHOCTHBIX
obs13aHHOCTE/poJielt Ha OJIHO JIOJDKHOCTHOE JIHIO

8.67.

er03a NpenocCTaB/ICHUA PacHIUpPEHHBIX IIpaB H HpHBHJ’lCFHﬁ
IMOJIL30BATEIAM, B TOM YHCJIC BHCIIITHHM
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8.68.

OtcyreTBHe MHGOPMHUPOBAHUS TOJIH30BATENSE O MPHUMEHEHHH
CPEJICTB 3alUThl HHPOPMAIMK U HEOOXOMMOCTH COOJIIO/IEHHSs
YCTaHOBJIEHHBIX OINEPATOPOM NPaBHJI U OrpaHHYEHHIT Ha paboTy
¢ wuHpopmanmer, o0 MPeIbIAYIIEM YCHEIHOM JOCTYIE K
HH(OPMALMOHHOI CHCTEME, O KOJIHYECTBE YCIEIIHbIX/HeyC Ien-
HBIX TOMBITOK JOCTYNa, 00 W3MEHEHHH CBEJCHHUN 00 y4eTHOMH
3aIlMCH TONB30BaTeNsl, O MPEBBIIIEHUH YHCIA NapaljiebHBIX
CEeaHCoB JIOCTyMa

8.69.

OtcyreTBre HHOOPMHPOBAHUS AJIMHUHHCTPATOPA O MMPEBHIIIEHUN
YMClla NapaulebHBIX CEAHCOB JI0CTYIA MOJIb30BaTE/IIMHA

8.70.

VYrpo3a UCronb30BaHUS OJHUX M TEX XK€ YYETHBIX 3alUcel st
napaJuiesIbHOro JIocTyna K HHGOPMAIMOHHOH cHcTeMe (C IBYX U
DoJiee) pa3nuUHBIX YCTPOKCTB

S.71.

OrcyrcTBHE GIIOKHPOBaHHS ceaHca MoJib30BaTess (Ha MOHHTOPE
NOJIb30BaTe/Is HE JOJKHA oToOpaxarhesi WHPOpMAIUs ceanca
MOJIb30BaTENIA) 110C/IE€ BPEMEHHU Oe3/IeiicTBUS 5 MUHYT

8.72.

erosa HCII0JIb30BaHHs HE3aBEPILIEHHBIX CEAHCOB I0JIL30BaTeleH

8.73.

erosa HaJlH4ust YAAJIICHHOI0 JIOCTyla OT MMEHH NPHBHIIETH-
POBaHHBIX noJib30BaTesic g AIMHUHHCTPUPOBAHHS PIH(I)DpMa-
1IHOHHOM CHCTEMbI, CHCTECMBI 3allHTBI, B TOM 4YHCJIE C
HCITOJIb30BAHUEM TEXHOJIOTHH 6CCHp0B0,[lH01"0 JA0cTyna

8.74.

OtcyTcTBHE aBTOMATH3HPOBAHHOTO MOHHTOPHHIA M KOHTPOJIS
YJAJIEHHOr0 JIOCTYTa

8.75.

VYrpo3a HCIOIb30BAHHS YA3BUMBIX/HE3AIUINEHHBIX TEXHOJIOTHH
yJaJIEHHOr0 JIOCTyTa

8.76.

Yrposa B3auMOAEHCTBHA C HMHBIMH  HH(OPMAIMOHHBIMH
CHCTEMaMH, He 00eCIeYeHHBIMH CHCTEMOM 3aIUTHI
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8.77. | OrcyTcTBUE MEXaHM3MOB ABTOMATH3MPOBAHHOTO  KOHTPOJIS
napaMeTpoB HacTpoiiku komnoHeHtoB [1O, Biusrommx Ha
He3onacHocTh HH(pOPMAIHH
8.78. | OTcyTcTBHE MEXaHHM3MOB aBTOMATH3MPOBAHHOIO pearupoBaHHs
HA HECAHKIIMOHUPOBAHHOE H3MEHEHHE MapaMeTpPOB HACTPOHKH
koMnonenTos [10, Biusitomux Ha 6e30macHOCTh HHGOpPMAIIHH
8.79. | OrcyTcTBHE KOHTpOJIS 3a HCHOJb3yeMbIMH HHTepdeiicamu
BBO,1a/BBIBO/IA
9. Yrpo3el o1mO0K/BHECEHH S YSI3BUMOCTEH NMPH npoeKTHpoBanuH, BHeipernn CTT]In/cuctemsr napopmarmonnoii 6esonacroct UCI T T
9.1 Yrpos3a nepegaun JaHHBIX M0 CKPHITHIM KaHalIamM Buemnwnii Hapymmrens co cpeanum | CereBoii y3en, cereoe 110, cere-
NOTEHIHAJIOM, BHYTPEHHHI Hapymu- | Boi Tpaduk
TeJb CO CPEHHM MOTEHIIHATIOM
9.2. Yrpo3a BKIIOYEHHs B NPOEKT HE MCHBITAHHBIX JOCTOBEpHO | BHyTpennuii Hapymmtens co cpen- | [1O, TexHuueckoe CpeacTBO, HH-
KOMIIOHEHTOB HUM MOTEHIHATIOM dbopmanmonnas cucrema, KO-
yepas cucTeMa HH(pOpMaIHOH-
HOM UH(]pacTpyKTypbl
e Yrpo3a BHEJIPEHUS CHCTEMHON U30BITOYHOCTH Buyrpennuii napymmurens co cpea- | [10, undopmaimonnas cucrema,
HHM MOTEHIHATIOM KJIoueBasi cucrema uHpOpMa-
IIUOHHOW HH(PACTPYKTYPhI
9.4. Yrpo3a omubOK NMpH MOJECIHUPOBAHUU YIpO3 M HapylHTeNei
uH(popMmaloHHOM Oe3omacHoCTH* *
9.5. Yrpo3a BHeApEHUS CHCTEMBI 3allUThl, HE o0ecreynBaromei
HUBEJIMPOBAHHMs  aKTyallbHBIX  yrpo3 M HapyuuTenei
uHpopMaIHOHHOMH Oe3omacHoCTH**
10. Yrpo3sl o1MO0UHBIX/ECTPYKTUBHBIX JCHCTBHI JIHII
10.1. | Yrpo3a moaMeHbI IeHCTBHS 110JIb30BATENS IyTeM oOMaHa Buemnuii napymmrens co cpeauuM | Ipuknansoe I10, ceteoe 10

IMOTEHIHATIOM
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10.2.

VYrposa «puimmHra»

BHelnHuil HaApymIMTEIh ¢ HH3KAM

MNOTEHIHAJIOM

Pabouass cranmmsa, ceresoe [10,
ceTeBoit Tpaduk

10.3.

Peamusanmsa  yrpo3 ¢ UCHONB30BaHWEM  BO3MOXKHOCTH
HEMOCPEJCTBEHHOTO  JIOCTYNa K TEXHUYECKHM ©  YacTH
NPOrpaMMHBIX CPEJICTB WH(GOPMAIIHOHHOI CHCTEMBbI, CPEe/ICTBaM
3alMTel  MHQOpPMALIMKM U CpeACTBaM  KpHnTorpadguueckoi
3aluThl HHGOPMAIMK B COOTBETCTBUU C YCTAHOBJIEHHBIMH JUIS
HHUX a/IMUHACTPATHBHBIMHU MOJIHOMOYUSIMU**

10.4.

Buecenne w3MeHeHHMiT B KOHQUIypauMio MPOTPAaMMHBIX U
TEXHHYECKUX CPEICTB B COOTBETCTBUM C YCTAHOBJICHHBIMH
MOJIHOMOYHSIMH, TPUBOJAIUMH K OTKIIIOYEHUIO/YaCTHYHOMY
OTKJIFOYEHHIO HH(OPMAIMOHHOM CHCTEMBI/MOTYJIEH/KOMITOHEH-
toB/cermentoB ECDJIJ], cpenctB 3aummrtel uHdopMmanuu (B
clly4ae CroBopa ¢ BHEUIHHUMH HapyLIHTEIsIMH Oe30MacHOCTH
uHpopmarum)**

10.3.

Co3anne HEKOHTPOJIHMPYEMBIX TOYEK JOCTyma (Jla3eek) B
CHUCTEMY JUIS YHQJIEHHOro JocTyna K HWH(QOpMaIHOHHOH
cucreme**

10.6.

IlepekonurypupoBanue cpeacTB 3aummThl HHOPOPMALHH U
CpeJcTB  KpunTtorpaguueckod 3amutel UHPOPMAIMH VIS
peanu3aiuu yrpo3 HHpopManuoHHoi cucreme**

10.7.

OcyiecTBiieHHE YIPO3 € HCIOJBL30BAHUEM JIOKAIBHBIX JIMHHUN
CBSI3H, CHCTEM JJICKTPONIUTAHMS U 3a3eMyieHus **

10.8.

Xumenne  kmoved  mu@poBaHus, HACHTHPHUKATOPOB H
M3BECTHBIX Maposei**

10.9,

BHecenune mporpaMMHO-annaparHeIX 3akKiIafoK B NPOrpaMMHO-
anmnapaTtHble cpejcTBa WH(OPMAIMOHHOW CHCTEMBI, obecie-
YHBAIOUIMX CHEM HH(OpPMAIMH, HCHOJB3Ys HEMOCPEACTBEHHOE
MOJIKITIOYEHHE K TEXHMYECKUM cpezicTBaM 00paboTtku uHpOpMa-
UE**
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10.10. | Co3nanue METOOB W CPEACTB pealiM3allid aTaKk, a TakKe
CaMOCTOSITEJIbHOE TTPOBEJICHHE aTaKH
10.11. | OmuOkn  npu  KOHPUI'YPHPOBaHHH H  OOCIYy)KHUBAHUH
MOJTyJIeH/KOMIIOHEHTOB HH()OPMAIIMOHHOM CHCTEMBI
10.12. | Co3ianue cutyanuii, NpensaTCTBYIOMMX (YHKIIHOHHPOBAHUIO
cetu (ocraHoBKa, cOOH CepBEepOB; YHHUTOXEHHE H/WIIN
momudukanus I10; co3manre MHOXKECTBEHHBIX, JIOXKHBIX
UH(POPMAIIMOHHBIX COOOIIEHMIA)
10.13. | HecankumoHupoBaHHBI# cheM HHpOpMAIHK, OJIOKHPOBAHHE
paboThl OTZAENBHBIX I0JIL30BaTEsIeH, TepecTpoiika IUIaHOB
MapUIpyTH3alUHU U [TOJINTHK JOCTYIIA CETH
10.14. | HenpennamepenHoe — pasriiallieHHe  MEPCOHANBHBIX  JAHHBIX
JIMIAM, HE HMEIOIIUM T1paBa JI0CTYyNa K HUM
10.15. | Hapymenue npaBui XpaHeHHUs KIIOYeBOH HH(GOpMAaIuu
10.16. | Ilepenaua 3amuiaeMoit HHGOPMAIMH 110 OTKPHITBLIM KaHAIaM
CBSI3H
10.17. | HecankumonupoBaHHast MOAM(DHKAIs/yHHUTOKEHHE WHPOPMAITAH
JIETUTUMHBIM T10JTh30BaTEIEM
10.18. | KonupoBanue  uHdopManmu Ha  He3apEerHCTPUPOBAHHBIN
HOCHTENb UH(pOpMaIMK, B TOM YHCIIE TIeYaTh
10.19. | HecauKIIMOHUPOBAHHOE OTKIIIOYEHHE CPEJICTB 3aIUTHI
10.20. | Yrpo3sl BepOOBKH (COIHAIBHOM HHKEHEPUH)
11; VYrpo3sl HapyleHus KOHYUICHITHATEHOCTH
11.1. | Yrposa uccienoBaHus MeXaHW3MOB paboThI IIPOTPAMMBI Bremnuii Hapyumrens co cpeaauM | Cucremuoe 10, npukiagnoe I10,
MOTEHIHAJIOM, BHYTPEHHHI HapyiH- | ceteBoe [10, Mukponporpammuoe
TEJb CO CPETHUM MOTEHIIHAJIOM obecrieyenue
11.2. | Vrpo3a ucciesioBanus NpHIoKeHUs yepe3 otdetsl 06 ommbkax | BHemHuii Hapymures co cpeHuM

MOTEHIIHAJIOM, BHYTPEHHHI HapyIITH-
TeJIb CO CPETHHUM TTOTEHITHAIOM

Cucremnoe I10, npuxiaanoe 10,
cereBoe [10, MukponporpammHoe
obecrieyeHue
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11.3. | Yrpo3a oOHapyxeHHs OTKPHITHIX TOPTOB M HiacHTH(HKauuy | BHemnwnii wapymmrens ¢ uuskum | CeteBoii y3en, cereBoe 110, cere-
MPUBSI3aHHBIX K HUM CETEBBIX CIIYkKO IMOTEHLHAIIOM BOIt Tpaduk

11.4. | Yrpo3a oOHapyKeHHsl XOCTOB Buemmnuii nHapymmtens ¢ HuskuM | CereBoii y3en, ceresoe 110, cere-
TTOTEHI[HAJIOM BOIt Tpaduk

11.5. | ¥Yrpo3a onpenenenus THIIOB 0OBEKTOB 3aLUThI Bremnuii Hapymurtens ¢ Huskum | CereBoit y3ein, ceresoe 110, cere-
MOTEHI[HAIOM BOit Tpaduk

11.6. | Yrpo3sa onpejiesieHHs TOMOJIOTHHA BEIYHCIIATEIBHON CETH Buemnuii Hapymmurens ¢ HuskuMm | CereBoil y3ei, ceresoe 110, cere-

MNOTCHIHAJIOM

BOii Tpaduk

i 157

VYrposa nonyuenus npeaBapurelbHOi HHpOpMaHH 00 00BbeKTE
3alUThI

BHemHui HapymuTellb cO CpeHuM
MOTEHIHAJIOM

CereBoii y3en, cereBoe I10, cere-
Bo# Tpaduk, npukiaanoe 10

1185,

Vrpo3a nojydeHus CBEIECHHH O Biajesble OeCpOBOIHOTO
yCTpOHCTBA

BHemHuii HapymmTenb ¢ HHU3KHM
MOTEHIMAJIOM

CereBoii y3en, MeTa/laHHbBIE

11.9,

VYrposa ckanupoBanus BeO-CepBUCOB, pa3pabOTAaHHBIX HA OCHOBE
sa3bIKka onucanuss WSDL

BHemHuii Hapymmrenab ¢ HHU3KHM
HOTEHI[HAJIOM

Ceresoe 10, cereBoii yzen

11.10.

CkanupoBaHme ceTd Uil  U3YyYeHHs JIOTHKH  paboThbl
UH(GOPMAIIMOHHOH CUCTEMBI, BBISIBIICHHS TPOTOKOJIOB, IIOPTOB**

1LLL

Ananu3 cereBoro Tpaduka Ui HM3y4EeHHS JIOTUKH pabOThI
UH(OPMAIHOHHON CHUCTEMBI, BBISBJICHHSI MPOTOKOJIOB, MOPTOB,
nepexsara Ciy’KeOHBIX JIaHHBIX (B TOM YHCJIe HJCHTH()UKATOPOB
W 1apoJieit), ux moaMeHs**

11.12.

IIpumenenne crienManbHBIX MPOrpaMM JiJisi BBISBICHHS MApOJist
(IP-crtyppunr, pazneie Buab nepedopa)**

5198 1 9

VYrpo3a noiy4yeHUs HapyLIMTENIEM CBEJICHHH O CTPYKTYpe,
KOH(UIYypallui M HacTpoikax HHPOPMAIMOHHON CHCTEMBI U ee
CHCTEME 3aIIUTHI

11.14.

Yrpo3a nojydyeHusi HapylIUTeNeM KOH(DHICHIHAIBHBIX CBe-
NeHui, oOpabaTeiBaeMbIX B HH(OPMAIIMOHHON CHCTEME

115,

Yrpo3za mnoJNiydeHHs — HapyLUIMTeNIeM  HACHTH()UKALMOHHBIX
JAHHBIX JIETaJIbHBIX MOJIb30BaTelNeil HHPOPMAITHOHHON CHCTEMBI
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11.16.

Pasrnamenue cBeienuii KOH(HICHIHAIBHOTO XapakTepa

12. YTrpo3sl IpOrpaMMHO-MaTEeMaTHYECKUX BO3/IECHCTBHIA
12.1. | Yrpo3a aBTOMaTH4eckoro pacrpocTpaHeH s BPEJIOHOCHOr0 Kojia | BHemnuii Hapyumrens co cpeauM | PecypcHbie IIGHTPBI IPHI-CHCTEMBI
B I'PUJI-CHCTEME MNOTEHIMAJIOM, BHYTPEHHHI HapyIIIH-
TEJIb CO CPE/THAM MOTEHIIMAJIOM
12.2. | Yrpo3a BHepeHUst KO/Ia HIIH JIAHHBIX Buemnuii Hapymurens ¢ HuskuMm | Cucremuoe 10, npuknaaunoe 10,
MNOTEHLHATIOM ceresoe [10
12.3. | Yrpo3a BocCTaHOBJICHHUS ayTEeHTU(PHUKAIMOHHOM HHpOpMAIHH Buemnuii Hapymmrens ¢ HuskuMm | Cucremunoe  I10,  mukpormnpo-
MOTEHIHAJIOM, BHYTPEHHHUH HapylIu- | rpaMMHOE o0ecreueHHe, yuyeTHbIe
TEJb C HU3KUM NOTEHIIHAJIOM JIAHHBIE T10JIL30BATEIIS
12.4. | Yrpo3a [ecTpyKTHBHOrO HW3ME€HEHMs KOH(urypauuu/cpesnst | Buyrpennuii napymmrens ¢ nuskum | Cucremuoe 110, npukagaoe 110,
OKPYKEHHS IIPOrpaMM TTOTEHIIHAJIOM cereBoe 110, MukponporpaMmHoe
obecrieveHne, MeTa/laHHbIe, OOBEKTHI
(aiinoBoit cucteMsl, peectp
12.5. | ¥Yrpo3a u30bITOYHOTO BBIJICJICHHS ONEPATHBHOM MaMATH Bremnuii HapymuTtens ¢ HU3KHM | AnmapaTHoe 0O€CII€YEHHE, CHC-
NOTEHIIHAJIOM, BHYTPEHHUH HapyuH- | temHoe 10, cereBoe [10
TEJIb ¢ HU3KUM MOTEHIHATIOM
12.6. | Yrpo3a uckaxenuss XML-cxeMbI Buemnuii napymmrens co cpeanum | CereBoii  y3en, cereBoe I10,
NOTEHIHAJIOM, BHYTPEHHHI HapyIllIH- | CETEBOH Tpaduk
TEJIb CO CPEAHUM TOTEHIIHAJIOM
12.7. | Yrpo3a uckaxxeHHus BBOJHMOIl U BBIBOAUMOI Ha nepudepuiinsie | BHemmumuii HapymuTelb ¢ BbICOKUM | Cucremnoe [10, npukiiaanoe [10,
ycTpoiicTBa HH(pOpMaIUH NOTEHIHAJIOM, BHYTPEHHMI Hapymu- | cereBoe [10, anmapatHoe o0ec-
TeJb ¢ HU3KUM [IOTEHIHAJIOM HeyeHue
12.8. | Yrpo3a wucnons3oBanus ciabocreil KOAUpPOBaHHS BXOAHBIX | BHemnHwuil HapymuTenb co cpeHuM | Cucremuoe 110, npuknaanoe I10,
JIAHHBIX NOTEHIHATIOM, BHYTPEHHMH Hapyiu- | cereBoe [10, mukponporpammuoe
TeJb CO CPETHUM TTOTCHIIHAJIOM obecnieueHue, peectp
12.9. | Vrpo3a MexcalTOBOTrO CKpHIITHHTA Buemmnuii Hapymmtens ¢ HuskuM | CeteBoii y3en, cereBoe I[10
MOTEHIHATIOM
12.10. | Yrpo3a MexkcaiiTOBOH MOJUIeNIKH 3ampoca Buemmnuii Hapymmrens co cpeanuM | Cereoii y3ein, ceteBoe [10

MOTEHIIHAIIOM
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12.11. | Vrpo3a HecaHKIMOHMPOBAHHOTO BBIKJIIOYEHMs HIM 00xoja | BHyTpeHHHMH HapymmTens ¢ HU3KUM | MEKponporpaMmHoe 1 anraparHoe
MexaHu3Ma 3aiuThl oT 3anucu B BIOS MOTEHIIHAJIOM obecnedenne BIOS/UEFI

12.12. | Yrpo3a nepexsata BBOJAWMON M BHIBOAMMOI Ha mepudepuitnsie | Buemnuit napymmrens ¢ Huskum | Cucremuoe I10, npuknaanoe T10,
ycTpoiictBa uHpopManuu MOTEHIHAJIOM, BHYTPEHHUI HapylIH- | annaparHoe obecrneyeHne
TeJb C HU3KUM MOTEHI[HAIIOM
12.13. | Yrpo3a noamensl pe3epsHoii koruu [10 BIOS BuyTpennnii Hapymmrens ¢ HU3KHM | MHKpONpOrpaMMHOE | armapaTHoe
MOTEHIHAJIOM obecneuenne BIOS/UEFI
12.14. | Yrpo3a nponycka npoBepk# neaoctaocta 110 Buemnuii  Hapymmrens ¢ Huskum | Cucremuoe [10, npuknagnoe 110,
IIOTEHIIHAJIOM, BHYTPEHHUH Hapymu- | ceteBoe [10
TeJb C HU3KUM MOTEHI[HAIIOM
12.15. | Yrpo3a 3apaxeHHsi KOMIbIOTEpa NpH MOCENIeHAH Hebnaro- | Buyrpennuii napymmrens ¢ Huskum | CereBoii y3ein, cereroe [10
HAJIe)KHBIX CAUTOB IMOTEHIIHAJIOM
12.16. | Yrpo3a HenpaBoMepHOTo mH(poBaHus HHPOPMAIHH Buemnuii napymmTtens ¢ Hu3kuM | OObeKT GaisioBoit CHCTEMBI
NOTEHIIHAJIOM
12.17. | Yrpo3a CKpBITHOTO BKJIIOUEHHMS! BHIYHCIIMTENLHOIO yCTpoiicTBa B | BHemnuit Hapymmrtens ¢ nuskum | CeteBoif y3en, cereBoe [10
cocraB 0oT-ceTH [IOTEHIUATIOM
12.18. | Yrpo3a pacnpocTpaHeHHs «IIOYTOBBIX YepBEii» Bremnuit napymmrens ¢ HuskuMm | Cerepoe 10
HOTEHIIHAJIOM
12.19. | Buenpenne nporpaMMHBIX 3aKJ1aJ0K/3aKnaiok**
12.20. | Yrpo3a BHeapeHus: B UHPOPMAIIMOHHYIO CHCTEMY BPEIOHOCHOTO
I1O ¢ ycTpoHcTB, MOAKIIOYAEMBIX C UCTIOJIB30BAHHEM TEXHOJIO-
ruit OecripoBoHOrO HocTyma**
12.21. | IlpumeHeHne cienHaibHO CO3AaHHBIX MPOTrPAMMHBIX HPOILYKTOB
JUIsl HECAHKIIMOHUPOBAHHOTO JocTyma**
12,22, | ¥rposa BHEJIpEHUs yepes JIETHTUMHBbIE CXEMBI
UH(POPMALMOHHOTO  o0OMeHa  MeXay  HHPOPMAIMOHHBIMUA
cucTeMaMHu BpesloHocHOoro [TO**
12.23. | OTcyTcTBHE  IEHTPAIM30BAHHOW  CHCTEMBI  YIIPaBJICHUS

CpEICTBAMU AHTHBHPYCHOMW 3aIUThI
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13. VYrpo3el, CBA3aHHBIE C HCIIOJIL30BAaHUEM OOJIAYHBIX YCIIYT
13.1. | Yrpo3a 3noynotpebiienus BO3MOXKHOCTAMH, MIPeOCTAaBICHHBIMH | BHyTpeHHuil Hapymmrens ¢ HU3kuM | O6naunas cuctema, BUPTyasibHas
notTpeduTensM 00IaYHbIX YCIyT NOTEHIHAJIOM ManiMHa
13.2. | Yrposa 3noynorpebnenus noBepueM mnotpeOuTeneil obnaunbix | BHemnuii Hapymurens ¢ Huzkum | O6naunas cucrema
ycIiyr MOTEHIIHAJIOM
13.3. | ¥Yrpo3a koH(pMKTa FOPUCAMKIINI pa3IMYHBIX CTPaH Buemnuii Hapymurtens ¢ Huskum | OGnadHas cucreMa
NOTEHIIMAJIOM
13.4. | Yrpo3a HapyleHus JI0CTYITHOCTH 00JIaYHOTO cepBepa Buemnnii  Hapymurens ¢ HuskuM | Obnaunas cucrema, OOJauHBIN
NOTEHUAJIOM, BHYTPEHHHI HapylIH- | cepBep
TeJlb ¢ HU3KUM MOTCHIHAJIOM
13.5. | Yrposa HEBO3MOXHOCTH MHrpanuu o0pa3oB BHPTyalbHbIX | BHemnuii napymmrtens ¢ uuskum | O6naunas uHPACTPYKTYpa, BHp-
MalliH H3-3a HECOBMECTHMOCTH anmaparHoro oOecredeHus M | MOTEHIHAIOM TyajlbHas MallliHa, arnmnapaTHoe
I10 obecneuenune, cucreMuoe [10
13.6. | Yrposa  HenoGpocosecTHOro — WcnosiHeHus — 00s3aTenbcTB | BHemHuil Hapymmrtens ¢ Huskum | HpopMalMoHHas cucTeMa, cepsep,
MOCTaBIMKAMU OOJIAYHBIX YCIYT NOTEHIIMAJIOM HOCHUTENb HMHPOPMAIUH, MeTa-
JaHHble, 00BeKTHI (aiinoBoi cuc-
TEMBI
13.7. | Yrpo3a He3alMIEHHOTO aMHHHCTPHPOBaHUs 00JIaunbIX yeuyr | BHemHmit Hapymwrens ¢ nuskum | O6naunas  cuctema, paGouas
NOTEHIHAJIOM, BHYTPEHHUH HapylIu- | cTanuus, cerepoe 110
TEJTb C HU3KUM MOTEHLIHAJIOM
13.8. | ¥Yrpo3a HekauecTBEHHOro MepeHoca HHQPAcTPyKTyphl B 00ako | BHemnuilt Hapymwmrtens ¢ HuskuMm | MHpopManmoHHas cHCTeMa, HM-
MOTEHIIHATIOM MUIrpupoBaHHas B obnako, ob6nay-
Hasi CHCTeMa
13.9. | ¥Yrpo3a HEKOHTPOIHPYEMOTr0 pocTa YHC/IA BAPTYAIbHBIX MAallMH | BHemHuil  HapymmTens ¢ nuskuM | O6maunas  cucTeMa,  KOHCOJIb

MIOTEHIMAJIOM, BHYTPEHHHUIT HAPYIIIH-
TEJb ¢ HU3KUM IOTEHIIHATIOM

ynpasieHHs o0yauHoi  WH(ppa-
CTPYKTYypoii, oOsaunast wuH(pa-

CTPYKTypa
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13.10. | Yrpo3a HEKOPPEKTHOH pealM3alliy NOJNTHKH JIMLIEH3HpoBanus | Bremuuit Hapymutens ¢ Huskum | Cucremuoe 110, npuknagsoe 110,
B oOnake IOTEHI[HAJIOM, BHYTPEHHUI Hapyuu- | cereBoe [10
TeJb ¢ HU3KUM TOTEHIIHAJIOM
13.11. | Yrposa HeonpeaeNeHHOCTH B pacnpejielIeHHd OTBETCTBEHHOCTH | BHemmnuii Hapymmrens ¢ Huzkum | Cucremuoe 110
MEX/1y poJisiMH B 00Jiake MOTEHIIMAJIOM, BHYTPEHHUIT HapyIIIH-
TeJb C HU3KUM TOTEHIIHAJIOM
13.12. | Yrpo3a HeonpeneNeHHOCTH OTBETCTBEHHOCTH 3a obecrieyenue | BHemmnuit Hapymmrens ¢ HuskuM | O6maunas cucrema
Oe3zonacHocT obnaka HOTEHIHAJIOM
13.13. | Yrposa HenpepbiBHOH MozepHM3auuu obnaunoit wuH(pa- | BuyTpennuil Hapymmrens co cpea- | O6maunas nHppacTpyKTypa
CTPYKTYPBbI HHM [OTEHIHAJIOM
13.14. | Yrpo3a HecornacoBaHHOCTH MOJIMTUKH 0€30MacHOCTH 3JIeMeHTOB | BHemmnuii wapymmurtens ¢ HuskuMm | Cucremuoe [10, ob6naunasi cuc-
obnavHol HH(paCTPYKTYphI MOTEHIHAJIOM, BHYTPEHHUH HapylIH- | Tema
TEJb C HU3KUM NOTEHIIHAJIOM
13.15. | Yrpo3a obmenocTynHocTr 061a4H0 HHPPACTPYKTYPBI Buemmnnii napymmrens co cpeaHuM | OObekThl  (hailiioBoii  CHCTEMBI,
MOTEHIIUAJIOM anmnapaTtHoe oOecrnieueHue, obnay-
HBIN cepBep
13.16. | ¥Yrposa notepu JoBepHst K HOCTABIIHKY O0JIAYHBIX YCIYT Buyrtpennuii Hapymutens co cpei- | O6bekThl  (hailloBoli  CHCTEMBEI,
HHM MOTEHIIHAIOM UHpOpMAIIMOHHAS CHCTEMa, HM-
MHUTPHpOBaHHas B 00J1aKo
13.17. | Yrpo3sa notepu U yTeuku JaHHBIX, 00pabaThiBaeMBbIX B 00J1aKe Buyrpennnii Hapymmrtens ¢ Hu3kuM | Cucremunoe I10, Merananubie,
MOTEHIHATIOM 00BEKTHI (PAaIOBOH CHCTEMBI
13.18. | ¥Yrposa norepu ynpasiieHusi 00Ja4HBIMH pecypcaMu Buemmnuii Hapymmrens ¢ BbicokuM | CeteBoii Tpaduk, oObekThl (haii-
MOTEHIIHAJIOM JIOBOM CHCTEMBbI
13.19. | ¥rposa nortepu ynpasieHus coOcTBeHHOI HHpacTpykTypoil | BHyTpenuuii napymmurens co cpen- | MnpopManuonsas cucreMa, M-

MpH MiepeHoce ee B 001aKo

HHM INOTCHIHAJIOM

MHUTPHpPOBaHHas B 00JIaKO, CHC-
temHoe [10, npuxnagHoe I10,
ceresoe [10
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13.20. | Yrpo3a npuBsA3KyM K MOCTABIIUKY 00JIAUYHBIX YCIyT Buyrpennuii Hapymurens ¢ Hu3kum | UHpopmanmonHas cucrema, HM-
MOTEHIIHAJIOM MUIrpUpoBaHHas B 00Jako, cHc-
temuoe [10, cereBoe 10, cereBoii
tpaduk, 00BeKTHI (aitoBoi cuc-
TEMBI
13.21. | Yrpo3a npuocTaHOBKH OKa3zaHUsi 00JIaYHBIX YCIIYT BCIIEIACTBHE Cucremnoe [I1O, anmaparHoe
TeXHU4YECKHX cOoeB obecrnieyeHue, KaHal CBSA3H
13.22. | Yrpo3a pacnpocTpaHenusi COCTOSIHUS «OTKa3 B 0OCTyxuBanun» | Bremnuit Hapymmrens ¢ HuskuM | O6naunas MHPPACTpyKTypa, co3-
B 00s1auHON HHppacTpyKType HOTEHIIHATIOM, BHYTPEHHHII HApYyIIH- | JaHHAs C HCITOJIB30BAHHEM TEXHO-
TE€Jb ¢ HU3KUM [OTCHIIHAIOM JIOTUH BUPTYaJIM3alliH
14. VYrpo3sl, CBI3aHHBIE ¢ HCIOJIB30BAHHEM CYNIEPKOMITLIOTEPHBIX TEXHOIOTHI
14.1. | Yrpo3a wuCHo/b30BaHMS BBIYHCIMTEILHBIX PECYpCoOB cyrep- | BHeluHMN HapymuTenb ¢ HH3KMM | BRIMMCIMTENBHBIE Y3IIBI CyIep-
KOMIIBIOTEpA «ITapa3suTHBIMH ) MTPOLIECCaMU MNOTEHIHAJIOM, BHYTPEHHHI HapylIH- | KOMIIbIOTEPA
TEJb C HU3KUM NOTEHIIHAIOM
14.2. | Yrpoza HeCaHKIMOHHPOBAHHOTO JIOCTyNa K cerMeHTtaM | BHyTpeHHmit HapyLIUTEIb co | BeruvcnurenbHblii  y3en cymep-
BBIYHUCITUTENIBHOTO MOJIs CpeJIHMM NTOTEHIAJIOM KOMIBIOTEpa
14.3. | Yrpo3a npsmoro o0palienust K MamMaTH BBIYMCIHTENLHOIO NOJIs | BHemHMI HapymmTens co cpeaHuM | BeluuciauTenbhple  y3ibl  cymep-
CyIepKOMIBIOTEepa NOTEHLHATIOM, BHYTPEHHHI HapylIH- | KOMIBIOTEpa, KaHAIbl Mepeaqyu
TeJb CO CPETHUM MOTCHIIHAJIOM JIAHHBIX CYNEPKOMIBIOTEPA, CHC-
Temuoe [10
14.4. | Yrposa 4pe3MepHOro MCMOJIb30BAHHS BBIYHCIMTENLHBIX Pecyp- | BHyTpeHHHMI HapyummuTens ¢ HU3KHAM | BelUHCIHTENbHBIE Y3761 CyTep-
COB CYMEPKOMIBIOTEPA B XOJIE MHTEHCHBHOIO OOMEHA MeX- | MOTEHIHAIOM KOMIIbIOTEpA
IPOLECCOPHBIMU COODIIEHUSIMH
Iy, Yrpo3el, CBSI3aHHBIE C UCTOJIB30BAHHEM TEXHOJIOTHIT BUPTYaIM3aIUH

15.1.

Vrpo.'sa BBIXOJla ITpoLecca 3a npeaeibl BHpT}’aJ'IBHOﬁ MAalllHuHBI

BHemHuii Hapyumrens co CpeaHuM
MOTEHIMAJIOM, BHYTPEHHUH HapyIIu-
TeJb CO CPETHUM MOTEHIIHAIOM

HUudopmanmonnas cucrema, cere-
BO# y3en, HocuTellb HH(popMaruu,
00BbeKTBl  (paliIoBOM  cHUCTEMBI,
y4YeTHbIE JIaHHBIE TIOJIH30BaTEIs,
00pa3 BUPTYaJILHON MaIIHHBI
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15.2. | Vrpo3a HapylieHHsi HW30JISIMH MOJIb30BaTEILCKAX JIaHHBIX | BHemHuil HapymmTens co cpeanuM | BupryanbHas MaimMua, rTHIIEpBH30D
BHYTPH BHPTYaJbHON MalllUHbI IMOTCHIHAJIOM, BHYTPEHHHH HapyILlIH-
TeJb CO CPEHUM MTOTCHIHAIOM
15.3. | Yrposa napymenus TexHosnoruu oopaborku uHdpopmanuu myreM | Buemnuii Hapymmurens co cpeanum | O6pa3  BHPTYaJIbHOH — MAalIHHBL,
HECAHKIIMOHMPOBAHHOIO BHECEHHs HM3MEHEHHMH B 00passl | MOTEHIMAIOM, BHYTPEHHUI Hapymu- | ceTeBoi y3en, cereBoe 10, Bup-
BUPTYAJIbHBIX MAIlIMH TeJIb CO CPETHUM TOTEHIIHAIIOM TyajbHas MallluHa
15.4. | Yrpo3a HEKOHTPOJMPYEMOro POCTa YHMCJIA 3ape3epBHPOBAHHBIX | BHemmnuil Hapymmrens ¢ HuskuM | UHQopmanuonHas cuctema, cep-
BBIYHCITUTENIHBIX PECYPCOB NOTEHIHAJIOM, BHYTPEHHHI HapylIu- | Bep
T€JIb ¢ HU3KUM MTOTEHIIHAJIOM
15.5. | Yrpo3a HecaHKIIMOHHPOBAHHOTO JIOCTYNA K BHPTYalnbHBIM KaHa- | BHemnuil napymmrens ¢ mmskum | Cereoe I10, cereBoii Tpaduk,
JlaM Tiepeiaqyu MOTEHIIHAJIOM, BHYTPEHHHI HApYyIIH- | BUPTyaJbHbIE YCTPOHCTBA
TEJIb C HU3KHUM IOTEHIHAIIOM
15.6. | Yrpo3a HecaHKIUMOHHPOBAHHOTO JOCTYNA K JIaHHBIM 3a mpeje- | Bremmnuii napymmrens co cpexuum | Cepep, pabouas cTaHius, BHp-
JIaMM  3ape3epBUPOBAHHOIO IPECHOr0 MPOCTPAHCTBA, B TOM | MOTEHIHAIOM, BHYTPEHHHI HapylIn- | TyalbHas MallliHA, THIEPBHU30D,
YUCJIE BBIJIEJIEHHOT'O 1101 BUPTYalbHOE anmnapaTHoe obecneueHue | Tejib CO CPeHAM MOTEHIHAIOM MAIIMHHBII HOCHTEb HH(pOpMaIHy,
MeTaJlaHHbIe
15.7. | Yrpo3a HecaHKUMOHHPOBAHHOTO JIOCTyNa K 3allMINacMbiM | BHemHuii Hapymmrens ¢ Huskum | Bupryansnas mammna
BUPTYQJIbHBIM MalllMHAM W3 BUPTYaJlbHOH M (MIM) GU3HUYECKO# | MOTEHIIMATIOM, BHYTPEHHHI HAPYIIH-
CeTH TE€JIb ¢ HU3KUM OTCHIIHAJIOM
15.8. | Yrpo3a HecaHKUMOHMPOBAaHHOTO JOCTyNAa K 3allMINaeMbiM | BHENIHHN HapymuTeab ¢ HU3KMM | BHpTyanbHas MaimMHa
BUPTYQJIbHBIM MalllHHAM CO CTOPOHBI JPYIHX BHUPTYaJIbHBIX | MOTEHIHATOM, BHYTPEHHHIi HAPYIIIU-
MallliH TE€JIb C HU3KUM MOTEHIHAJIOM
15.9. | Vrpo3a HecaHKIMOHMPOBAaHHOrO JOCTYNa K 3amHiaeMbiM | BHemnuii HapymmTens co cpenuuM | BupryansHbie ycTpoiicTBa XpaHe-
BUPTYQJIbHBIM YCTPOHCTBAM W3 BUPTYaNbHOH W (Win) (U3H- | NOTEHIMAIOM, BHYTPEHHHI HapylH- | HUs, 0OpaboTKM M  mnepejayu
YECKOM ceTu TEJb CO CPETHUM MOTEHIIHAIIOM JIAHHBIX
15.10. | Yrpo3a HecaHKIIMOHMPOBAHHOTO JIOCTYNa K CHCTeMe XpaHeHHs | BHeIIHWH HapymmTenb ¢ HH3KHM | BUpTyanbHble ycTpoiicTBa XpaHe-

JIAHHBIX H3 BUPTYAILHON U (HIIH) (PU3HYECKON CeTH

TMOTEHIMAJIOM, BHYTPEHHHIH HaPYIIIH-
TEJIb ¢ HU3KUM NOTEHIIHATIOM

HHA JaHHBIX, BUPTYAJIBHBIC JIHCKH

1,

VYrpo3a HeCaHKIMOHUPOBAHHOTO JIOCTYNAa K XPAaHHMOW B BHp-
TYaJIbHOM IIPOCTPAHCTBE 3alHINAEMON HHPOPMAIIUH

BHemHuii HapyuIuTesls CO CpeaHHM
MOTEHIMAJIIOM, BHYTPEHHHIH HapyIIH-
TEJIb CO CPEHUM MOTEHIHATIOM

Hocurens undopmaruu, o0beKTHI
(haioBoii CHCTEMBI
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15.12. | Yrpo3a ommbku 0OHOBNIEHUS THIIEPBU3Opa Buyrpennuii napymmrens ¢ Hu3kuM | Cucremuoe 10, runepsusop
NOTEHIIHAJIOM
15.13. | Yrpo3sa nepexsara ynpasjieHusi THIIEPBH30POM Buemnuii napymmurens co cpennum | Cucremuoe 110,  runepsusop,
NOTEHIHAJIOM, BHYTPEHHHI HapYIIH- | KOHCOJIb YIPABJICHHS THIIEPBU30POM
TEJb CO CPETHUM MOTEHIIMAJIOM
15.14. | Yrpo3a nepexsara ynpaBJieHHsI CPeZIOii BUPTYaIH3aIluN Bremnuit napymurens co cpeanuM | MadopmanmonHas cucrema, cHc-
MOTEHIMATIOM, BHYTPEHHHIt Hapymu- | TeMHoe [10
TEJIb CO CPETHAM MOTEHIIHAJIOM
15.15. | Hapymienue noBepeHHOH 3arpy3kd BHPTYaIbHBIX CEPBEPOB
HH(OPMALMOHHOM CHCTEMBI, IepeXBaT 3arpy3ku**
15.16. | Hapymenue nemoctHocTd KOHGHUIypaluu BHPTYAIBHBIX Cep-
BEPOB — I0/IMEHA/MCKa)keHHEe 00pa3oB (JaHHBIX M ONEpaTHBHOM
namsiTu)**
15.17. | HecaHKIMOHUPOBAHHBIH JOCTYN K KOHCOJH YIPaBJIE€HHs BUD-
TyalnbHOH HH(pacTpyKTypoit**
15.18. | HecaHKIIMOHMPOBAHHBIH JOCTYI K BHPTYaJIBHOMY CEpPBEPY
MHOOPMALMOHHOM CHCTEMBI, B TOM YHCJIE HECAHKIIMOHHPOBAH-
HOE CETEBOE IMOAKIIOYEHHE M IPOBEJICHHE CETEBBIX aTak Ha
BHPTYaJIbHbIN cepBEP HH(POPMAITHOHHON cHCTEMBI™ *
15.19. | HecaHKIIMOHHPOBAHHBIH yAaleHHBIH JOCTYII K pecypcaM T'HIep-
BH30pa BCJIEJICTBHE CETEBBIX aTaK THIA «IepernojiHeHue Oy-
bepan**
15.20. | Yrpo3a HecaHKIIMOHMPOBAHHOTO JOCTyNna K OOBEKTaM BHp-
TyalbHOH HMHQPAcTPYKTYphl 0e3 NpPOXOXKIEHHS IPOIEILyPhI
ueHTU(DUKALMH U ayTeHTH(])HKauu**
15.21. | Yrpo3a HecaHKIHOHHPOBAHHOTO JOCTYIIA K BHPTYaJbHOMN
MHPPACTPYKTYpe/KOMIOHEHTAM  BHPTYIBHOM  HH(PACTPYKTY-

PBI/BHPTYAIbHBIM MalllWHAM/O0BEKTaM BHYTPH BHPTYaJIbHBIX Ma-
k%
IIAH
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15.22. | Yrpo3a OTCYTCTBHSI CPEJCTB pPErHCTpald COOBITHH B BHp-
TyallbHOH HHppacTpykType**
16. Yrpo3bl, CBSI3aHHBIE ¢ HAPYLICHHEM MPABUII SKCIUTyaTalHi MANIMHHBIX HOCHTEIEH
16.1. | Yrpo3a HEeCaHKUMOHHPOBAHHOTO BOCCTAHOBIIEHHs Yy/JaleHHOi | Buemnuii Hapymmrenas ¢ HH3KAM | MamMHHBI HOCHTEs HHpOPMAIHH
3amuInaeMoi HHopmanuu NOTEHIHAJIOM, BHYTPEHHHI HapyIH-
TeJIb C HU3KUM TTOTEHIIHATIOM
16.2. | Yrpo3a HeCaHKIMOHMPOBAHHOIO  yJaJeHHsl  3amuinaemoil | Buemnuil HapymmTens ¢ Hu3kuM | MeTajganusie, 00BeKTHI (aiinoBoii
uHpopMau NOTEHIMAIIOM, BHYTPEHHHI HAPYIIIH- | CHCTEMBI, PEecTp
TeJIb C HU3KUM [TOTEHIIHATIOM
16.3. | Yrpo3a yrparsl HOcuTeNel HHPpOpMALHH Buyrpennnii napymmrens ¢ HuskuMm | Hocurens undopmanmu
NOTEHIHAJIOM
16.4. | Yrpo3a ¢popmarupoBanus Hocutesnen nHGopMmamu Buemnnii Hapymurens ¢ HuszkuM | Hocutens undopmanmu
NOTEHHAJIOM, BHYTPEHHH HapyIH-
TeJIb C HU3KUM MTOTEHIIHATIOM
16.5. | IloBpexxaenue Hocutens nHdGopmaruu
16.6. | JlocTyn K CHATBIM € 9KCIUIyaTallid HOCHTENISAM HH(POpPMALUH
(cozepxalMM oCTaTOUHBIC TaHHBIE)
16.7. | Yrposza nomiiouerus K HHOOPMAIHOHHOM CHCTEME HEYUTEHHBIX
MaIlIMHHBIX HOCHTENEH**
16.8. | Yrposa momxmodenus K MHMOPMAIMOHHOHW CHCTEME HENEePCOHH-
(MIMPOBAHHBIX MAIIMHHBIX HOCHTEIEH
16.9. | Yrpo3a HecaHKIIMOHUPOBAHHOTO KOMHPOBAaHUS MH()OPMALUU HA
MalIuHHbIE HOCHTe I **
16.10. | Yrpo3a HECaHKIIMOHUPOBAHHOM ModuKanuu/yaneHus
MH(pOPMAIIHK HAa MAITMHHBIX HOCHTEIISAX **
16.11. | Yrpo3a xuuieHusi MalIHHHBIX HOCHTENEH**
16.12. | Yrpo3a noaMeHbl MaIIHHHBIX HOCHTEJIEH **
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16.13. | Yrpo3a BcTpauBaHHs IPOrpaMMHO-ANMapaTHBIX 3aKJIaJIOK B
MallluHHEIE HOCHTEH **
16.14. | Yrpo3a HecaHKIIMOHMPOBAHHOTO JocTyna K uH(popMmaimy,
XpaHAIICHCs Ha MAIITHHHOM HOCHTEe* *
16.15. | Yrpo3a ucnosb30BaHus MAIIMHHBIX HOCUTENEH /I XpaHEHUs
uH(pOpMaMK pa3HBIX YPOBHEH KOH(HICHIMAILHOCTH U IieJei
0bpaboTkn
16.16. | Yrpo3a wucnonb30BaHUS HEKOHTPOJIUPYEMBIX TOPTOB CPEACTB
BBIUUCIIUTEILHOM TEXHUKM JUIs BbIBOJIa HH(pOpManuu Ha
CTOPOHHHE MAITMHHBIE HOCHTEIU* *
16.17. | Yrpo3a mnepenaun uHpopmanuu/GparMeHTOB  HHOOpMAIIHH
MEXy TI0JIb30BATE/IIMH, CTOPOHHHMH OpraHM3alUsMH [PH
HEINOJIHOM YHHYTOXXEHHH/CTHPAHUH MHOOPMAIIUH ¢ MAIIUHHBIX
HocuTenei**
16.18. | ¥rpo3a HECaHKIMOHUPOBAHHOIO HCIOJB30BAaHUS MAaIIHHHBIX
HOCHUTEJEH
16.19. | Yrpo3a HecaHKIIMOHHPOBAHHOTO BBIHOCA MAIIMHHBIX HOCHTEJIEH
3a Ipezieibl KOHTPOJIUPYEMO 30HBI
17 Yrpo3el, CBI3aHHBIE C HAPYLICHUEM Tpoleayp yctanoBku/o6HoBnenus [10 u obopypoBanus
17.1. | Yrposa BHeapeHHUs BpeloHOCHOTO Koj1a B BIOS Buyrpennuii HapymwuTtenb ¢ BbicO- | MHKpOIpOrpaMMHOE | arapaTHoe
KHM [OTEHIHAIIOM obecneuenune BIOS/UEFI
17.2. | Yrpo3a u3MeHeHHsI KOMIIOHEHTOB CHCTEMBI Bryrpennuii HapymuTens ¢ Hu3kuM | MHpopmanionHas cucrema, cep-
NOTEHIIHAJIOM Bep, paboyasi cTaHIusl, BAPTYaib-
Has MamuHa, cHctemHoe [10O,
npuknagnoe  I10, annapathoe
obecnevenune
17.3. | Yrpoza wucyepnanus 3amaca KiIOYeld, HEOOXOIUMBIX JUIS

obuosnenus BIOS

BHemHuii Hapymmrens co CpeHUM
MOTEHIHAJIOM

MuxkponporpaMmMHoe obecrieueHue
BIOS/UEFI
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17.4. | Yrpo3a ycraHOBKH Ha MOOMJIBHBIC YCTPOHCTBA BPEJIOHOCHBIX/
YA3BHMBIX IPOrPAMMHBIX POAYKTOB**
17.5. | Yrpo3a 3amycka/yCTaHOBKH BpeJOHOCHOTO/IITMTMOHCKOTO/HEpa3s-
pewmennoro 10 u (unn) obnosnenuit [TO**
17.6. | Ycranoska [10, conepikaliero u3BeCTHbIe ysI3BUMOCTH **
17.7. | YcranoBka HenuueHznonnoro [1O**
17.8. | Yrpo3a ommbounoro 3amycka/ycranoBku [10**
17.9. | Yrpo3a nHenpaBuibHO# ycranoBku [10**
17.10. | Yrpo3a aBTOMaTu4eckoro 3amycka BpPeIOHOCHOTO/IIMHOHCKOTo/
HepaspemieHHoro IIO mnpu 3amycke oOmepallMOHHOM CHCTEMBI
u (unmn) odHoBnenuit 110
17.11. | Yrpo3a ynaneHHOro 3amycka/yCTaHOBKH BPEJIOHOCHOTO/IIIHOH-
ckoro/uepaspemensnoro [10
17.12. | Yrpo3sa nHecankuuonupoBantoro 3anycka [10 B HepaGouee Bpems
18. VYrpossl pusnueckoro gocryna Kk kommnoneaTam UCIT
18.1. | Yrpo3a npeojionenus pu3HuecKol 3anuThI Buemmnuii Hapyummrens co cpeanum | CepBep, paboyas CTaHIUs, HOCH-
MOTEHIHATIOM Tenb WHQOpPMAIMH, anmapaTHoe
obecrieucHue
18.2. | Vrpo3a (u3ndyeckoro BbIBEIEHHs W3 CTPOS CPEACTB XpaHeHHs, | Buemmnuii nHapymmrens ¢ Huskum | Cepep, paGouas CTaHIMS, HOCH-
00paboTku u (n1n) BBOAA/BBIBOIa/Iepeiaun HH(POPMAIHH NOTEHIHATIOM Tenb UHQOpMalMH, anmapaTHoe
obecrieueHue
18.3. | Vrposa xumieHus cpeiacTB XpaHeHHs, oOpaborku u (nim) | BHemnuit wapymmrtens ¢ uuskum | Cepep, paGouasi CTaHIMS, HOCH-
BBO/JIa/BBIBOJIa/1IEpe1aun HH(pOpMAaIHK MOTEHIIHAIIOM Tenb WH(pOpMaIMHK, anmnapaTHoe
obecrnieueHue
18.4. | Yrpo3a HeCaHKUMOHHPOBAHHOTO  JOCTYNa K  CHCTEMaMm
KpunrTorpadguyeckoit 3aiuTsl HHpopMmauu**
18.5. | Vrpoza mHapymeHnuss (YHKIMOHHPOBAHHS HAKONMTENs Ha

KECTKMX MArHHTHBIX JIUCKaX W JPYTHX CHCTEM XpaHEHHs
JaHHBIX ¥ *
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18.6. | Yrposa noctyna k cucremaMm obecriedyeHusi, UX MoBpexacHue* *

18.7. | Yrposa wnapymenuss (GpyHKIMOHUPOBAHHA KaOeJbHBIX JIMHHIA
cBsa3u, TC**

18.8. | Yrpo3a HecaHKIIMOHHPOBAHHOIO JOCTYNa B KOHTPOJIHUPYEMYIO
30HYy**

18.9. | OrcyrcTBHE CPEICTB AaBTOMATH3HPOBAHHOTO KOHTPOJIS IOCTYIIA

19. Yrpo3sl okcrutyaTanuu yassumocteii B cucremaom I10, npukinaguom IO, cpenctBax 3ammThl HHGOPMAIHK, CPEICTBAX KPUNITOrpadHUecKoi
3amuTel HHGopmanuy, annapatieix komnoneHTax UCITJIH, MUKpOIporpaMMHOM 00€CTIEYEHUN

19.1. | Yrposa ananmsa KpHOTOrpaQM4ecKHX QJIrOPHTMOB M WX | BHemHuil Hapymuress co cpeaHuM | Merananusie, cuctemuoe [10
peayinzaiuu MNOTEHIIHATIOM

19.2. | ¥Yrposa BoccranoBneHus npebtymeit yassumoii Bepcun BIOS | BuyTpennuii Hapymmrens ¢ HU3KHM | MEKponporpaMMHoe obecredeHHe

IIOTEHIHATIOM BIOS/UEFI

19.3. | Yrpos3a JeCTPYKTHBHOTO HCHOJIB30BAaHUS JEKJIAPUPOBAHHOTO | BHYyTpeHHMIT HapylmuTelb ¢ HU3KMM | MUKponporpaMmuoe obecrieueHne
¢byukiuonana BIOS MOTEHI[HATIOM BIOS/UEFI

19.4. | Vrpo3a ucnosib30oBaHus MNOMAJENbHBIX LUPPOBHIX ToanHceil | BHemuuii HapymmTens co cpeJHuM | MEKpOIPOrpaMMHOE M anmapaTHOe
BIOS [IOTEHI[HAIIOM obecneuenue BIOS/UEFI

19.5. | Yrpo3a HCITOJIb30BaHMS crabdbIx kpunrorpadpuyeckux | Buemnuit HapymuTens ¢ BBICOKHM | MHKpPOIpPOrpaMMHOE 0OecriedeHHe
aiiroputmoB BIOS MMOTEHIIHATIOM BIOS/UEFI

19.6. | Yrpo3a HecaHKIMOHMPOBAHHOIO JOCTYNA K aKTUBHOMY M (WiH) | Buemnuii Hapymmurens co cpennum | CereBoe 060pys0oBaHHe, MHKpO-
MIACCHBHOMY BUPTYaJlbHOMY M (MJH) (DPU3HUECKOMY CETEBOMY | MOTEHIHAIOM, BHYTPEHHHMI HApYIIU- | IPOrpaMMHoOe obecreueHune, cere-
000py0BaHUIO U3 (PHU3HYECKON U (MJIH) BUPTYAILHON CETH T€JIb CO CPETHUM MTOTEHIIHATIOM Boe [1O, BupryanbHble yCTpOii-

cTBa

19.7. | Vrpo3a HeCaHKIMOHHPOBAHHOTO JOCTYyNa K JIOK&IBHOMY | BHEmIHMI HapymMTeNb CO CPEHUM | Y3IIbI IPUI-CHCTEMBI
KOMITBIOTEPY Yepe3 KIMEHTa IPHJI-CUCTEMBI NOTEHIHAJIOM

19.8. | Yrpo3a oTKIIIOUEHHS KOHTPOJIbHBIX JaTYHKOB Buemnuii napymmrens ¢ BeicokuM | Cuctemuoe 10

MOTEHIIMAJIOM, BHYTPEHHHH HapyIIH-
TeJb ¢ HU3KUM HOTEHIIHATIOM
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19.9. | ¥rposa nporpaMMHOr0 BBIBEJICHHs W3 CTPOsi CPeJICTB XpaHeHus, | BHemmnuii Hapymmrens co cpeanum | Hocurens undopmanuu, MuKpo-
00paboTky U (MaK) BBOIa/BhIBOIa/TIepeaun HHMOPMaLUH MOTEHIINAJIOM, BHYTPEHHMH HapyIIH- | IporpaMMHOe obecrieyeHue, ar-
TEeJb CO CPETHUM MTOTSHIIHAJIOM napatHoe o0ecrneueHue
19.10. | Yrpo3a pacnpocTpaHeHHs] HECAHKIIMOHMPOBAHHO IMOBBIIICHHBIX | BHyTpeHHHMiT HapymmTens co cpen- | PecypcHble  1EHTPHI  rpua-cuc-
MpaB Ha BCIO IPUI-CUCTEMY HUM MOTEHIIHATIOM TEMBI, y3JIbl TPHJ-CUCTEMbI, IPHUJI-
cucrema, cetesoe 110
19.11. | Yrpo3a cbos nporecca obnoBnernust BIOS BuyTpennuii Hapymmresns co cpel- | MUKponporpaMMHOE | arifapaTtHoe
HHUM MOTEHIIHAJIOM obecnieuenne BIOS/UEFI, kanamnst
CBSA3H
19.12. | Yrpo3a yctaHOBKH ysi3BUMBIX BepcHii oOHoBeHus [10 BIOS Buemmnuii napymmrens co cpeqHuM | Mukponporpammaoe — obecriede-
NOTEHLHAJIOM, BHYTpeHHH# HapymH- | nue BIOS/UEFI
TeJb CO CPETHUM TOTEHIIHATIOM
19.13. | Yrpo3a nepexpara/HCKJIFOYEHHS] CHI'HAJIA U3 IPUBHIICTHPOBAHHOTO | BHemHuit HapymmTens co cpeanuM | Cucremuoe I10
Osioka pyHKIMH MOTEHIHAIIOM, BHYTPEHHUI HapyIIH-
TEeJb CO CPETHUM MOTEHIIMAJIOM
19.14. | Yrpo3a Hannuusi MeXaHU3MOB pa3paboTunka Buyrpennuii Hapymmutens co cpen- | I1O, Texuuueckoe cpecTBo
HUM MOTEHIHATIOM
19.15. | Yrpo3a cnama BeG-cepBepa Buemmnuit Hapymmtens ¢ Huskum | Cerepoe [10
MNOTEHIUAJIOM
20). VYrpo3sl, CBA3aHHBIE C UCIIOJIB30BAHHEM CETEBBIX TEXHOJIOTHIA
20.1. | Yrpo3a aeaBTopu3alMi CAaHKIMOHMPOBAHHOTO KiMeHTa Oecnipo- | BHemnuit Hapymmrens ¢ Huskum | CereBoii y3en
BOJHOM CeTH NOTEHIMAJIOM, BHYTPEHHUH HapyIlIu-
TEJb C HU3KUM MOTEHLUATIOM
20.2. | Yrpo3a 3apaxxenus DNS-kema Buemmnuii nHapymmwmrens ¢ Huskum | CereBoif y3ein, cereBoe I10, cere-
NOTEHIIUAJIOM BOMH Tpaduk
20.3. | Yrposa wucnonb3oBaHust cnabocreil  NpOTOKOJIOB  cereBoro/ | Buemmnuii mapymmtens ¢ HuskuMm | Cucremnoe 10, ceresoe 10, ce-

JIOKaJIbHOTO 0OMEHa JaHHBIMH

MOTEHIIHAJIOM, BHYTPEHHHH HapyII#-
TeINb C HU3KUM MOTEHIIHATIOM

TeBOH Tpaduk
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20.4. | Yrpo3a HEnpaBOMEPHBIX JICHCTBHH B KaHAlIaX CBSI3H Buemmnuit Hapymmrens ¢ Hu3KAM | CereBoit Tpaduk
MOTEHIIUAJIOM
20.5. | Yrpo3a HECaHKIMOHMPOBAHHOIO YJAJIEHHOTO BHEMOJOCHOTO | BHemHuil Hapymutens ¢ BbicokuM | MHdopManmonnas cuctema, ar-
JIOCTYyIIa K anmapaTHbIM CpeIcTBaM NOTEHIIUAJIOM napatHoe o0ecrieueHue
20.6. | VYrpo3a mnojakmoueHus K OecnpoBoiHOil cetH B 00xox | Buemmnwit wHapymmrens ¢ nuskum | CereBoii y3en, ceteBoe 110
npoleaypbl HAeHTHUKANH/ayTeHTH(UKAIIMH MOTEHIIHAJIOM
20.7. | Yrpo3a noamensl 6eCpoBOHOTO KJIMEHTA WM TOYKH JocTyna | BHemnuit napymwrtens ¢ uuskum | CereBoii y3en, cereoe 10, am-
MOTEHIIHAJIOM napatHoe o0ecreyeHHe, TOYKa
6GecrnpoBOHOTO AOCTYMNA
20.8. | Yrpo3a noaMeHsl J0BEPEHHOTO MOJIb30BATEIS Buemmnuii Hapymurtens ¢ uuszkuMm | CereBoii y3ein, cereBoe [10
NOTEHIIMAJIOM
20.9. | Yrpo3a noameHnsl cyObeKTa CETEBOTO JI0CTYIIA Buemnuii napyumrens co cpenauM | [Ipuknagnoe 110, ceresoe I10,
MNOTEHIIHAJIOM ceTeBoit Tpaduk
20.10. | Yrpo3a «papmunray Buemnuii Hapymmrtens ¢ HuskuMm | Pabowas crannus, ceresoe I10,
MOTEHIIMAJIOM ceTeBOi Tpaduk
20.11. | Yrpo3a arperupoBaHus JaHHbIX, IEpelaBaeMBbIX B IpH-ciucTeMe | BHemnuii Hapymmrens co cpeanum | CereBoii Tpaduk
NOTEHIIMATIOM
20.12. | Yrpo3a yaajeHHOro 3amycKa MpHI0KEHHH
20.13. | Yrpo3a HaBsi3bIBaHHS JIOKHBIX MapIIPyTOB**
20.14. | Yrpo3a BHeJJpeHHUS JIOKHBIX 00BEKTOB ceTh**
20.15. | Yrpo3a mnpoBe/ieHUsl aTak / NONBITOK HECAaHKIIHOHHPOBAHHOI'O
7ocTyna Ha MHQPOPMAIMOHHYIO CHCTEMY C HCIOJIb30BaHHEM
IIPOTOKOJIOB CETEBOTO JocTyna**
20.16. | Yrpo3a oTCyTCTBHSI MEXaHU3MOB pearupoBanus (0JIOKHPOBAHUN)
aTak/BTOpKEHHUiT**
20.17. | Yrpo3a OTCYTCTBHSI CHCTEMbI QHAJIM3a CETEBOTO TpaduKa NpH

oOMeHe JaHHBIMH MeXIy HH(OPMALMOHHLIMH CHCTEMaMH Ha
HAJIMYUE aTaK/BTOPIKEHHI**
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20.18.

VYrpo3a OTCYTCTBHSI CHCTEMBI aHAJIM3a CETEBOTO TpapHKa MEXKIY
CerMEHTaMM  HMH(OPMAIMOHHOM  CHCTEMBI HA  HAJIWYHE
aTak/BTOp)KeHui **

20.19.

VYrpo3a HCHONB30BAHWS HEAKTYAIBHBIX BEPCHM  CHIHATYP
oOHapyxeHus aTak**

20.20.

VYrposa OTCYTCTBHSI LEHTPAJIM30BAHHOW CHCTEMBI YIIPaBJIEHHUS
CPEJ/ICTBAMH 3alllUTHI OT aTaK/BTOPIKEHHM

20.21.

Yrposa Hcnonp30BaHUS  CabOCTEi/ysI3BUMOCTEH  3aIUTHI
IIPOTOKOJIOB YIAaJIEHHOTO JOCTyma**

20.22.

Yrpo3a GeCKOHTPOIBHOTO MCIOJIL30BAHUS TEXHOJIOTHIT Oecrpo-
BOJIHOT'O JIOCTYIa, B TOM YUCJIE€ C MOOMJIBHBIX YCTPOHCTB**

20.23.

Yrposa mnOAMEHBI YCTPOWMCTB, NOJKIIOYaeMBbIX K HH(pOpMa-
[IHOHHOM CHCTEME C MCIOJIB30BAHHEM TEXHOJIOTHH YAQJIEHHOTO
Jocryna**

20.24.

Yrpo3a UCTIONB30BaHUsI HEKOHTPOJIMPYEMBIX CETEBBIX MPOTOKOJIOB
Juis  MojuduKanuu/mepexsara ynpasieHus WH(OpMaIMOHHOM
CHUCTEMOM ¥ *

20.25.

Yrpo3a nepexBara, HCKaXeHHs, MOAUDHUKAIMH, TOJMEHBI,
TnepeHanpaBieHus Tpapuka MeXJay pa3HbIMH KaTeropusiMu
MOJIb30BaTeNeH U CPeJCTBAMH 3alUTHI HHpopMaruu**

20.26.

Yrpo3a noaMeHbl CETEBBIX aPECcOB, ONPEAEIISEMBIX 10 CETEBBIM
HMeHaM**

20.27.

VYrpoza orcyrcTBHSI TPOBEPKH TOIJIMHHOCTH CETEBBIX COEIH-
HEHHI**

20.28.

OrcyrctBue moxarBepkieHust (akta  OTIPABKH/MOJYYEHUs
HH(pOPMAIIK KOHKPETHBIMH I10JIL30BATEIAMH **

20.29.

Vrpoza mnoiyd4eHHs HECAHKIMOHHPOBAHHOTO JIOCTYNA IIPH
JIByHaNpaBJIeHHOH nepesiade HHGOpMAIMH MEX/y CerMeHTaMH,
UHPOPMAITHOHHBIMH CHCTEMAMHM
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20.30. | OTcyTcTBHE  KOHTpPOJISI  COCAMHEHHHA MEXIY CpeiCTBaMH
BBIYMCIIUTENILHONH TEXHUKH HHPOPMALIMOHHON CHCTEMBI

20.31. | Yrpo3a HecaHKIIMOHUPOBAHHOTO JIOCTYMA K CPEJICTBAM yIIpaBJie-
HHsl HHYOPMAITMOHHBIMH OTOKAMH

20.32. | Yrpo3a OTCYTCTBHS/HEUCIIOJIL30BaHUS CPEACTB  pa3jielieHHs
MHOOPMALMOHHBIX TIOTOKOB, COJEPIKALIUX paA3JIHYHbIE BHJIbI
(xareropun) MH(pOpPMAILMH, a TaKKe OTIeleHHe HHPOPMAIMH
YIIPaBJIEHHUS! OT [10JIb30BaTENbCKOM HHpOpPMALIUK

20.33. | OrcyTcTBHE CpejACTB aHaiM3a CETEBOro Tpauka HA HAIAYME
BpesoHocHoro 1O

20.34. | Yrpo3a pocrtyna K HH()OPMAIHOHHOH CHCTEME C HCIOJb-
30BaHHEM OECHpPOBOJHOrO JIOCTYNa W3-3a TPAHHI] KOHTPOJIH-
pyeMOH 30HbI

21. YTpo3bl HHIKEHEPHOH HHPPACTPYKTYPhI

21.1. | Yrpo3sl cO0OEB B CETH JIEKTPOIUTAHHS

21.2. | Vrposa Beixoma u3 crpos TC B pesynbTare HapylleHHS
KJIMMATHYECKHUX MapamMeTpoB paboThl

21.3. | Yrpo3sl HapyIIeHHs CXeM IEKTPOMHTaHuA* *

21.4. | Yrpos3sl, cBS3aHHBIE C OTCYTCTBHEM 3a3eMJICHHSI/HENPABHIILHBIM
3azeMiIeHHeM ¥ *

22, YTpo3sl, CBSI3aHHBIE C OTCYTCTBHEM CHCTEMbI PETHCTPAIMH COOBITHI HH(POPMALMOHHOI 6e30MacHOCTH

22.1. | Yrpo3a  OTCYTCTBHUSI  CHCTEMBI  PErHCTPAlHH  COOBITHIA
uH(popmanuonnoii 6e3onacHocTH**

222, | Yrpo3a aBTOMAaTHYECKOTO  YJalleHWs/3aTHPAHUS  COOBITHIA
HH(]pOpMaLIMOHHOIM 6€30MacHOCTH HOBBIMH COOBITHSIMHU **

22.3. | Vrpoza mnepenoiHeHus IKypHAIOB HH(OPMAIMOHHONH Oe3omac-
HOoCTH**
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22.4.

VYrposa OTCYTCTBHSI LEHTPAIM30BAHHON IMOJICHCTEMBI LEHTPA-
JM30BaHHOro cbopa coObiTuii MHPOpMaIMOHHOK Ge30macHOCTH
OT pasjMyHBIX TNPOrPaAMMHBIX H amNapaTHBIX IPOJIYKTOB,
CpeJICTB 3aluThl HHGOpMarHu**

22.5.

Vrpo3a HenpaBWJIBHOIO OTHECEHHS COOBITHH K COOBITHSM
uHpopMaIMoHHON Oe3onacHocTH* *

22.6.

Yrpoza OTCYTCTBHSI UEHTPAJIM30BAHHON CHCTEMBI aHA/M3a
KYpHAJIOB MH(OPMAIMOHHOH O€30MacHOCTH OT PasIMYHbIX
NPOrpaMMHBIX M anMapaTHBIX MPOJAYKTOB, CPEICTB 3alllHThI
uHpopmaruu**

227

Vrpo3a oTkimouYeHHs KypHAIOB HH(POPMAIMOHHON Oe30mac-
HOCTH**

22.8.

Vrpo3a Moaubukanuu/yaajieHus KypHaia HHOOPMALHOHHON
Oe3onacHocTH**

22.9.

Yrpo3a 3ajepkeK Ipy MOJIyHEHHH JKYyPHATIOB HH(OPMALIMOHHON
Oe3omacHOCTH

22.10.

VYrpo3za omMOOK BENEHUS JKypHAJA pPErHCTPAlMH COOBITHIH
UHPOPMAITMOHHON 0e30MacHOCTH, B TOM YHCJE CBS3aHHBIX C
HENPAaBUJILHBIMU HACTPOHKAMH BPEMEHH

4.8 G

Yrpoza oTCyTCTBHS HEOOXOAMMBIX CBEIEHHH B JKypHaIax
MH(POPMALMOHHOH 06e30MacHOCTH I MPOBEICHHS TPOBEPKH/
paccneoBanus/ananu3a coObITHH HH(POPMALMOHHON Oe3omac-
HoCTH**

2212,

VYrpo3a OTKIIOYEHHs/OTKa3a CHCTEMBI PErHCTPALMU COOBITHIA
HH(POPMAIIHOHHOM Oe30macHOCTH

22.13.

VYrpo3a HeCaHKIIHOHHPOBAHHOTO W3MEHEHHs TPaBHJI BEJCHHS
XKypHaJa pErucTpaiui coOBITHI
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22.14. | OrcyTcTBHE ONOBEHICHUH (MIpeaynpex/eHnil) aaMUHACTpaTopa
0 c0OSX, KPHTHYECKMX COOBITHAX B paboTe CHCTEMBI
perucTpanuu coObITHiA HHPOpPMAIIMOHHOH O€30MacHOCTH
23. Yrpo3sl, cBs3aHHBIE ¢ KOHTpOJieM 3atuiennoctd UCTT(n
23.1. | Yrpo3a OTCYTCTBHS KOHTPOJIS 3a YS3BUMOCTAMH HH(OpMa-
[{HOHHOW CHCTEMBI, KOMIIOHEHTOB MH(OPMALMOHHON CHCTEMBI,
HaMuMeM Hepaspewmennoro [10**
23.2. | Yrpo3a HCHONB30BaHUS HEAKTYyaJTbHBIX BEpCHHM 0a3 JaHHBIX
YSI3BUMOCTEH CpPeJICTB aHAJIN3a 3alHIIeHHOCTH * *
23.3. | Yrpo3a ycranoBku [10/o6HOBieHHI Oe3 mpoBeleHHs aHAIM3a
ySI3BUMOCTEH
23.4. | Yrpo3a OTCYTCTBHUS PEryJIiPHOTO KOHTPOJIA 3a 3alIUIIEHHOCTHIO
HHQOPMALIMOHHON CHCTEMBI, B TOM YHCJIE CPEJICTB 3al[UThI
HHQOPMALMH C YYETOM HOBBIX yrpo3 Ge3omacHOCTH WHPOpMa-
HH
23.5. | Yrpo3a OTCyTCTBHSI aHaJM3a W3MEHEHHS HAacTpoeK HH(pOpMa-
{HOHHOM CHCTEMBI, KOMIIOHEHTOB HH(OPMAIIMOHHOH CHCTEMBI, B
TOM YHCII€ CPEACTB 3allUThl HHPOPMAIIMM HA MpPeaMeET
HOSIBJICHUS YI3BUMOCTEH **
23.6. | OrcyTcTBHE XKypHAIa aHAIM3A 3AIUINEHHOCTH
24. Yrpo3bl, CBA3aHHBIE C IEPEXBATOM 3alHIIAEMOil HH()OPMAIIMH TIPH €€ NepeIade 0 KaHaaaM CBSI3H
24.1. | Yrpo3a nepexsara JJaHHbIX, €PEABAEMBIX 110 BHIYHCIIMTENBHOM | BHemnuii Hapymmtens ¢ Huskum | CeTeBoil y3el, ceTeBoii Tpahuk
CeTH MOTEHIHAJIOM
24.2. | Yrpo3sa nocryna/nepexsara/usmenenus HTTP cookies Buemmuii napymutens ¢ HuskuM | [puknagroe I10, ceresoe T10
HOTEHIHAJIOM
24.3. | Yrpo3a nepexsara qaHHBIX**
24.4. | Yrpo3a nepexBara JaHHBIX, [EPEAABAEMBIX T10 CETAM BHEIIHETO

¥ MEKyHapOJHOro HH(POPMAIHOHHOTO 0OMeHa
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24.5. | Yrpo3a nepexBara JaHHBIX C CETEBBIX MOPTOB

24.6. | Yrposa nepexsara JaHHBIX, IEpeaBaeMbIX ¢ HCITOJE30BAHHEM
TEXHOJIOrHH O6ecrpoOBOIHOTO JJocTyna**

[Tpumeuanve. HezanonuenHble sueiiku BbillieyKa3aHHOH TaGIMLbI ONPEAENAIOTCS B YACTHBIX MOJIENSX YIPO3 M HapyluTess Ge3onacHoctH uHdopMaiuu s
kaxxaoi UCTTIH.

CIHHCOK HCTONIB30BAHHBIX COKPAIICHHIA:

BY — BbICOKOYACTOTHBIN;

ECOJIJ1 — enunas cucreMa 3J1eKTPOHHOTO JIOKYMEHTOOO0POTa | JIEJIONPOH3BO/ICTBA;
HCIT/In — undopmanmoHHas CHCTEMA MEPCOHANBHBIX JIaHHBIX;

ITO — nporpammHoe obecrieueHue;

ITDBM — nepconanbHas 3J1eKTPOHHO-BBIYHCIHTEIbHAS Matuna (APM);

pEeCTp — CTaHIapTHBIN PeecTp OMepalMoOHHOM CHCTEMBL;

TC — rexnuyeckue cpencTna.




TunoBble BO3MOXXHOCTH

[Ipunoxxenue Ne 2

K ITonoxxenuro o6 onpenenenuu
aKTyaJIbHBIX yIpo3 0e30nmacHOCTH
NEePCOHAJIBHBIX JaHHBIX MIPU UX
06paboTke B MH(HOPMALIHOHHBIX
CHCTEMax MepCOHATbHBIX JaHHBIX
Pecny6nuku Tarapcran

HapymuTenel 6e30macHOCTH HHGOPMAIIUU U HaNIPaBJIEHUS aTak

Ne Bo3moxHocTH HapyiMTenei 6e3onacHocTH HHPOpManuu AKTyaJlbHOCTb UCIIONB30BaHHus | OOocHOBaHuUE
n/n U HaIpaBJICHUS aTaKk (npuMeHeHHst) /1Sl MOCTPOSHHUS OTCYTCTBHS
(COOTBETCTBYIOIIHE aKTYyaJIbHbIE YTPO3bI) M peau3aliu aTtaKk (pu HAJTMYMN)
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1. |IIpoBenenne aTaku NpH HAXOXKICHUH B MPEie/iaX KOHTPOIUPYEMOi 30HbBI
2. |llpoBeneHue atak Ha JTane O3KCIUIyaTallMM CPEACTB KpUNTOrpadHuecKoi 3alldThl

HHPOPMALIUH Ha CIIEAYIOIIHE 00BEKTHI:

JOKYMEHTaIliss Ha CpelIcTBa Kpunrorpadguyeckoil 3amutel HHGOpMAIMH |
KOMIIOHEHTBI Cpeabl (YHKIIHOHHPOBAHUS CPEJICTB KPHNTOrpauuecKoid 3aniuThl
uHpopmaIuu;

MOMEIIEHHUS,, B KOTOPBIX HAaxOIUTCS COBOKYITHOCTH NPOIPAMMHBIX M TEXHHYECKHX
3JIEMEHTOB CHCTEM 00pabOTKH JaHHBIX, COCOOHBIX (PYHKIITMOHHPOBATH CaMOCTOSTEIIEHO
WM B COCTaBe APYIHX CHCTeM (CPEACTB BBLIYHCIHMTEIBHOW TEXHHKH), Ha KOTOPBIX
pealM30BaHbl CPEACTBA KPHUITOrpadMYeckod 3aiuThl HHOOPMAIMH H  CPeJbl
(bYHKIIMOHMPOBAHUS CPEACTB KPUNTOrpadudecKom 3aiuThl HHOOPMALIUU
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[TonyyeHne B pamMkKax MpPEAOCTABIEHHBIX IIOJHOMOYMH, a TakXKe B pe3yJbTaTe
HabmoIeHuH cnenyomel nHhopMaIuu:

CBeJICHUS O (U3MYECKMX Mepax 3alluThl OOBEKTOB, B KOTOPHIX Pa3sMEIIEHbI PECypCh
UH(OPMAIMOHHOM CUCTEMBI;

CBEICHHA O Mepax IO OOECIEYEHHIO KOHTPOIMPYEMOH 30HBI OOBEKTOB, B KOTOPBIX
pa3MelIeHbl pecypchl HHPOPMAIIHOHHON CHCTEMBI;

CBEJICHHMs O Mepax I10 pasrpaHUYEHHIO JOCTYNA B IOMEIIEHHs, B KOTOPBIX HaXOIATCS
CPEICTBA  BBIYHCIIMTEIbHOW TEXHHKH, Ha KOTOPBIX pealM30BaHbl  CpeICTBa
KpunTorpapuyeckoif 3ammThl HHGOpMALMH U Cpeabl (YHKIHOHUPOBAHUS CPEICTB
KpunTorpaduyeckoit 3auTel HHGOpMaIHU

Hcnone3oBanue mratHbix cpeacts MCIIJIH, orpaHHYeHHOE MEPAMH, Peali30BaHHBIMH
B MH(OPMAIMOHHOH CHCTEME, B KOTOPO# HCIONB3YeTCsl CPe/ICTBO KpUnTorpaduueckoii
3alMThl MHQOpMAlMH, M HAlpaBIeHHBIMH Ha MpPEeJOTBpALlEHHE W MPeceYeHHe
HECAaHKLIMOHHPOBAHHBIX J1€HCTBUH

@usuyeckHii OCTyn K CpEICTBAM BBIYUCIHTENIBHOW TEXHHKH, HA KOTOPHIX
peaiM30BaHbl CPEJACTBAa KpUMNTOrpaguyecKod 3amMThl HHGOPMAIMH H  CPEJbl
(GYHKIIHOHHUPOBAHUS CPEJICTB KPUNITOrpadudecKoii 3amuTsl uHGOpMaIMU

Bo3MOXHOCTE ~ BO3J€HCTBOBATL ~ HAa  anmapaTHble  KOMIIOHEHTBI  CPEICTB
Kpunrorpapuyeckod 3ammThl MHGOpPMALMH M cpeibl (DYHKIMOHHPOBAHHS CPEICTB
KpHnTorpaduyeckoit 3aumTel HHOOPMAIIHH, OrPAHHYEHHAS MEPAMH, PEaTH30BAHHBIMH
B MH(QOPMAIMOHHO#H cHCTEMe, B KOTOPO HCHOJIB3YETCsl CPEICTBO KpUnTorpadguyeckoit
3aMTHl  HHQOpPMAallMM, W HANpaBICHHBIMH HAa MPEJOTBPALICHHE W IPECEYCHHUE
HECAHKIMOHHUPOBAHHBIX JICHCTBUM

Co3nanme croco0oB, MOArOTOBKA U MPOBEJCHHE aTaK C MPUBJICUYEHHUEM CIIEIIHAINCTOB B
00nacTH  aHanM3a CHTHAIOB, COINPOBOXJIAIOUMIKAX (QYHKIMOHHPOBAHHE CPEJICTB
KpHITOrpaQu4ecKod 3amuThl HHGOPMAIMH M cpell  (DYHKIHMOHHPOBAHHS CPEJICTB
KpHNTorpadH4ecKol 3anmThl HHOOPMAIIHH, H B 00JIACTH KCIIOJIL30BAHMS [/ Peain3alliu
arak HEJIOKYMEHTHPOBAHHBIX (HEIEKIApHPOBAHHBIX) BO3MOXHOCTEH IPHKIIAJHOIO
IPOrpaMMHOTO O0ecTeYeHHU s
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8. |IIpoBenenue 1abopaTOpHBIX HCCICOBAaHHHA CPEICTB KPHNTOrpadUYecKOH 3aliuThl
HHOOPMAIIMY, HCIONB3YEMbIX BHE KOHTPOJIMPYEMOH 30HBI, OrpaHMYEHHOE MEPaMH,
peayn30BaHHBIMH B HH(OPMAIMOHHON CHCTeMe, B KOTOPOH HCIOJIB3YETCS CPEICTBO
Kpunrorpaduyeckoit 3amuTel “HGOPMALIUH, ¥ HANIPABICHHBIME Ha MPeI0TBpPAIlEHHE H
IIPECEYECHHE HECAHKIIMOHUPOBAHHBIX JIEHCTBHIA

9. |IIpoBenenue paboT no co3/1aHuIO CriIOCOOOB U CPE/ICTB aTaK B HAYYHO-HCCIIEI0BATEbCKHX
LEeHTpax, CHENUAIM3UpylomuXes B obiacTd  pa3paboTkd W aHalu3a CpeACTB
Kpunrorpadpuueckoi 3ammTel HHGOPMAIMH M Ccpel (YHKIMOHHPOBAaHHS CpEJICTB
Kpuntorpadpuyeckoit 3ammrtel MHGOpMANMH, B TOM YHCIE€ C HCIOJB30BAHHEM
MCXOJIHBIX TEKCTOB, BXOJASINMX B cpeay (pyHKIMOHHPOBAHHS CPEACTB KpHUITOrpadu-
4YeCKOH  3amuThl MHGPOPMAIMH  TNPHKJIALHOIO  IMPOrpaMMHOro  obecredeHus,
HEMOCPEACTBEHHO HCMOJb3YIOIEr0 BbI30BBI  NPOTPAaMMHBIX  (YHKIMH  CpeJCTB
Kpunrorpaduyeckoi 3amuTel HHGOpMaIUU

10. | Co3pnanue CHOCOGOB, IMOAroTOBKA H MPOBEJACHHC C IIPHBJICYCHHEM CIICHHATHCTOB B
obnactu HCIIOJIE30BaHHA JJIsL peaii3alliu aTak HEAOKYMCHTHPOBAHHBIX
(He,uemapuponaﬂﬂbnc) BO3MOKHOCTEH CUCTEMHOTO IporpaMMHOI0 obecneyeHust

11. |BosmoxHOCTE pacnonarate CBEJEHHMSMH, COJAEPKAIMUMHUCH B KOHCTPYKTOPCKOIM
JIOKyMEHTAllid  Ha  amnmaparHple H NpOorpaMMHBIE  KOMIIOHEHTBI  CPEJIbl
(GYHKIIMOHUPOBAHUS CPEACTB KPUIITOrpadHueCKOM 3aiuThl HHOOpMAaIHU

12. | Bo3MOXHOCTB BO3IEHCTBOBATH HA JIIOOBIE KOMITOHEHTHI CPEJICTB KpUITOrpadruecKoit
3amuThl MHGOpMaUMH H cpel (GYHKIHMOHHPOBAHUS CPEIACTB KPHITOrpadu4ecKoit
3alMThl HHPOPMALIUH

Hpnmeqaﬂne. Hesanonnennbie s4yeiiku BbllHeyKaBaHHOﬁ TaOJIMIIBI ONpeAc/IATCa B YaCTHBIX MOICIAX Yrpo3 W HapyUIUTEI Oe3omacHOCTH
HH(bOpMaI_lHH JUTSL KQXKI0H HH@OPM&HHOHHOP‘I CHCTEMBLI NICPCOHAJIbHBIX JTaHHbIX.




