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B cootBerctBuu ¢ ®@enepanbubiM 3akoHOM OT 27 utonst 2010 roga N 210-d3 "O06

opranu3anuu IpcaAoCTaBJIICHUA TOCYAAaPCTBCHHBIX W MYHHUIHUIIAIIBHBIX YCJIYF" )51
HOp}II[KOM pa3pa60TI<H )51 YTBCPIKACHUA AIMHUHHUCTPATUBHBIX PCTIaMCHTOB
IIpcaoCTaBJIICHUA roCyaapCTBCHHBIX ycCiayr HCIIOJTHUTCIIbHBIMUA OopraHaMu

rocygapctBeHHoi Biactu PecryOnuku TarapcraH, yTBEp»KIAEHHBIM IOCTAaHOBJICHHEM
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PecnyOnuku TatapcTan 1 0 BHECEHUM U3MEHEHUH B OT/Ie/IbHbBIC TOocTaHOBIeHUs1 KaOuHeTra
MunuctpoB PecniyOnuku Tatapctan"

HOCTAHOBJIAET:

1. Y1Bepaute PernmameHT mo aHanmu3y M YCTaHOBKE OOHOBIIEHWN 0€30MacHOCTH
MPOTPaMMHBIX, TPOTPAMMHO-ANMAPATHBIX CPEJCTB 3alIUThl HHPOPMALMA U HHOTO
nporpammuoro ooecriedeHus (Ilpunoxenue).

2. Hacrosiiiee nmocTaHOBJIEHHE BCTYIAET B 3aKOHHYIO CHUJIYy CO JHS O(QHUIIMAIBLHOTO
omyonukoBanus Ha OdunuankHOM MOpTaNe MpaBoBol wuHPopManuu PecmyOnuku
Tartapcran mo anapecy http://pravo.tatarstan.ru/, a Takke MOMJICKUT pPa3MEHICHUIO Ha
[Toprane mMyHunMnDalbHbIX OoOpa3oBaHuil PecnyOnuku Tatapctan B HMH(pOpMaMOHHO-
TeJIEKOMMYHUKaIMOHHOM ceTu HTepHeT no aapecy http://buinsk.tatarstan.ru.

3. KoHTposib 3a HCMOoTHEHUEM HACTOSIIIETO MTOCTAHOBIICHHUS OCTABJISIO 32 COOOA.
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1. OBIIME ITOJTOXXEHUSA

1.1. Hacrosmuii pernaMeHT Mo aHajlu3y M YCTaHOBKE OOHOBJIEHHWH 0€30MacHOCTU
IPOrpaMMHBIX, POrPAMMHO-AMIAPATHBIX CPEJACTB 3alllUThl WHOOpPMAIMM W HHOTO
mporpaMmMHOTO obecmeueHus (manee — PermamenT) pa3paboTaH B COOTBETCTBUU C
Meroaukoil TecTUpoBaHUsS OOHOBIIEHUN O€30MaCHOCTH MPOTPAMMHBIX, MPOTrPaMMHO-
anmapaTHbIx cpeactB yreepxkaeHHorn @CTIOK Poccun ot 28 oktsidps 2022 r.

1.2. PermameHT ompeensieT MOPSAOK W CoAepX)aHue PabOT MO TECTUPOBAHHIO
OpPOrpaMMHOTO OOECIEYeHHs, B TOM YHCIE€ C OTKPBITBIM HCXOJHBIM  KOJIOM,
MpEJHA3HAYEHHOTO i1 YCTPAHEHUs YA3BUMOCTEH MpPOrpaMMHBIX, MPOTPAMMHO-
anmapaTHbIX CpelAcTB (masiee — OOHOBJIEHHST O€30MacHOCTH), TNPUMEHSIEMBIX B
UHOOPMAIIMOHHBIX  CHUCTEMaxX, HH(POPMAIIMOHHO-TEICKOMMYHHUKAIIMOHHBIX  CETHX,
aBTOMATU3UPOBAHHBIX CUCTEMaxX YIPABJICHUS, B TOM yucie (PYHKIIMOHUPYIONIMX Ha 0aze
UH()OPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHON HHOPACTPYKTYPHI LICHTPOB 00paOOTKU TAHHBIX
(masnee — MHPOPMAITMOHHBIE CUCTEMBI).

PernaMeHT MoOeT OBbITh MCHOJIB30BaH IS TECTUPOBAHUS WMHBIX OOHOBJICHUMN
MPOTPAMMHBIX,  IPOrPaMMHO-AINIAPATHBIX  CPEICTB IO  PEIICHUI0  Omeparopa
MH()OPMAITMOHHOM CUCTEMBI.

1.3. Hacrosiuuii  PernamMeHT  TNOMJIEKUT  NPUMEHEHUIO  ONEpaToOpamu
MH(QOPMAITMOHHBIX CHUCTEM TIPU NPUHATAU HUMH MEP MO YCTPAHEHUIO YSI3BUMOCTEH
MPOTPAMMHBIX,  MPOrPAMMHO-ANMAPaTHBIX  CPEACTB  HMH(POPMAIMOHHBIX  CHUCTEM
B COOTBETCTBMM C TpeOOBaHUSMHU O 3ammuTe UWHOOpPMAIUU, COJEpKalencs
B TOCYJapCTBEHHBIX HWH()OPMAIIMOHHBIX CHUCTEMaX, TPEeOOBAaHUSMH MO OOECIECUCHHUIO
0€30MacHOCTH 3HAYMMBIX OOBEKTOB KPUTHUECKOW HMH(POPMAIMOHHOW HH(PPACTPYKTYPHI
Poccuiickonn @enepanuu, a TakKe HWHBIMA HOPMATUBHBIMU IIPABOBBIMH  AKTAMH
n metoanyeckumu gjokymentamu @CTIK Poccun.

1.4. YcTpanenue yss3BUMOCTEH B CEPTHHUITUPOBAHHBIX TPOTPAMMHBIX, TPOTPAMMHO-
armapaTHbIX CpeIcTBax 3aIUTHI nHpopMaru obecrieunBaeTcs
B TMPUOPUTETHOM TIOPSIAKE W OCYIIECTBISIETCS B COOTBETCTBUU C JKCILTyaTallUOHHOMU
JOKyMEHTAIMEH Ha HUX, a TAKXKE C PEKOMEHTAIMSIMH pa3padOoTIHKa.

1.5. Pemenne 00 ycCTaHOBKE MPOTECTUPOBAHHBIX OOHOBJIEHUN O€30MaCHOCTU

NPUHUMAETCS OMepaTopoM HWH(POPMAIMOHHON CHCTEMBI C Yy4Y€TOM pPE3yJIbTaTOB



TECTUPOBAHUSI U OLIGHKH PHUCKOB HapylleHHs (YHKIIMOHUPOBAHUA HH(DOPMALMOHHON
CUCTEMBI OT YCTAHOBKU TaKUX OOHOBJICHUII.

1.6. B PernameHnre wuCHONb3yIOTCS TEPMUHBI U OIPEAEICHUS, YCTAaHOBIICHHBIE
HauuoHanbHbIMU cTanaaptamu 'OCT P 50922-2006 «3ammra nHpopmannn. OCHOBHBIE
tepmunbl U onpeneneHus», 'OCT P 56545-2015 «3amura unopmanuu. Ysa3BUMOCTH
uHpopMalMoHHbIX cucTeM. [lpaBuna ommcanus yszBumocteit», 'OCT P 56546-2015
«3ammra wuHpopmanuu. Ysa3BUMOcTH UHGOpPMALMOHHBIX cucTeM. Kiaccudukamms
YSI3BUMOCTEN MH(POPMAIMOHHBIX CHCTEM» M WHBIMH HAlIMOHAJIBHBIMU CTaHAApTaMH B

o0yacTu 3amuThl HHGOPMAIMU U 0OecTieueHUs] HHPOPMAIIMOHHOM 0€30acHOCTH.



2. MOPSJIOK AHAJIN3A OBHOBJIEHUM BE3OITACHOCTHA
ITPOT'PAMMHBIX, IPOI'PAMMHO-AIIITAPATHBIX CPEACTB

2.1. AHanu3 OOHOBIJIEHHWH O€30MaCHOCTH MPOBOAMUTCA C II€JIbI0 CBOEBPEMEHHOIO
BBISIBJICHHSI B HUX TOTEHIMAIBHO OMACHBIX (DYHKIIMOHAJIBHBIX BO3MOXKHOCTEH,
HE3aJCKIapUPOBAHHBIX  Pa3pabOTYMKOM  MPOTrPaMMHBIX, POrPaMMHO-aNMapaTHBIX
CpPEeICTB, B TOM YHCJI€ TOJUTUYECKUX OAHHEPOB, JO3YHIOB, IPU3BIBOB U HHOH
MPOTUBOMPABHON HHOpMAINH (Jaliee — HeJeKIapUPOBAHHBIE BO3MOKHOCTH).

2.2. Ananusy nojsexat 0OHOBJIEHHs 0€30I1aCHOCTH, HAlPaBJIECHHbIE HA yCTPAHEHHE
YVS3BUMOCTEH, YpPOBEHb KPUTHUYHOCTH  KOTOPBIX  ONpENEIEH B  COOTBETCTBHH
¢ Meronukoil TecTupoBaHHUs OOHOBJIEHHMH O€30MAaCHOCTH MPOrPaMMHBIX, MPOTrPAMMHO-
anmapaTHbix cpenctB yrBepxkaeHHon @CTIK Poccuu ot 28 okTs16ps 2022 r.

2.3. Jlma nened HACTOSAIIErO pETJIaMEeHTa K NPU3HAKAM HEIEKJIAPUPOBAHHBIX
BO3MO>KHOCTEH OOHOBJIEHUI 0€301aCHOCTH OTHOCSITCSL:

a) MOMBITKK OOpamnieHui K (ailsioBoit cucreme, 0a3aM JTaHHBIX, JIEKTPOHHOU MoUTe
U Apyrod uH(OpManuu, HE HMMEIOIIME OTHOWIEHUS K (YHKIHOHATY OOHOBIISIEMBIX
[IPOrPaMMHBIX, IPOrPAMMHO-AIIIAPATHBIX CPEJICTB;

0) HEJOKYMEHTHUPOBAHHbIE OOpAIICHHs] K CTOPOHHUM (HEU3BECTHBIM OIEpPaToOpy)
CETEBBIM a/IpecaM U JIOMEHHBIM UMEHaM, HE OTHOCSIIIIMMCS K orepaTopy HH(GOPMallnOHHON
CUCTEMBI;

B) CHUCTEMHBIE BBI30OBBI, XapaKTEpHbIE I BPEJOHOCHOTO MPOrPAMMHOIO
oOecrieuenus (Hampumep, TOMBITKH 3arpy3ku u3 cetu «HTepHeT» OMOIMOTEK U
MPOTrpaMMHBIX MAKETOB, HE HWMEIIIUX OTHOUIEHUS K (YHKIIMOHATY MPOrPaMMHOIO
o0OecriedyeHus, TOMBITKM TepexBaTa CETEeBOro Tpaduka Jpyroro MpOrpaMMHOTO
o0ecrnieveHus, MONbITKM MOHUTOPUHTA JIEHCTBUI MOJIb30BATENIEH C IPYTUM MPOrPaMMHBIM
obecrieyeHuEeM);

I') IOTEHIMAILHO OMAaCHbIE U3MEHEHHUS B (DaiiyIOBOM cHCTEME B pe3yJIbTaTe YCTAHOBKH
OOHOBJIEHUS, B TOM YHCIIE 3arpy3Ka U YCTAaHOBKA HEJOKYMEHTHUPOBAHHBIX MPOTPAMMHOIO
oOecrieueHusi, IpailBepoB W OUOIMOTEK, HE HMEIOIIMX OTHOIICHUS K (PYHKIHUOHAITY
OOHOBJIIEMOT0 IPOrPAMMHOT0, TPOTPAMMHO-AMNMAPaTHOTO CPENICTBA;

1) '3BMEHEHUs KOHpUrypanuu cpesibl QyHKIHOHUPOBAHUS, HE UMEIOINE OTHOLIEHUS
K OOHOBJIIEMOMY MPOTPAaMMHOMY, HIpPOrpaMMHO-aNIapaTHOMYy CpEACTBY (HaImpuMep,

IMOSIBJICHHUEC HOBLIX aBTOMATHYCCKH 3arpyKaCMbIX HpOFpaMM);
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€) OTKJIIOUYEHHWE CPEACTB 3alluThl HHGOpMaIUd U (QYHKIMNA OE30MacCHOCTH
uHpopMmarmm.

2.4. Anamu3  oOHOBIGHMM  0€30macHOCTH  opraHu3yercs  (IIPOBOJUTCS)
CHenuaircTaMu 1o 3ammure uHbopmarmu (MHGOpMAITMOHHONW 0€30MacHOCTH) orepaTopa
MH()OPMAIIMOHHOM CHCTEMBI (J1ajiee — UCCIeI0BATEb).

2.5. AHanu3 oOHOBIIEHNH O€30MaCHOCTH BKIIIOYALT:

a) MOJATOTOBKY K MPOBEACHUIO TECTUPOBAHMS OOHOBJICHUI 0€30MaCHOCTH;

0) MpoBeJICHHE TECTUPOBAHUS OOHOBJICHUM 0€30MaCHOCTH;

B) o(hopmiieHuE pe3ynbTaTOB TECTUPOBAHMS OOHOBICHUI 0€30MacCHOCTH.

2.6. TloaroroBka K TIpOBeACHHIO AHanu3a OOHOBJIEHUNA  OE€30MaCHOCTH
MpeaycMaTpuBaeT IOJydyeHHe OOHOBJICHHS OE€30MacCHOCTH U TOATOTOBKY  Cpeibl
TECTUPOBAHUS.

CriocoObl TosydeHus: 0OHOBIIEHUN 0€30MaCHOCTH OMPEEISIOTCS HCCIIeI0OBATENEM,
WCXOJIS U3 €T0 BO3MOXKHOCTEH, U HE pacCCMAaTPUBAIOTCS B JaHHOM Pernamenre.

Ananu3 oOHOBIIEHUH 0€30MaCHOCTH MTPOBOAUTCSA B CIEAYIOMINX Cpeaax:

a) MHCCIEIOBATEIILCKOM CTEHJE, CIEIUAIbHO CO3JaHHOM JUIsl TECTHPOBAHMS
OOHOBJICHHI O€30IaCHOCTH WJIU MHBIX IICIICH;

0) TecToBOM 30He MHOOPMAIIMOHHOW CUCTEMBI («IIECOUHHUIIC) );

B) UH(OPMAIIMOHHOMN cucTeMe, (PYHKIHOHUPYIOIIEH B IITATHOM PEKUME.

Beibop cpembl  TecTUpoOBaHUS OOHOBIEHWH  0€30MACHOCTH  OCYIIECTBISET
UCCJIEIOBATENb, HCXOMAS M3 €ro TEXHUYECKUX BO3MOXKHOCTEM M yrpo3 HapylleHUs
(yHKUMOHUPOBaHUS UHPOPMAILIMOHHON CUCTEMBI.

2.7. Ilpu mnpoBemeHMHM aHaIM3a OOHOBJICHUN OE30MAaCHOCTH B COOTBETCTBUH
¢ HacTosimuM PermaMeHTOM JHOMHKHBI MPUMEHSATHCSI HHCTPYMEHTAIBHBIC CPEACTBA aHAIHM3a
U KOHTPOJSA, (PYHKIIMOHAIBHBIE BO3MOXHOCTH KOTOPBIX OOCCIECUYHMBAIOT PCATU3AIUIO
MOJIOKEHUN HacTosmero PermameHnTta, WMEMOIIME TEXHUYECKYI0 TONICPKKY U
BO3MOXXHOCTh ajanTanuu (AopaOOTKH) IMOJ, OCOOEHHOCTU MPOBOAUMBIX TECTHUPOBAHUH,
CBOOOJHO pacHpoCTpaHsAeMble B MCXOAHBIX KOJAX WU CPEACTBA TECTUPOBAHUS
coOCTBeHHOU pa3paboTku. PexomeHmyeTcs TPUMEHSTh WHCTPYMEHTAJIbHBIE CpEACTBA
aHaiaM3a M KOHTPOJISI, HE HMMEIOIME KaKUX-TMOO OTpaHMYEHUI MO MX MPUMEHEHHUIO,

aganTaruu (10padoTKn) Ha TeppuTopun Poccuiickoit denepanuu.



3. COIEPXAHUE PABOT I10 AHAJIM3Y OGHOBJIEHUM
BE3OITACHOCTMU ITPOI'PAMMHBLIX, ITPOI'PAMMHO-
AIIITAPATHBIX CPEACTB

3.1 OOmmue Tpe6OBaHUS K MPOBEIEHUI0 TECTUPOBAHUA

3.1.1. B Xxoae mnpoBelneHus aHaiu3a OOHOBIEHUN OE30MaCHOCTU JOJIKHBI
BBITIOJTHATHCS CJICTYIOIITUE TECTHI:

a) CBEpKa UJICHTUYHOCTH OOHOBIICHHI 0€30MaCHOCTH;

0) nmpoBepKa MOJIMHHOCTH OOHOBJIEHUN 0€30MaCHOCTH;

B) aHTUBUPYCHBIA KOHTPOJIb OOHOBJIEHUI O€301aCHOCTH;

I') MOUCK OMACHBIX KOHCTPYKIUI B OOHOBIICHUSAX 0€30MMaCHOCTH;

)  MOHMTOPUHT  aKTUBHOCTHM  OOHOBJEHHMIl  O€30MacHOCTH B cpefe
(YHKIMOHUPOBAHMUS;

¢) py4YHOI aHaIu3 OOHOBJICHUM 0€30MacHOCTH.

3.1.2. ITlpuBenenusie B myHkTe 3.1.1 Hacrodmero PerimamenTa TecThl BHINOJHSIOTCS
[0 PENICHUI0 MCCIIeIOBaTeNsA, HCXOAS W3 BO3MOXKHOCTH TIOJYyYCHHs] OOHOBIICHHUH
0€30MacHOCTH Pa3HBIMU CIoco0aMu U (WJIM) M3 Pa3HbIX HCTOYHHKOB B PACMaKOBAaHHOM
(pacmmdpoBaHHOM)  BHJE,  BO3MOXXKHOCTH  HCCIEOBarelis MO  paclakoBKe
(pacmmdpoBaHri0) OOHOBIICHHM O€30MAaCHOCTH, a TaK)Xe HAJIUYHUS HHCTPYMEHTAJbHBIX
cpenctB aHanmm3a (KOHTPOJS) W HMHBIX TEXHMUYECKMX BO3MOKHOCTeW. [lo pesympraram
TECTUPOBAHUS UCCIICIOBATEIb OMMCHIBACT PE3YIbTAThI KAKIOTO TPOBEJICHHOTO TECTA.

3.1.3. B cnydae BBISBICHUS MCCIEIOBATEIEM MPU3HAKOB HEJACKIAPUPOBAHHBIX
BO3MOKHOCTEH B X0JI€ TIPOXO0KICHUS T€CTa, OHU JOJIKHBI OBITh MTPOAHAIM3UPOBAHBI ITyTEM

PYYHOTO aHajM3a OOHOBJIEHUH OE30MIaCHOCTH.



3.2 Cpepka HIEHTUYHOCTH OOHOBJIEHUI 0€30I1aCHOCTH

3.2.1. CBepka HMJIEHTUYHOCTH OOHOBJICHMI O€30MacCHOCTH IIPOBOJMTCS B Cllydae
BO3MOXKHOCTH TIOJIyY€HHUsI OOHOBJIEHUM O€30MacHOCTH pa3HBIMH criocobamu U (WIu) U3
Pa3JIMYHBIX UCTOYHUKOB.

3.2.2. CBepka UACHTUYHOCTH OOHOBJICHUI 0€30MaCHOCTH MTPeTyCMaTPUBAET:

1) momydeHnre OOHOBICHUS O€30MTACHOCTH Pa3HBIMU CIIOCO0aMu U (WJIH) TTOTydICHUE
oOHOBNIEHUN O€30MaCHOCTH W3 pa3IMYHBIX HMCTOYHWUKOB (Hampumep, ¢ IP-ampecos,
pacmnoJiokKeHHbIX Ha TeppuTopun Poccuiickoii denepainu, a TakkKe 3a €€ MpeesiaMn);

2) pacyeT KOHTPOJIbHBIX CYMM OOHOBJIEHUI O€30MaCHOCTH, MOJYUYEHHBIX Pa3HBIMU
crioco0amMu U (WJIM) U3 pa3IuYHbIX UCTOYHUKOB;

3) cpaBHeHHE OOHOBJIEHHW OE€30MACHOCTH, MOJYYEHHBIX Pa3HBIMU CIIOCOOAMU U
(W) U3 pa3HBIX KICTOYHUKOB, ITyTEM CPABHEHHS MX KOHTPOJBHBIX CYMM.

3.2.3. Tlo pe3ynbTaTam BBINOJIHEHUS TeCTa JOJKEH OBITh CleNlaH BBIBOJ 00
UJICHTUYHOCTH OOHOBJICHUM O€30MacCHOCTH, MTOJTYYEHHBIX Pa3HBIMU CIIOCO0aMU U (WIJIH) U3
pa3HBIX HMCTOYHUKOB. B ciyuae CXOXJEHUS KOHTPOJBHBIX CYMM OOHOBJIEHUW TECT
CUMTAETCA YCIICIIHO MPOICHHBIM.

3.2.4. B cnyyae BbISIBIEHUS HECOOTBETCTBUH B KOHTPOJBHBIX CyMMax OOHOBJICHHIA
0€30macHOCTH, YKa3aHHbIE OOHOBIICHUSI O€30MACHOCTH JOJIKHBI OBITH MPOAHATH3UPOBAHBI

MyTEM PYYHOIr'0 aHaJIM3a OOHOBJIEHHUI 0€30MaCHOCTH.
3.3 IIpoBepka NOAJIMHHOCTH OOHOBJIEHUI 0€30MACHOCTH

3.3.1. IIpoBepka MOATUHHOCTH OOHOBJICHHI O€30MACHOCTH MPOBOJIUTCA B CIlIydae
HaJIM4Msl Y UCCIIE0BATENSI BO3MOKHOCTH MOJY4YUTh (Paitin(bl) 0OHOBIEHUS! O€30I1aCHOCTH B
pacnakoBaHHOM (pacuupoBaHHOM) BHJIE JO €r0 YCTAHOBKH B cpefie GyHKIIMOHUPOBAHMS,
a TaKKe NP HAJTUYUH TIPEIOCTABISIEMbIX Pa3pabOTIYMKOM OOHOBJICHHSI IMITATHBIX CPEACTB
MPOBEPKH MOJJIMHHOCTH (paitia(oB) 0OHOBIEHUS O€30MACHOCTH.

3.3.2. [IpoBepka NOITMHHOCTH OOHOBJICHHM MPEyCMAaTPUBACT:

1) pacnakoBKy (pacidpoBanue) daiia(oB) 0OHOBICHUs OE30MaCHOCTH;

2) ompe/iclieHne KPHUTEPUEB MPOBEPKH IMOMJIUHHOCTH (paitia(oB) OOHOBIICHHUS
6e3omacHocTH. B KadecTBe KpuTEepHEB MPOBEPKH MOIMHHOCTH (aitina(oB) 0OHOBICHUS
MOTYT BBICTYNIaTh KOHTPOJIbHBIE CyMMBI (DaiiJIOB, 3JIEKTPOHHAS IU(PPOBasi MOANKCH (PailioB

WIM MHBIE KPUTEPUH MPOBEPKU MOIJIMHHOCTU (paitna(oB) oOHOBIEHHS 0€30MacHOCTH,
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MPEIOCTABIIIEMBIE €T0 Pa3paboTUUKOM.

3.3.3. ®aiin cuuTaercs NOAJUHHBIM, €CIM KPUTEPUH MPOBEPKU MOIMHHOCTU
(aitna(oB) OOHOBIEHHMS O0€30MMaCHOCTH, ONPEACIICHHBIM HCCaea0oBaTEIeM, HIACHTHYCH
KPUTEPUIO, MPEIOCTABICHHOMY pa3paboTuuKoM OOHOBJIeHMs Oe3omacHocTu. B ciydae
YCTAHOBJICHUSI TOJJIMHHOCTH (haiina(oB) OOHOBICHHUS O€30MacCHOCTH TECT CUHUTACTCS
YCIIEIIHO IIPOWICHHBIM.

3.3.4. B cmydae HEYCHENIHOTO TPOXOXIEHUS TecTa, Gaia(bl) OOHOBICHHIA
0e30MacHOCTH, B KOTOPBIX BBISIBJICHBI HAPYIIEHUS MOMJIMHHOCTH WA MOMJIMHHOCTh
KOTOPBIX HEBO3MOXHO TPOBEPHUTH, JOJKHBI OBITH MPOBEPEHBI MyTEM PYYHOTO aHAIHM3a

00HOBJIIEHUS OE30ITaACHOCTH.
3.4 AHTHBHPYCHBII KOHTPOJb 00HOBJIEHUIT 0€30M1ACHOCTH

3.4.1. AHTUBHpYCHBIi KOHTPOJIb OOHOBJICHHN OE30MACHOCTH 3aKII0YaeTCA B
BBISIBIICHUU BPEJIOHOCHBIX KOMITBIOTEPHBIX IMporpamMM (BUPYCOB) B HCCIEAYEMOM
OOHOBJICHWH O€30MacHOCTH C HCIOJIb30BAHWEM CPEACTB aHTHBUPYCHOW 3amiuThl. Jms
MPOBEJICHUS aHallM3a HEOOXOUMO MCIOB30BaTh HE MEHEEe JBYX CPEJCTB aHTUBHPYCHOMN
3aIUTHI Pa3HBIX Pa3pabOTUMKOB.

3.4.2. AHTUBHPYCHBII KOHTPOJIb OOHOBJIEHUI 0€30MaCHOCTH MpPEeyCMaTPUBAET:

1) npoBepKy OOHOBJICHUI O€30MMaCHOCTH CPEJACTBAMH aHTUBHPYCHOM 3aIUTHI 0 UX
YCTaHOBKH;

2) TpoBeJCHHWE CUTHATYPHOTO H OBPUCTUYECKOTO aHalM3a COJEPKUMOTO
OTIepaTUBHOMN MaMsTH, (HaliJIOBOM CUCTEMBI M 3arpy30UHBIX CEKTOPOB BCEX UCIOJIb3yEeMbIX
HOCHTENeH nH(pOpMaIMK MO 3aBEPIICHUI0 YCTAHOBKHA OOHOBJICHUS 0€30MaCHOCTH.

3.43. Tect cuutaeTcsi yCHEUIHO MNPOWJECHHBIM B CIIy4ya€ OTCYTCTBUS MPU3HAKOB
BPEJIOHOCHOM aKTUBHOCTH B (haiiiax 0OHOBICHUI O€30MaCHOCTH M B CAMOM IIPOTPaMMHOM
obecrieyeHuu Mocjie YCTAaHOBKH OOHOBJICHUM 0€30MacHOCTH.

34.4. B cmydae HEYCHENIHOTO NPOXOXKIEHUs TecTa, Gaii(bl) OOHOBJICHHIA
0€30MacHOCTH, B KOTOPBIX BBISBJIICHBI PU3HAKU BPEIOHOCHON aKTUBHOCTH, JOJKHBI OBITH

pOaHAIM3UPOBAHbI IyTEM PYYHOI'O aHAINU3a OOHOBJIEHUI 0€3011aCHOCTH.
3.5 Tlouck onmacHbIX KOHCTPYKIMI B 00HOBJIEHUSIX 0€30MACHOCTH

3.5.1. Ilouck onmacHbIX KOHCTPYKIUNA B OOHOBJICHUSIX 0€30MaCHOCTH MPOBOJUTCS B
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cllydae HaJMuds y HCCIEAOBATENs] BO3MOXXHOCTU MONYy4YUTh (haiia(bl) OOHOBICHUS B
pacnakoBaHHOM (paciu(ppoBaHHOM) BUJE 10 WU MOCJIE YCTAHOBKU OOHOBJIEHUS B CPEJE
(YHKIIMOHUPOBAHMSL.

3.5.2. Tlomck omacHBIX KOHCTPYKIMH B  OOHOBJICHHUSX  OE30MaCHOCTH
peyCMaTpUBAET:

a) TOUCK OMACHBIX KOHCTPYKIMI B OOHOBJIEHHAX O€30MACHOCTH C MPUMEHEHHEM
WHIMKATOPOB KomnpoMerauuu, Y ARA-ipaBuI U Jpyrux crnocoOoB;

0) KOHTEKCTHBIM TIOMCK IOJIUTUYECKUX OAHHEPOB, JIO3YHIOB U JIpyrou
MPOTUBOMPABHON HHPOPMAITH B OOHOBIECHHUSIX O€30MaCHOCTH.

3.5.3. TecT cuMTaercs yCHEIIHO MPOWEHHBIM B CIy4ae, €CJIM ONaCHbIe KOHCTPYKIMH
HE BBISIBJICHBI.

3.54. B cnydyae HEyCHENIHOTO MPOXOXKACHUS TecTa, Qaia(bl) OOHOBICHUI
0€30MacHOCTH, B KOTOPBIX BBIABIECHBl OMNACHbIE KOHCTPYKIIMH, JOJDKHBI —OBITh
MIPOAHAIM3UPOBAHBI IYTEM PYYHOT'O aHaJIM3a OOHOBJIEHUN O€301aCHOCTH.

3.5.5. Ilpu mnpoBeaeHUHM PYYHOrO aHAIM3a WUCCIEAOBATEIEM JIOJKHO OBITh
HCCJIEIOBAaHO Ha3HAUYEHHE BBISIBICHHBIX OINACHBIX KOHCTPYKIMM, MOATBEp)KICHA WIH

OMPOBEPTHYTA UX OMACHOCTb.

3.6 MOHUTOPUHI AKTHBHOCTH OOHOBJIeHMIi 0e30MaCHOCTH B cpeje

TeCTUPOBAHUA

3.6.1. MOHMTOPUHT aKTUBHOCTH OOHOBJICHMI 0€30MIACHOCTH B CpeJie TECTUPOBAHUS
3aKJIIOYAeTCs B TMOJYYEHMM M AaHAJIW3€ CBEACHUH O TMOBEACHUU OOHOBIISEMOTO
MIPOTPAMMHOT0, IPOIPAMMHO-AIIIAPAaTHOIO CPEACTBA B PE3YJIbTATE €0 B3aUMOJAEHCTBUS CO
cpenoil (pyHKIIMOHMPOBAHUS WU APYTHUMHU MpOrpaMMaMH, a TakKe aHallu3e CBEeIECHUH O
B3aMMOJICHCTBIHY KOMIIOHEHTOB OOHOBJICHHOT'O IPOTPaMMHOT0, IPOTPaMMHO-aIapaTHOI0
CpEACTBA.

3.6.2. MOHUTOPUHT aKTUBHOCTH OOHOBJIEHUN O€30MaCHOCTH B  Cpeie
(YHKUIMOHUPOBAHUS MPOBOJAUTCS NPHU HAIMYKUKA BO3MOXKHOCTHU YCTAHOBKH HEOOXOJUMBIX
MHCTPYMEHTOB B Cpe€A€ TECTHUPOBAHUS OOHOBISEMOr0 IPOrPaMMHOIO, MPOrpPaMMHO-
aIrapaTHOro CpencTBa.

3.6.3. MOHMTOPUHI aKTUBHOCTH OOHOBJIEHUH O€30IIaCHOCTU B CpeJle TECTUPOBAHUS

npelycMaTpuBaeT HEOOXOAUMOCTh MPOBEACHHUS:
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a) aHalu3a pe3yJIbTaTOB BBIMNOJHEHUS CHCTEMHBIX BBI3OBOB OOHOBJIEHHOTO
IPOrpaMMHOTO 00ECTICYEeHMUS;

0) aHanmu3a TMOJy4YaeMbIX M OTHPAaBISEMBIX OOHOBJICHHBIM IPOTPAMMHBIM,
MPOTrpaMMHO-aNNapaTHLIM CPEICTBOM CETEBBIX MAKETOB;

B) aHaju3a cocTaBa (aillloBOM CUCTEMBI 10 W TOCJIE€ YCTAaHOBKH OOHOBJICHHMS
MPOTPaMMHOT0, TPOTPAMMHO-ANMNAapPaTHOTO CPEACTBA;

T') CUTHATypHOI'O MIOUCKA U3BECTHBIX YSI3BUMOCTEH.

3.6.4. Tect cuMTaeTrcsd YCHENIHO MPONAEHHBIM, €CIM B XOAE€ MOHHUTOPHUHIA
AKTUBHOCTH OOHOBJICHHMI O€30MMACHOCTH B Cpejie TECTUPOBAHUS HE BBISBICHO MPU3HAKOB
HEJICKJIApUPOBAHHBIX BO3MOXKHOCTE.

3.6.5. B cinydae HEyCHEIIHOIO MPOXOXIEHUs TecTa, (aii(bl) OOHOBICHHI
0€30IacHOCTH, B KOTOPBIX BBISABJICHBI MPU3HAKUA HEACKIAPUPOBAHHBIX BO3MOKHOCTEH,

JOJKHBI ObITh MPOAHATIU3UPOBAHBI ITYTEM PYYHOTO aHaJIM3a OOHOBJIEHUN O€30MaCHOCTH.
3.7 PyuHoii anaJu3 00HOBJIeHHIT 0€30MACHOCTH

3.7.1. PyuHoii aHanu3 oOHOBJIEHUIN 0€30MAaCHOCTU MPOBOJUTCS B CIlydae, €Clid 10
pe3yJibTaTaM BBIITOJIHEHUS TECTOB:

a) BBISBJICHBI pa3iuyusi B OOHOBJICHMSIX O€30MAaCHOCTH, TOJYYCHHBIX Pa3HBIMH
crioco0amMu U (WJIM) U3 Pa3HbIX UCTOYHUKOB;

0) HEYCIEIIHO MPOMAEH TECT MOAIMHHOCTH ¢aiisia(oB) 0OHOBJICHUS 0€30MaCHOCTH;

B) BBISBJIEHbl TPU3HAKK BPEAOHOCHON aKTUBHOCTM B (aiimax OOHOBJICHHUS
0€30MacHOCTH B pe3yjbTaTe aHTHUBUPYCHOI'O KOHTPOJII WJIM MOHUTOPUHIA AKTUBHOCTH
O0OHOBJICHUSI OE30ITACHOCTH B Cpejie PyHKIIMOHUPOBAHUS;

r) 0OHapyXeHbI OMACHbIE KOHCTPYKIIUH.

3.7.2. PyuHoii aHanu3 OOHOBJIEHUI OE30MACHOCTH TPOBOAUTCS B OTHOIICHHUH
KOMITOHEHTOB OOHOBJICHHI O€30MacHOCTH, B KOTOPBIX IO pE3yJibTaTaM MPOXOXKIACHHS
MEPEUYUCIICHHBIX BBIIIE TECTOB BBIABICHBI YKa3aHHbIe B MyHKTe 3.7.1 Hacrosmiero
Permamenra ycioBus.

B cnydae ecnu py4yHO# aHanM3 MPOBECTH HEBO3MOXKHO, UCCIEAOBATENIEM JI€JIaeTCs
BBIBOJI O HaJM4Yud B OOHOBJIEHHMM O€30MACHOCTH MPHU3HAKOB HEAEKIAPUPOBAHHBIX
BO3MOYXXHOCTEM.

3.7.3. PyuHoii anHanu3 0OHOBIIEHUS! O€30MMaCHOCTH MPEIyCMaTPUBAET:
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a) aHaJu3 JIOTUKH PabOTHI (B TOM YHCIIE TU3ACCEMOMPOBAHNE WIIH JEKOMITUAIISIINS
OMHAPHOTO KOJIa IPU HAJTMYMKU COOTBETCTBYIOLIUX BO3MOKHOCTEN );

0) uccienoBaHre KOMIOHEHTOB OOHOBJIEHUS 0€30MMACHOCTH C MTOMOIIBIO OTJIATYUKOB
Y TPACCHUPOBIIUKOB,;

B) NPOBEPKH HaIW4Wsi B OOHOBJICHUHM OE€30MACHOCTH KIIIOYEBOM HHGOpMALINH
(maposiel, CeKpETHBIX KII0YeH U APYyroi 4yBCTBUTEIBHON HHPOPMAIIIH);

I) CTaTUYECKOTO M JAWHAMHUYECKOTO aHaiu3a (MpU HAJIUYUU MCXOIHBIX KOJOB
0OHOBJICHUI O€30ITACHOCTH).

3.7.4. Tlo pe3ynbTaram MPOXOXKJCHHUS TECTA UCCIEAOBATENIEM JEIACTCS BBIBOJ O
MOATBEPKIACHUNA  HAJIWYMS WJIA  OTCYTCTBUSL  BBISBIICHHBIX  paHee  IPU3HAKOB
HEJICKJIAPUPOBAHHBIX BO3MOXKHOCTEH B KOMITOHEHTE(ax) OOHOBISIEMOrO0 MPOrPaMMHOTO,
MpOTpaMMHO-aNnapaTHOTO CPEACTBRA.

3.7.5. B ciywyae eciu mo pe3yibTaraM PYYHOTO TECTHUPOBAaHMS B OOHOBIICHUU
0€30IMaCHOCTH  BBISIBICHBI ~ BPEJIOHOCHOE TMporpaMMHOe  oOecrieueHue W (WJn)
HEJICKJIApUPOBAHHBIE  BO3MOXKHOCTH,  yKa3aHHas  HWHGOpMAalUs  HampaBJsSIeTCs
B O®CTOK Poccun m HanvoHalbHBIM KOOPAWHAUMOHHBIA LEHTP MO KOMIIBIOTEPHBIM

nHuuaeHTaM (HKIIKHW) B cOOTBETCTBUU C YCTaHOBJIEHHBIM PETTIAMEHTOM.
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4. OPOPMJUIEHHUE PE3YJIBTATOB TECTUPOBAHUA

4.1. Pesynpratrhl aHamm3a 0OHOBIEHHUH O0e30MmacHOCTH 0(hOPMIISIOTCS B BUJIE OTYETA.
B otuete 1omKHBI OBITH OTPaXKEHBI OTIMCAHUE TECTOBOU CPE/IbI, CBEACHHS 00 ySI3BUMOCTSIX,
HA YCTpaHEHHE KOTOPHIX HANpaBlIeHO OOHOBJIEHHE OE30MACHOCTH, PE3YIbTAaThl KaKJOTO
TecTa, MPOBEICHHOTO B COOTBETCTBHH C pa3jiesioM 3 HacTosIiero Permamenra.

4.2. Oryet aHasM3a OOHOBJIEHUS 0€30MACHOCTH BKIIFOYAET CIEAYIOIINE CBEACHMS:

a) HaMMEHOBaHKE OOHOBJICHUS 0€30MaCHOCTH;

0) cBemeHUsT O MeCTe pa3MeIIeHHs OOHOBJICHHS O€30MacHOCTH, KOHTPOJBHBIX
CymMMax OOHOBJICHHUsSI 0€30MacHOCTH, JaTe BBIMyCKa OOHOBJICHHS 0€30MacHOCTH,
pa3paboTurke 0OHOBJIEHMs 0€301aCHOCTH, BEPCUU POTPaMMHOI0 00€CIIeUeHMS;

B) CBeJieHUs1 00 YSI3BUMOCTSIX, HAa YCTPaHEHHE KOTOPBIX HAIMPaBICHO OOHOBJICHHE
0e30I1aCHOCTH;

I') HAUMEHOBAHHE MPOBEJACHHBIX TECTOB;

1) pe3ysibTaThl aHaK3a (YCHENTHO/HE YCIEITHO);

€) ONMCaHue Pe3yJbTAaTOB aHAJIN3a, BKIIOYAsi CPECTBA MPOBEACHUS aHAIHN3a, CPEIY
TECTUPOBAHUS, BBIABICHHBIC MPU3HAKKA HEICKIAPUPOBAHHBIX BO3MOXKHOCTEU, OINHCAHUE
MTPOBEICHHBIX TECTOB.

43. Jlna TecTtoB, MO  pe3ylbTaraM KOTOPBIX  BBISBICHBI  IPU3HAKH
HEJCKIAPUPOBAHHBIX BO3MOKHOCTEH, B OTUET TECTUPOBAHUS OOHOBJICHMI 0€30MacHOCTH
J0JDKHA OBITh BKIIFOUCHA BCS TEXHHUYECKass WHQPOpMaIHs, HeoOXoaumas I MOSCHEHUS
BBITIOJIHEHHBIX B XOJIE HMCCJIEIOBAHUS OIEpaluii U pe3yJIbTaToB, MOJYYCHHBIX B XOJI€
WCCCIOBaHMK (B TOM YHCIICE BCE OTYCTHl HMHCTPYMEHTAJIBHBIX CpPEICTB aHalu3a M
KOHTPOJIS).

B oTHOmIEHWU BBIABICHHBIX MPU3HAKOB HEJACKIAPUPOBAHHBIX BO3MOXHOCTEM
HCCIIeIOBATeNIEM OMPEISISIIOTCS OTPAaHUYCHUS M YCIOBUS, MPH KOTOPBIX YCTaHOBKA
oOHOBNIEHUST 0€30MaCHOCTH BO3MOJKHA. YKa3aHHBIC CBEJIEHUS BKIIIOYAIOTCS B OTYET

aHan3a OOHOBJIEHUIT 0E€30MACHOCTH.
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S. YCTAHOBKA OBHOBJIEHUH BE3OIIACHOCTH
ITPOT'PAMMHBIX, ITPOT'PAMMHO-AIIITAPATHBIX CPEACTB 3AHIUTDBI
NHPOPMAIIMU U UHOI'O ITPOI'PAMMHOI'O OBECIIEHEHUA

[Tpu npuHATHH pelIeHus 0 pe3ybTaTaX TECTUPOBAHUS OOHOBIIEHUH 0€30MaCHOCTH
IPOrpaMMHBIX, MPOTPAMMHO-AMNMAPATHBIX CPEJCTB pPEANU3yeTCs CIACAYIOMUNA MOPSIOK
OTIpEe/ICNICHUS] BO3MOXKHOCTH YCTAHOBKM OOHOBIIGHMH MPOTPaMMHBIX, MPOrPaMMHO-
anmnapaTHbIX CPEJCTB.

1. BbIBOJT 0 BO3MOKHOCTH YCTaHOBKH OOHOBJICHHI 0€30MMacCHOCTH.

1.1. B oTHOmEHMH NPONPUETAPHBIX MPOTPAMMHBIX, MNPOrPAMMHO-ANNAPATHBIX
CPEICTB U CBOOOJHO pAaclpoCTPaHSIEMOro MPOrpaMMHOr0 OOECHEUYEeHHs BBIBOJ O
BO3MOXXHOCTH YCTaHOBKM OOHOBJIEHMsI 0€30macHOCTH (OopMHpYyeTcs Ha OCHOBE
BBITIOJIHEHHUS CIEAYIOIINX TECTOB!

— CBEpKa UJIEHTUYHOCTU OOHOBJICHU I 0€30MaCHOCTH U (UJTK) TTPOBEPKA MOIJIUHHOCTH
OOHOBJICHHI O€30IIaCHOCTH;

— AHTUBUPYCHBIN KOHTPOJIb OOHOBJIEHUN 0€30MacCHOCTH U (WJIM) MOMCK OIMACHBIX
KOHCTPYKLUI 0€30M1aCHOCTH;

— MOHUTOPHUHT aKTUBHOCTH OOHOBJICHUH 0€30MacHOCTH B cpejie PYyHKIIMOHUPOBAHUS.

1.2. B orHomeHnn OOHOBIICHMH O€30IACHOCTH IPOTPAMMHOTO OOCCIICUSHHUS C
OTKPBITBIM KOJOM BBIBOJI O BO3MOXKHOCTHM YCTAaHOBKA OOHOBJIEHHSI ©O€30MacHOCTU
(dbopMHpyeTCst HA OCHOBE BBIITOJIHEHHMSI CIIEYIOIINX TECTOB:

— TIpOBEpKa MOIMHHOCTA OOHOBIIEHUN O€30MTaCHOCTH;

— QaHTUBUPYCHBIA KOHTPOJIb OOHOBJIEHUI O€30MaCHOCTH;

— MOHUTOPUHT aKTHBHOCTH OOHOBJICHUI O€301IaCHOCTH B cpesie GyHKIIMOHUPOBAHUS;

- py4HOIl aHamu3 0OHOBJIEHUN OE30MaCHOCTH.

2. OueHka pe3yJIbTaTOB BBIITOJTHEHHBIX TECTOB.

2.1. Ecnu 1o pe3yJsibTaTam BBINOJHEHHS TECTOB PE3YJIbTAThI pealin3allii BCEX TECTOB
ABJISIFOTCSL TOJIOKUTEIbHBIMU, OOHOBJICHHE O€30MacHOCTU SIBJSiETCS O€30MACHBIM M €ro
YCTaHOBKA BO3MOJKHA.

2.2. Ecnu 1o pe3ysibTaTaM BBIIIOJIHEHUSI TECTOB PE3yJIbTaThl PEATU3ALIMHU OJTHOTO UIU
0oJiee TECTOB SIBJISIOTCS MOTEHIMAIBLHO OMACHBIMU M HU OJIMH U3 TECTOB HE SBIIAIOTCS
OTACHBIMH, OOHOBJIEHHE O0€30MaCHOCTH MOXET OBITh YCTAaHOBJIEHO MPU OINpPEACIECHHBIX

OI'paHHUYCHUSIX.
15



OrpaHudeHus: ONpeAeSIIOTCS HCCIEN0BAaTeNeM MO pe3yJibTaTaM TECTUPOBAHUS U
MOTYT OBITh YTOYHEHBI ONEPaTOPOM MH(GOPMAIIMOHHON CUCTEMBI C Y4€TOM OCOOEHHOCTEHN

€€ apXUTEKTYPhl U PYHKIIMOHUPOBAHUSI.
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