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KOMMTET KAUBHULIKOTO
MYHULIUTTAJILHOTO PAMOHA
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TATAPCTAH PECIIYBJIMKACHI
KAWBbIY
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INOCTAHOBJIEHUE KAPAP

) DE. A3 c. bonbmue KaiiGuupr N 75

O6 yTBepkIEHMH perjiaMeHTa 10 BBISBICHHIO,
aHaJIM3y W YCTPAaHEHUI) KPUTHYHBIX YS3BUMOCTEH B
MH(QOPMAIIMOHHBIX CHCTEMax O3KCIUTyaTHPYeMbIX B
opraHax MeCTHOTo caMoynpaBieHus KaiOuukoro
MyHHULHUNAIbHOTO pailoHa Pecnyonuku Tarapcran

B uemsx ycunenus obGecnedenus GeszomacHocTH MHGOPMAIMM M MOBBIIIEHHUS
3ALIMIIEHHOCTH HH(OPMALMOHHBIX CHCTEM B OPraHaX MECTHOINO CaMOYIpaBIICHHUS
Kaiibuixoro mynunmnanbHoro paiiona Pecry6mmku TaTtapctaH, B COOTBETCTBHM ¢
MeronuyeckuMu JlokymMeHTaMu  DOCTOK  Poccum, HWcnonHutenbHblifi KOMHTET
Kaiibunikoro MynuuunansHoro paitona Pecny6nuku TatapcTal MOCTaHOBISET:

I. YTBepauTh pernameHT mo BBISB/ICHHIO, aHAIN3Y M YCTPAHEHMIO KPUTHIHBIX
YA3BUMOCTeH B HH(QOPMAUMOHHBIX CHCTEMAaX SKCILIyaTHPYEMBIX B OPraHaX MECTHOrO
camoynpasyienns Kaiibuukoro MynuuunameHoro paitona Pecmy6muku Tarapcran
(npunoxenue Nel).

2. OnyGnukoBaTh HacToslliee IIOCTAHOBJEHME HA O(HUHAIBHOM noprae
npaBoBoii nHdopmauwu Pecnybmuxu Tarapcran (www.pravo.tatarstan.ru) u Ha
ouIHaTEHOM caiite Kaiibunkoro MYHULHUIAJIbHOTO paiioHa
(https://kaybici.tatarstan.ru).

3. KoHTponb 3a uCHONHEHHEM HACTOSAINErO MOCTAHOBIEHHS BO3JIOXKHTh Ha
ynpasjsiouero aenamu Mcenonaurensnoro komutera KaiiGuukoro MyHHIHIANBHOTO
pationa JI.A.baneptnuHoBy.

PykxoBonuTens A.H.Makapos




[Tpunoxenue Nol

K IIOCTaHOBJICHHIO

HcnonnurensHoro koMmurera
Kaibuixoro Mynununanstuoro paiiona
Pecny6nuku Tarapcran

ot /3 wmons 2023 roga NeJ45

PEI'JIAMEHT 11O BBISIBJIEHWUIO, AHAJIN3Y U YCTPAHEHHUIO
KPUTUYHBIX YSI3BUMOCTEN B HH®OPMALIMOHHBIX CHCTEMAX
IKCILITYATUPYEMBIX B OPTAHAX MECTHOI'O CAMOYIIPABJIEHUS
KAUBHUIIKOT' O MYHUIIMIIAJIBHOT'O PATOHA PECITYBJIMKH
TATAPCTAH




1. OBIIHE IMOJOKEHUA

1.1. HacTosiuuii PernaMeHT 1o BbISIBJICHHIO, aHATU3Y U YCTPAHEHUIO KPUTHUYHBIX
ysI3BUMOCTe B MHGpOpMalMOHHBIX cHcTeMax (manmee — KWC) skcrulyaTHpyeMbIX B
opraHe, opraHu3audu (manee — PeryiameHT) pa3paboTaH B COOTBETCTBHH C
PykoBOACTBOM IO OpraHu3aluM Ipolecca YNpaBAeHHS YS3BUMOCTSIMH B OpraHe
(opranuzauun) yrepxkaeHHbIM @DCTOK Poccuu ot 17 mast 2023 roga U B COOTBETCTBHH
¢ Meroaukoil OUEHKM YPOBHS KPUTHYHOCTH YS3BUMOCTEH IIpPOrpaMMHBIX,
rporpaMmHo-annapariaeix cpeactB yreepxkaeHHor O®CTIK Poccun ot 28 okTa0ps
2022 ropa.

1.2, Hacrosmmii PersiaMeHT [OMUIEKUT NPUMEHEHUIO  oIllepaTopaMu
UHGOPMALIMOHHBIX CHCTEM IpU TMPUHATHH WMH Mep IO BBISABICHHIO, aHalW3a |
YCTPAaHEHMUIO YSA3BUMOCTEH IporpamMMHbIX, [pPOrpaMMHO-aNNapaTHbIX CPeACTB
MH(POPMALIMOHHBIX CUCTEM B COOTBETCTBHM C TpeOOBaHUSAMH O 3alluTe HUH(pOpMaIuy,
conepxaiueiics B rocynaperseHHbIXx MC, a Tak)ke MHBIMM HOPMATUBHBIMHU MTPABOBBIMH
aktamu ¥ MetoandeckuMu Jokymentamu @CTOK Poccun.

1.3. BeisgBneHue, aHanu3 U yCTpaHEHHE YS3BUMOCTEH B CepPTHU(QHUIIMPOBAHHBIX
NPOrpaMMHBIX,  [POrpaMMHO-aNMapaTHBIX  CpPeACTBax  3allUThl  WH(pOpMaLHUH
oOecreyuBaeTcsi B MPHOPUTETHOM IMOPSJIKE U OCYIIECTBISETCS B COOTBETCTBHU C
IKCIUIyaTALMOHHOM JIOKYMEHTallMell Ha HHMX, a TakKke C pPeKOMEeHJalusiMu
pa3paboTuHKa.

1.4. B PerniameHte MCIONB3YIOTCS TEPMHUHBI U OINpPEE/eHUs], YCTAHOBJIEHHBIE
HauuoHaneHbIMU cTaHgapraMmu ['OCT P 50922-2006 «3ammura uHbOpMaLUU.
OcHoBHble TepMuHbl U onpenenenus», ['OCT P 56545-2015 «3ammra nHpopmanuu.
Vsa3BuMocTd HMH(OpPMAlMOHHBIX cucTeM. [lpaBuna onucaHus ysS3BUMOCTEH»,
['OCT P 56546-2015 «3amurta uHGOpMaluKU. Y I3BUMOCTH HHPOPMALUOHHBIX CUCTEM.
Knaccuduxanus ya3Bumocteit MHPOPMALIMOHHBIX CUCTEM» U UHBIMH HallUOHAIbHBIMU
CTaHJapTaMd B 0O0JAacTH 3alMThl HHpopManuu U obecrieueHHss MH(POpPMAlLMOHHOH
©e30MacHOCTH.

[ensimu perniaMeHTa siBISIOTCS:

— KOOpAWHAIUS [EATeNbHOCTH HCIIOIHUTENBHBIX OpPraHOB TrOCYapCTBEHHOM
BiacTd PecnyOnuku TarapcTaH U OpraHoB MecTHOro camoynpasieHus Kaitbuikoro
MyHuIunanbHoro PecryGiuku TarapcTad 1o BBISBICHMIO, aHAIM3Y M YCTPaHEHHIO
KpUTHUHBIX ysi3BUMocTel B C;

— CO3/1aHHe OCHOBBI I pa3paboTKH JeTalbHbIX PErIaMeHTOB U CTaHAApPTOB IO
YIPaBJIEHUIO YA3BUMOCTAMU C Y4eTOM ocoOeHHocTed (DYHKUHOHUPOBAHHUS OPraHoB
(opranu3zanmii);

— OpraHu3anus B3aUMOJEHCTBUS MEXIY CTPYKTYPHBIMH [OJpa3/eieHUIMH
OpraHoB (opraHu3aluii) Mo BOpocaM yCTpPaHEeHHUs yS3BUMOCTEH.

2. MOPAAOK BBISIBJEHUS KPUTHUYHBIX YSA3BUMOCTEM
IMPOI'PAMMHBIX, TIPOI'PAMMHO-AIIIIAPATHBIX CPEACTB
2.1. B HC pomxHO OCYLIECTBIATbCS BbISBIEHHE CIEAYIOLIUX THUIIOB
ySA3BUMOCTEM:
— HeJaoCcTaTKH M(KWiK) olHOKK nporpammMHoro obecnedenus (nanee [10) UC u
ee cucTeMbl 3aluThl HHQopMauuu (aanee — C3U).




— HEJOCTaTKH ammnapartHbiX cpeacts MC, B ToM umcie anmapaTHbIX CpECTB
3alMThl UHQOPMAIIHH.

— OpraHM3alMOHHO-TEXHUYECKHE HEI0CTATKH.

2.2. HenocpeaCTBEHHBIMH HCIOJHUTEISAMU MEPONPUATHII MO BBISBJICHHIO,
aHanu3y M yctpaHeHuto ys3suMoctel MC aBnsiorcs aqMuHuCTpaTop 6e301acHOCTH U
cHucTeMHble aaMuHUCTpaTopsl MIC.

Ha orane MOHMTOpMHra ysI3BUMOCTEH W OLIEHKH HMX NPUMEHHMOCTH
OCYIIECTBIIAETCS BBIABJICHHE YSA3BUMOCTEH HAa OCHOBAHMH JaHHBIX, IOJYYaeMbIX M3
BHEIIHUX M BHYTPEHHHX HCTOYHMKOB W MNPHHATHE PELICHHH MO MX I0C/Ieayrome
obpaboTke.

IIpouecc ympaBieHus ys3BUMOCTAMH opraHusyercs s Bcex MC oprana
(OpraHusauuM) W JOMKEH IpefycMaTpuBaTh MOCTOSHHYIO U HETPEpPBhIBHYIO
aKTyaJIM3alMIo CBeleHui 00 ys3BuMocTaX u oowsektax MC. [Ipu u3MeHeHuu craryca
ys3BUMocTel (rpumenuMocts k MC, Hamu4ne MCIpaBieHHH, KPUTHYHOCTD) TOJKHBI
KOPPEKTHPOBATHCA CIIOCOOBI KX YCTPAHEHHS.

[Ipouecc ynpaBieHust ysA3BUMOCTSMH CBSI3aH C JPYTHMH IIPOLIECCAMH W
[poLEAypaMH IeATENLHOCTH OpraHa (OpraHu3aium):

— MOHHUTOPHUHI MH(OPMAIMOHHOH 6e30MacHOCTH — MpoLece MOCTOSHHOTO
HaOJIIOJIEHHs] U aHalK3a Pe3yJIbTaTOB PErHCTPAllMH COOBITHH 0E30MacHOCTH M HHBIX
AaHHBIX C 1IeNIbI0 BBIABICHHS HApylIeHWH O6e30macHOCTH HMH(OPMALUH, YIpo3
Oe3onacHOCTH HH)OPMALIUHU U YA3BUMOCTEH;

— OIICHKa 3alIMIIeHHOCTH — AaHaJW3 BO3MOXHOCTU  MCIIOJIB30BAHHS
00OHApyKEHHBIX yA3BMMOCTEH IS peayM3alMM KOMIIbIOTepHbIX atak Ha MIC oprana
(opranuzanun);

— OIleHKa yrpo3 0e30MacHOCTH HWH(pOPMAlMM — BBIABICHHE M OLEHKA
aKTyaJIbHOCTH yTrpo3, pean3alus (BOSHUKHOBEHHE) KOTOPBIX Bo3MokHa B UC oprana
(opranuzanun);

— YynpaBlieHHe KOH(Urypauued — KOHTPOJb M3MEHEHHii, cocTaBa M HACTPOEK
NpOrpaMMHOI0 U IIporpaMMHO-arinapaTHoro odecrnedyenus MC;

— YIpaBeHHWe OOHOBIEHMSMH — NPHOOpeTEeHHe, aHalu3 M pa3BepPThIBAHHE
OOHOBJIEHHH NPOrpaMMHOro obecredeHus B opraHe (OpraHu3alum);

— NPUMEHEHHe KOMIIEHCHPYIOIIUX Mep 3alllUThl HHpOpMaluu — pa3paboTka u
NIPUMEHEeHHWEe Mep 3alluThl HH(OpMaluH, Kotopble npumenstorcs B MC B3amen
OTIC/IBHBIX Mep 3alMThl HHPOPMALIMHU, MOIKAIMX Pead3allHi B COOTBETCTBUHU C
TpeOOBaHUAMHU I10 3alUTe HHOOPMAIIMH, B CBSI3U C HEBO3MOXKHOCTBIO MX PUMEHEHHS.

YpoBeHb KPUTHYHOCTH YA3BUMOCTEH OLIGHHBAeTCS B LeNAX [PUHATHA
000CHOBAaHHOIO peIIeHHS aJMHHHCTPATOpaMH Oe30IacCHOCTH O HeoOX0IUMOCTH
YCTPaHEHHsl ySA3BUMOCTEH, BBIABICHHBIX B NMPOrPaMMHBIX, IIPOrpaMMHO-aMapaTHbIX
CpeAcTBax 1o pesyjabTaTaM aHaiu3a ys3Bumoctei B IC.

McxXonHbIMU TaHHBIMH [T OTIPEIeTIeHNUs] KPHTHYHOCTH YSA3BUMOCTEH SBIISIOTCS:

— 0asa ys3BuMocCTell mporpaMMHOro obecredeHus, NPOrpaMMHO-aIapaTHBIX
CpeACTB, colepxaiiascs B banke nanHeIx yrpo3 6e3onacHoctu uHbopmanuun OCTIK
Poccuu (bdu.fstec.ru), a Takke MHbIe HCTOYHHKH, COJIEpIKAIIME CBEIEHUS 00 H3BECTHBIX
YSI3BUMOCTSIX;




— odumansHele UHGOpPMALIMHOHHBIE pecypchl pa3pabOoTYHKOB MPOTPaMMHOTO
obecnieyeHus, MpPOrpaMMHO-AIIAPATHBIX CPEACTB M HccaeaoBaTenei B obnactu
HH(POPMAITHOHHOM 6e301acHOCTH;

— CBEeIeHMA O COCTaBe U apXUTEKType MH(OPMALMOHHBIX CUCTEM, MOJy4YEeHHbIE
Mo pe3yinbTaTaM WX WHBEHTapuU3alMy W (WIM) NpHUBeJEeHHblE B JOKYMEHTallWH Ha
MHGOPMALMOHHBIE CUCTEMBI;

—  pe3yabTaThl KOHTPOJA  3alMIIEHHOCTH HMH()OPMALMOHHBIX CHCTEM,
MPOBEIEHHBIE OIEPaTOPOM.

YKa3zaHHble UCXOJHbIE JJaHHbIE MOIYT YTOYHSATHCA WJIM JOMOJHATHCS C y4eTOM
ocobeHHOCTeH 001aCTH AeATENbHOCTH, B KOTOPOo# (pyHKuMoHUpytoT UC.

OueHka YpOBHSI KPUTHYHOCTH YSA3BUMOCTEH MpPOrpaMMHBIX, MPOTPaMMHO-
anmnapaTHbIX CPeJICTB MPOBOAUTCS aIMUHUCTPATOpaMH O€30I1aCHOCTH.

OueHka ypOBHS KPUTUYHOCTU YS3BUMOCTEH MPOrpaMMHBIX, MPOTPaMMHO-
arnmapaTHBIX CPeJICTB MPUMEHHUTENbHO K KoHKpeTHOI MC BkitouaeT:

—  omnpejaeieHHe  NPOrpaMMHBIX,  [POrpaMMHO-AaNIapaTHbIX  CPEJCTB,
MOJIBEPIKEHHBIX YA3BUMOCTSIM,;

— ompeJeneHre B UHGOPMALMOHHON CUCTEMe MeCTa YCTAHOBKU MPOrpaMMHBIX,
NpOrpaMMHO-aNNapaTHbIX CPEJACTB, IMOJBEPKEHHBIX YSI3BUMOCTAM (Harpumep, Ha
NepUMeTpe CHUCTEMBI, BO BHYTPEHHEM CEIrMEHTE CHUCTEMbI, IpH pealu3aluu
KPUTHYECKUX IpolieccoB (Ou3Hec-npoueccon) U aApyrux cermenrax MC);

— pacyeT YpOBHS KPHUTHYHOCTH YS3BUMOCTH IPOTPaMMHBIX, MPOrPaMMHO-
anmnapatHbix cpeacts B UC.

3. MOPSJIOK AHAJIM3A KPUTUUYHBIX YSI3BUMOCTEH

IMPOI'PAMMHBIX, IPOI'PAMMHO-AIIIIAPATHBIX CPEACTB

Ha »osrtame aHanm3a ysS3BUMOCTEH OIpefensercs YpPOBeHb KPUTHYHOCTH
ysa3BumocTeld npuMenutenbHo K MC oprada (opraHuzauuu) M OCYILLECTBIAETCH
BBIsIBJIEHHE YS3BUMOCTEH Ha OCHOBAHUHU JITaHHBIX U3 CIIEAYIOIHUX HCTOYHUKOB:

a) BHyTPEHHUE UCTOYHUKH:

— CcHCTeMBbl yrpasieHuss wHopmauroHHOH uHGpacTpykTypor (namee — UT -
MHPaACTPyKTYypa);

— 0a3bl TaHHBIX YIPaBJIEHUS KOHDUTYpaLUsIMH;

— nokymenTanus Ha UC;

— 3JIeKTPOHHBIe 0a3bl 3HAHUI OpraHoOB (OpraHU3aLuii);

06) Oa3za nmaHHBIX YSA3BUMOCTEH, cojepxkamascs B baHke [IaHHBIX Yrpos
6e3onacHoctu uHopmauuu (naisee — b1Y) ®CTIK Poccuy;

B) BHEIIIHHE UCTOYHHUKH:

— 0a3bl TaHHBIX, CO/IepXKalIle CBEICHUS 00 U3BECTHBIX YSI3BUMOCTSX;

— opunHaIbHble HHPOPMALMOHHBIE pecypchbl pa3pabOTYUMKOB MPOrPAMMHBIX U
[IpPOrpaMMHO-aNINapaTHbIX CPeJICTB W HccienoBarened B obnactd MHGOPMaLlMOHHON
0e30MmacHOCTH.

MCTOYHHUKH J@HHBIX MOTYT YTOYHSATBCA WJIM JOMOJHATBCA C YYETOM
ocobeHHOCTeH (HYHKLIMOHHPOBAHUS OpraHa (OpraHu3anuu)

Ha srane aHanu3a ysi3BUMOCTEH M OLIEHKH HX NPUMEHHMOCTH BBINIOIHAIOTCS
orepaliuu, npuBeeHHbIe B Tabaune 3.1.




Tabmuna 3.1

No | HamMmenoBanue
Onucanue onepanyuu
1/11 olnepaluu
1 | Ananus Anamu3 wHGOpPMAIMH M3 DPA3IWYHBIX HCTOYHHUKOB C LENbIO IIOHMCKA
uHopmanuu 00 | aKTyallbHBIX M IOTEHLUMAJIbHBIX  YA3BHUMOCTEH M  OLEHKH HX
YSI3BUMOCTH NPUMEHHUMOCTH K MH(OPMAIIHOHHBIM CHCTEMAaM OpraHa (OpraHu3alluy).
ArperupoBaHue ¥ Koppensnus coOupaeMbIX JaHHBIX 00 YS3BUMOCTSX
2 | Ouenka Ha ocnore undopmauuu 06 obbekrax uHGOPMAIMOHHBIX CHCTEM H HX
NPUMEHUMOCTH COCTOAHHH onpeaeasAaeTcs INPUMEHUMOCTE YA3BHMOCTH K
YSI3BUMOCTH WHPOPMALIMOHHBIM ~ CHCTEMaM opraHa (OpraHu3aiid) ¢  LEJbIo
olpeieNieHus ysI3BUMOCTEH, He TpeOyrolux JajibHeimel o0paboTku (He
peneBaHTHBIX ysa3BUMOcTed). OIlleHKa NPUMEHUMOCTH YsS3BHMOCTEH
NPOU3BOAUTCA: Ha OCHOBe aHanu3a AaHHbIX 00 WT-mndpactpykrype,
MOJy4eHHbIX M3 0a3 JaHHBIX yIpaBieHHs KOHQUrypauMsMd B paMKax
npoiecca «YpasieHue KoHQUrypauueii»; Ha OCHOBE aHalu3a JaHHbBIX O
BO3MOXHBIX OO0BEKTaxX BO3JACHCTBUA, MOMYYEHHBIX B pe3y/ibTare
MOJIEJIMPOBaHHUs yrpo3 B pamkax mnpourecca «OueHka yrpos»; Mo
pe3yJbTaTaM OLEHKH 3alIUIIEHHOCTH
3 | [lpuusTue 3anpoc JOMOJIHUTENbHOH MH(pOpMaKH 00 yS3BUMOCTH (CKaHMpOBaHHE
pelieHuH Ha | OOBEKTOB, OIICHKA 3alIUIIEHHOCTH), €CITH HMMEIOIUXCSA JaHHBIX
MOJIy4EeHHe HEJIOCTATOYHO JUIS IIPUHSATHS PEUIeHUH 110 YIIPaBISHHIO YI3BUMOCTSIMHU
JOTIOJIHUTEIbHOM
MH(pOpMaLUK
4 | INocraHoBka 3anpoc Ha BHEIUIAHOBOE CKAaHMPOBaHHE O0OBEKTOB HMH(OPMAaLMOHHBIX
3aa4u Ha | CUCTEM B cllyyae HeJO0CTAaTOYHOCTH MO0 HEaKTyallbHOCTH MMEIOIIUXCH
CKaHHpOBaHHE JAHHBIX, d& TaKKe B cliydae mnojiyuyeHus WHpopMmauuu o0 ysI3BHMOCTH
00BEKTOB I10CJI€ TI0C/IEJHET0 CKAHHPOBAHHS
5 | CxanupoBanue | [louck ys3BHMOCTEH M HEIOCTATKOB C MOMOUIBIO aBTOMAaTH3HPOBAHHBIX
00BEKTOB CHCTEM aHauM3a 3allUINEeHHOCTH. Bbibop 00BEKTOB M BpeMeHH
CKaHUpPOBAaHWsA, YBEJOMJICHHE 3aWHTEPECOBAHHBIX IOJpa3/eiecHUH
(HarmpuMep, CHTYAIlMOHHOTO LeHTpa, noapasaenenus UT) o nposenenun
CKaHMPOBAaHHS W JalIbHelllee CKaHMPOBaHHE BbIOPAHHBIX OOBEKTOB Ha
HAJTMYHE YS3BUMOCTH
6 | Ouenka DKcnepTHas OIGHKA BO3MOXHOCTH MPUMEHEHHMS YA3BHUMOCTH K
3a0MINEHHOCTH | HHQOPMAIlMOHHBIM ~ cUcTeMaM. B Xoje OLEHKM 3allHIICHHOCTH
OCYIIECTBIIAETCS TPOBEPKa BO3MOMKHOCTH 3KCIUIyaTallMd YS3BHMOCTH B
HH()OPMALMOHHBIX CHCTEMAaxX opraHa (OpraHu3alMM) ¢ UCIOJIb30BAaHHEM
CpE/CTBa KCILTyaTallHK YA3BMMOCTH, B TOM YHCIIe, B X0/1€ TECTHPOBaHHS
Ha TPOHMKHOBEHHE (TECTUPOBAHWS CHUCTEMBI 3allMThl HH(pOPMAIMH
MyTeM OCYIIECTBJICHHS TONBITOK HECAHKIMOHUPOBAHHOIO IOCTyIa
(Bo3neicTBus) K MHGOPMALIMOHHOH cHCTeMe B 00X0/1 €e CHCTEMBI 3alUTh
HH(popMaLuu)

4 TIOPSIIOK YCTPAHEHHMSI KPUTHYHBIX VYSI3BUMOCTEHN

IMMPOI'PAMMHBIX, IPOTPAMMHO-AIIIIAPATHBIX CPEJACTB

4.1. Ha sTane omnpeaeieH!us METOJI0OB M MIPHOPUTETOB YCTPAHEHUS YSI3BUMOCTEH
onpeensieTcss IPHOPUTETHOCTh YCTPAHEHHUs YSI3BUMOCTEH U BbIOMpPAIOTCA METOIBI UX
yCTpaHeHHs: OOHOBJIEHHe INporpaMMHOro obecrnedeHus H (WIH) TNPUMEHEHHE
KOMIIEHCUPYIOIIMX MEp 3allMThl HMHPOpPMALMM, TakkKe NPUHUMAIOTCS MEpBl,




HalrpaB/IEHHBIE Ha YCTPaHEHHE HJIM HCKIIOYEHHE BO3MOXKHOCTH MCIIOJIb30BaAHHS
(3KCIuTyaTaly) BbIABICHHBIX YSI3BUMOCTEH.
Ha sTane ompeneneHuss MeTOAOB U NPHOPUTETOB YCTPAaHEHHS YSI3BUMOCTEH
pelarTcs 3a1auu:
— onpeJieJIeHHs IPUOPUTETHOCTH YCTPAHEHHS YA3BUMOCTENH;
— BbIOOpa METO/JIOB yCTpaHEHHUs YSI3BUMOCTEH:

—  OOHOBJIEHHE

IIPOrpaMMHOI0

obecriedeHuss © (WIH) TIPUMEHEHHE

KOMITEHCUPYIOLLMX MEp 3allUThl HHGOPMALHH.
Ha srame onpejeneHuss METOJOB UM NPHOPHUTETOB YCTPAaHEHUS YA3BUMOCTEMN
BBIITOJIHSAIOTCS Ollepallu, IpuBeieHHbIe B Tabmuiie 4.1.

Tabnuua 4.1
Ne HaumenoBanue onepanuu
Onwucanue oneparyu
n/n
1 | Onpenenenne Onpenenenue MPUOPUTETHOCTH YCTPAHEHHs YA3BUMOCTEH B
[PHOPUTETHOCTH YCTPaHEHHs | COOTBETCTBHH C pe3ylbTaTaMH pacyeTa KPHTHYHOCTH
YA3BHMOCTEH YA3BUMOCTEH Ha 3Talne OLEHKH YA3BUMOCTeH (3Tam 4)
2 | Onpenenenue MeTONOB | Beibop Mertoma ycTpaHeHHs  ys3BMMOCTH: yCTaHOBKa
YCTpaHEHHs YA3BUMOCTEH OOHOBJIEHHS MM TIPHMCHEHHE KOMIICHCHPYIOIMX Mep
3aIIMThl HHGpOpMaHu
3 | [TpunsaTue pelIeHHs o | Ilpu oGHapyKeHHH KPUTHUYECKOH YA3BMMOCTH MOXKET OBITh
CPOYHOH YCTaHOBKE | IIPHHATO PELIEHHE O CPOYHOH ycTaHOBKE OOHOBJICHHS
0OHOBIIEHUH IIPOrpaMMHOro obecriedyeHust 00BEKTOB HHPOPMAIHOHHBIX
CHCTEM, II0JJBEPKEHHBIX YA3BUMOCTH
4 | Co3nanue 3asBKH Ha CPOYHYIO | 3asiBKA Ha CPOUHYIO YCTaHOBKY OOHOBJICHHS HANpaBlseTcs
YCTAHOBKY OOHOBJIEHHUS Ha COTJIaCOBaHHE PYKOBOAMTEO noapasaenenus UT
5 | Ilpunstue peleHus o | Ilpn obHapyxeHHH KPHTHUYECKOH ySI3BHMOCTH MOXET OBITh
CPOYHOH pealu3anuy | IPUHATO pelueHue 0 CPOYHOI peann3aiu
KOMIIEHCHPYIOIINX Mep | KOMIIEHCHPYIOIIMX Mep 3allMThl HH()OpPMAaILHH B Ka4ecTBE
3alIUThl HHQOpMAIIHK BPEMEHHOI'0 PELICHHs JI0 YCTAHOBKH OOHOBIICHHSA
6 | Co3nanue 3a4BKH Ha | 3agBKa co3/JaeTcs B Cly4yae, €CJIM ONpeNelieHO, 4YTO
YCTaHOBKY OOHOBJICHHS YCTaHOBKa OOHOBIIEHHS /U YCTPAHSHHUS JaHHOM YA3BHMOCTH
He 3alJaHupoBaHa
7 | Co3nanue 3asBKH Ha | 3adBKa Ha pealH3alUi0 KOMIICHCHPYIOIIMX MEp 3alluThl
peann3anuio uHpopManun GopMHUpYETCs TIPH OTCYTCTBHH BO3MOKHOCTH
KOMIIEHCHPYIOLIMX MEp | YCTAHOBKH OOHOBJICHUS, a TAKXKe B Cllyyae HeoOXOJIUMOCTH
3alUTHl HHQOpMaIu NPUHATHSA MED JI0 YCTPAHEHHS YS3BHMOCTH

4.2. Ha sTane ycTpaHeHus yA3BUMOCTEeH IPHHUMAIOTCSI MEPBI, HANpaBJIEHHbIE Ha
yCTpaHEHHE WJIH HCKIIYEHHE BO3MOXHOCTH HCIIOJIb30BaHUsl (DKCILIyaTalluu)
YSA3BUMOCTEH, BBIABIEHHBIE HA 3Tane MOHUTOpHUHTA. [IpM 3TOM BBINOIHAIOTCS
olepalluu, Npe/cTaBleHHble B Tabnuue 4.2.

Tabnuua 4.2
No HanmenoBanue
Onucanue onepaiuu
n/n ornepaiuu
1 | CornacoBanue Cpoynas ycraHoBka OOHOBJIEHHH NPOrpaMMHOrO oOOecreyeHus
YCTAaHOBKH C | Mpe/IBAPHTEILHO COIJIaCOBBIBAETCS C PYKOBOJICTBOM I0Ipa3/ielieHHs
PYKOBOJICTBOM HUT
nojpasaenenus UT
2 | TectupoBaHHe BrisBienue NOTEHIHATIBHO OMacHBIX (GYHKIHOHAIBHBIX
0OHOBJIEHHS BO3MOKHOCTEH, He3a/IeK/IapUPOBaHHBIX pa3zpaboTuynKkoM
NPOTrPaMMHBIX, IPOrPaMMHO-ANMNapaTHBIX CPEeACTB, B TOM YHCIIE




MOJIMTHYECKHX  OaHHEepOB, JIO3YHIOB, TPHU3LIBOB M HMHOM
NPOTHBONPABHOW HHGOpPMAIMK (Jalee — HeINeKJIapHpOBaHHLIE
BO3MOJKHOCTH)
YcranoBka YcranoBka 0OHOBIEHHU# Ha BHIOPAHHOM TECTOBOM CErMEHTE
0OHOBIIEHUA B | HHOPMAIHOHHOH CHCTEMBI B LIEJISIX ONpEIEICH s BIMIHUS HX

TECTOBOM CETMCHTEC

YCTAHOBKH Ha €€ (yHKIHOHHPOBaHHE

[lpunstie perenus

B cJiy4dae, eCJId HETaTHBHOI'O BJIMAHHA OT YCTAHOBKH 0OHOBJICHHS Ha

00 YCTaHOBKE | BBIOPAHHOM CETMEHTE CHCTEMBI He BBISBIIEHO, IPHHHMAETCS PELICHHE
0OHOBJIEHHS 0 €ro pacnpocTpaHeHHH B cHcTeMe. B ciywae oOHapyxeHus
HEraTHBHOIO BJIMSHHS OT YCTAHOBKH OOHOBJIEHMS Ha BBIOpPAHHOM
CErMEHTE CHCTEMBI NanbHEHInee paclnpocTpaHeHHe OOHOBICHHS HE
OCYINECTBIACTCA, IPH 3TOM JUIA HEHTPalIM3allMKd  YA3BHUMOCTH
MPUMECHSIOTCH KOMIIEHCHPYOIIME MEPBI 3aIUThl HH)OpMal K
YcranoBka PacmipocTpanenue o6HOBIEHHS Ha O0O0BEKTH HH(POPMAIMOHHBIX
0OHOBJIEHHS CHCTEM
®opMHpOBaHHE YA3BUMOCTH, U1 YyCTpaHEHUs KOTOPBIX He OblLia ompejeieHa
IJaHa  YCTaHOBKH | HEOOXOJMMOCTh CPOYHOH YCTAaHOBKHM OOHOBJICHHH, YCTPAHAKOTCH B
OOHOBIIEHHIH X0Jle TIaHOBOW YCTaHOBKH oOHOBieHuil. @opMmMupoBaHue maHa
OOHOBJIEHHH OCYIIECTBJSAETCS C YYETOM 3asBOK HA YCTAHOBKY
0OHOBIIEHUH
Pazpabotka v | PaspaboTka ¥ npuMeHeHHE Mep 3alUThl MHpOpPMalHH, KOTOpHIE
peau3anus NPUMEHAIOTCS B HHPOPMAIHOHHBIX CHCTEMAX B3aMEH OT/AC/IbHBIX Mep
KOMIICHCHPYIOIIMX | 3aIIMThl HHQOPMaIMH, NOUIeKAIIUX peaTH3alHl B COOTBETCTBHHU C
Mmep 3aIUThI | TPeOOBAHUAMH I10 3aIIUTEe HHGOPMALIMH, B CBS3H C HEBO3MOKHOCTBIO
MH(pOpMAIIUT MX YCTAHOBKH, OOHApy>KCHMEM HEraTUBHOIO BIHMSHHS OT YCTAHOBKH

OOHOBIIEHHS, a TaKXe B ClIy4ae HeOoOXOIMMOCTH MPHHATHS MEp [0
YCTPaHECHHs YA3BMUMOCTH. K KOMIEHCHpYIOIIMM MepaM 3alluThl
HH(POPMAIIMH MOTYT OTHOCHTBCS: OPTraHH3alMOHHBIE MEPBI 3alIUTHI
MH(OpPMAIHH, HACTPOHKA CPEeACTB 3allUThl MH(OpPMAIMH, AHAIH3
COOBITHH Oe30macHOCTH, BHECCHHE  M3MEHEHHH B HT-

nHdpacTpyKTypy

TectupoBanue 0OHOBIEHHH POrPaMMHBIX U IIPOrPaMMHO-AIIAPATHBIX CPEACTB
OCYLIECTBIAETCA B COOTBETCTBUM C PeriamMeHTOM 1O BBISBICHHIO, aHAIM3y U
YCTpaHEHHIO KpUTHYHBIX ysa3BuMocTed B MC skcmiyatupyemblx B oprase,
OpraHu3allid, [0 pelIEeHU opraHa (OpraHuM3alMM) B Cily4ae OTCYTCTBHS
COOTBETCTBYIOLIMX pe3ysibTaToB TecTUpoBaHus B b/1Y ®CTOK Poccun.

[Ipy HalIM4YUMK COOTBETCTBYIOIIMX CBEJACHHH MOTYT OBITh HCIOJIb30BaHBI
KOMIIEHCUPYIOILHE Mepsl 3allMThl HH(MOPMALMH, TMpPE/ICTaBIeHHbIE B OIOJIIETEHIX
Oe30macHOCTH pa3pabOTYMKOB NMPOrpaMMHBIX, MPOrPaMMHO-alapaTHBIX CPEICTB, a
TaK>Ke B ONMCAHUAX ys3BUMOCTel, onmybnukoBaHHbIX B BJ/[Y ®CTOK Poccun.

PexomeHayeMble CPOKH yCTpaHEHUs YS3BUMOCTEH:

— KPUTHYECKHUH YPOBEHb ONIACHOCTH 110 24 4acoB;

— BBICOKHMH YPOBEHb ONIAaCHOCTH — 10 7 JHEH;

— Cpe/IHUH ypOBEHb ONACHOCTH — 110 4 HeJlelb;

— HU3KUH YPOBEHb OMACHOCTH — 0 4 MecslLeB.




B pamkax BBIIONHEHUs — moanpoiecca  pa3spaboTKH U peanu3aluu
KOMIIEHCUPYIOLIMX Mep 3aIHThl HHYOPMALIUU BBITIOHSIOTCS ONEpPALIUH, [IpUBEICHHBIE
B Tabnuue 4.3.

Tabnuua 4.3.
Ne Haumenoranue
Onucanue oneparu
n/n onepauu
1 | Onpenenenune mep | OnpejieieHe KOMICHCHPYIOIMX Mep 3allUThl MH(OPMAIHH,

3QLMTHI HHOOPMALMK H | HEOOXOIMMBIX IS HEHTPAIM3alMK YA3BUMOCTH JTHOO CHHIKEHHUS
OTBETCTBEHHBIX 32 HX | BO3MOJKHBIX HETATHBHBIX TOCIEACTBHI OT ee JKCIulyaTanuu. B
pean3aluio XO0Jle BBINOJHEHHs! JIAHHOH ONepanyu JIOMKHBI OBITH OTpe/e/IeHb]
pabOTHHKH, yYacTHE KOTOPLIX HEOOXOAMMO JUIs peaH3allHu
BBIOpAaHHBIX KOMIICHCHPYIOLIHX Mep 3alIUTEI HHPOPMAIHH

2 | CornacoBaHue B cinydae HeoOXomMMOCTH NpHBIeYeHHS PabOTHHUKOB JPYrHX
NPHUBJICYCHHS NOApa3AeNCHHH JUls pealn3alil KOMICHCUPYIOIUX Mep 3alUTEI
paboTHHKOB MH(OPMaIMK PYKOBOAHTEb TOPA3/E/ICHHs 3aUIMTHI COTJIacyeT

UX [PUBJICYEHHE C  PYKOBOAUTEIAMH  COOTBETCTBYIOIIHX
110/ipa3/ieJIeHHi

3 | Peanu3auus Peanvsanus opranu3alMOHHBIX Mep 3alUThH HHPOPMAIHH

OpraHM3alMOHHLIX MEp | IpedycMaTpHUBAET: OrpaHUYeHHE UCIIoNb30BaHus UT-

3AIUTH MHPOPMAlMK | HHQPACTPYKTYPhI; OpraHu3alys peKuMa OXpaHsl (B YaCTHOCTH,
OrpaHHYeHHE JOCTYTa K TEXHHYECKHM CPEICTBaM );
uHopMHpoBaHHE H 00yUYeHHe IepcoHana opraa (OpraHu3aIuH)

4 | Hacrpolika cpencts | OueHKa BO3MOKHOCTH PEATH3alHH KOMIIEHCHPYIOMIMX Mep ¢
3aIMTE MHGOPMALMKM | MCIIOJIb30BAHHEM CPE/ICTB 3allUThl HHGOPMAIIHH, BBIGOP CPEICTB
3alM Tl MHpOpPMaIHK (TPH HEOOX0AHMOCTH). Brinonnenue paboT
10 HACTPOMKE CPEJICTB 3aIUThHl HHPOPMALMH

5 | Opranmsauus avanusa | OpraHusanys MOCTOSHHOTO HabIIOJEHHS W AHAIM3A Pe3yIbTAaTOB
coOBITHH 6E30ITACHOCTH | pErHCTpalny COOBITHH Ge30MacHOCTH M MHBIX JIAHHBIX C LEJIBIO
BBISBJICHUs ¥ 0JIOKMPOBAHUSI TIOMBITOK 3KCIUIYaTAllHH YA3BUMOCTH
6 | Buecenne usmenennii B | Buecenue usmenennit 8 UT-undpacTpykrypy BKIIOYaeT qeHCTBHS
HUT-uudpactpykrypy M0 BHECCHUIO HM3MEHEHHH B KOH(MIypalUH IPOrpPaMMHBIX H
NpOrpaMMHO-aINapaTHBIX CPEACTB (B TOM 4YHCJE, Y/alleHHE
(BBIBEJICHHE M3 HKCIUTyaTalllH))

Ha ocHose Tabanu 4.2 u 4.3. B opraHe (opraHu3aniu) J0/DKHO pa3pabaTbiBaThes
JeTalIbHOE OMMCAaHHE OINEepalyi, BKIIOYalolllee HaUMEHOBAHUE Olepaluii, OMHCAHUE
onepanui, HCIIOJHUTEeH, MPOJODKUTETBHOCTD, BXOAHBIE U BEIXOIHBIE JaHHbIE.

JleranpHoe  onMcaHMe — onepauMd  BKIKOYaeTcs B OpPraHM3al[MOHHO-
pacrnopsanTeNbHbIe JOKYMEHTBI 10 3alllMTe MHPOPMAaLUU opraHa (OpraHu3alyH).

B ciyuae HeBO3MOXKHOCTH MOJTy4€HHs, YCTAHOBKH H TECTHPOBAHUA OOHOBIIEHHUH
MPOrpaMMHbIX, TPOrPAMMHO-ANINAPaTHBIX CPEACTB MPUHUMAIOTCS KOMIIEHCHPYIOIIHE
MepbI 3alUThl HHPOPMAIHH.

Beibop KoOMIIEHCHpYIOIIMX Mep IO 3aluTe WH()OPMALUH OCYIIECTBISAETCS
OIepaToOPOM € y4E€TOM apXUTEKTYPBI U ocoOeHHOocTel dyHkinonuposanus UC, a Takke
Crnoco00B  IKCIUTyaTallMH ys3BUMOCTEH MPOrpaMMHBIX, [POrPAMMHO-aNNapaTHbIX
CpencTs.




KoMIeHCHpyIOIMMK  OPraHM3allMOHHBIMU M TEXHHYECKMMHM  MepaMH,
HalpaB/eHHbIMM Ha TMPEIOTBpallleHHhe BO3MOXKHOCTH 3KCIUIyaTalli¥ YA3BMMOCTEH,
MOTYT SIBJISITBCSL:

— M3MEHEHHEe KOHQHIypalluK ys3BUMBIX KomrioHeHToB MC, B TOM YHciIe B 4acTH
NpElOCTaBIeHUsA J0CTyNna K WX (QYHKUHAM, HCIIOJHEHHE KOTOPHIX MOXET
CIOCOOCTBOBATh AKCIUTyaTAllMH BbISBIEHHBIX YSI3BUMOCTEH;

— OTpaHHYEeHHE MO0 HCIOJIB30BAHMIO YSA3BHMBIX IPOrPAMMHBIX, POrPaMMHO-
anmnapaTHeIX ~ CPEACTB WM MX TMEpeBOJl B  peXUM  (PYHKUMOHHUPOBAHHS,
OrpaHMYMBAIOLIMA  HMCHOOJNHEHHE (QYHKUMH, oOpalieHHe K KOTOPBIM  CBS3aHO
C MCIIOJIb30BAHMEM BBISIBIIEHHBIX YA3BMMOCTEH (HampuMep, OTKIIOYEHHE YS3BHMBIX
CIy0 U CeTeBBIX NPOTOKOJIOB);

— pesepBupoBaHue KommoHeHToB KMC, BKkiII0OYas pe3epBHpOBaHHE CEPBEPOB,
TEJICKOMMYHHKaLHOHHOTO 000py10BaHHsl U KAaHAJIOB CBA3M;

— UCII0J1b30BaHHE CUTHATYP, PELIAOIIUX TIPABUII CPEICTB 3aIUThl HH(OPMALIKH,
obecrnieunBaroiux BoisApeHHe B UC Npu3HaKoB SKCIUTyaTally YS3BUMOCTEH;

— MOHMTOPHHI HH(OPMAIMOHHONW 0€30MMacCHOCTH M BbISBIEHHE COOBITHIA
OezonacHocTH uHdopmauu B MC, CBA3aHHBIX C BO3MOMKHOCTBIO JKCILTyaTalldu
YSA3BUMOCTEH.




